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A. INTRODUCTION  
This document describes the work plan for the Center for Borders, Trade, and Immigration 
Research (CBTIR) for Budget Period II (7/1/2016 – 6/30/2017). The Center is funded under a 
cooperative agreement between the Department of Homeland Security (DHS) and CBTIR 
partners on the basis of the response by the University of Houston to FOA Number DHS-14-ST-
061-COE-002A, titled “Center of Excellence (COE) – Center for Borders, Trade and Immigration 
Research (CBTIR) – Center Lead”.  

CBTIR has been funded to “conduct research and education to enhance the Nation’s ability to 
support DHS and other agencies’ border security and immigration mission goals, including 
securing the border; facilitating lawful international trade and travel; effectively enforcing our 
immigration and customs laws; granting immigration and citizenship benefits; promoting an 
awareness and understanding of citizenship; and, ensuring the integrity of our immigration 
system”.1 The overarching goal of the Center will be to “address the Nation’s challenges as they 
relate to border control, customs, trade and travel facilitation, security and enforcement”.2 

These areas are unified and systematized via the metaphor of border flow, i.e., the movement of 
people and goods across borders. CBTIR aims to develop knowledge and understanding of all 
different aspects that characterize this border flow as well as define “borders” in a globalized trade 
and security context, and to disseminate this knowledge within the homeland security enterprise 
(HSE). The ultimate goal is to enhance the ability of DHS stakeholders (tasked with managing 
this flow) to perform in accordance with their mission and directives, while simultaneously 
advancing and evolving basic scientific understanding.  

A.1 CBTIR MISSION 
The Center for Borders, Trade, and Immigration Research (CBTIR), led by the University of 
Houston (UH), conducts research and provides education to enhance the nation’s ability to secure 
our borders, facilitate legitimate trade and travel, and ensure the integrity of our immigration 
policies.  

Through a multi-disciplinary team of national and international experts, the Center delivers 
transformational technology-driven solutions, data-informed policies, workforce development 
opportunities for today’s Homeland Security Enterprise, and trans-disciplinary education for the 
next generation of homeland security experts. 

A.2 CBTIR VISION 
To be the nation’s leading resource provider for the Homeland Security Enterprise addressing 
research and workforce development needs as they relate to transnational border flows of people 
and goods.  

  

                                                 
 

 

1 FOA Number DHS-14-ST-061-COE-002A, p. 10. 
2 FOA Number DHS-14-ST-061-COE-002A, p. 11 
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A.3 CBTIR THRUSTS AND THEMES 
The CBTIR effort is directed along four thrust areas, comprising eight complementary themes. 

Thrust 1: Transnational Flows of People  
 Theme P.1: Monitoring  
 Theme P.2: Facilitation  
 Theme P.3: Organized Crime  

Thrust 2: Transnational Flows of Goods  
 Theme G.1: Ports of the Future  
 Theme G.2: Trade Compliance  
 Theme G.3: Connecting Goods to People 

Thrust 3: HSE Education  
 Theme E.1: Project-Based STEM Learning  

Thrust 4: HSE Workforce Development  
 Theme W.1: HSE Symposia  

 
B. CENTER OVERVIEW 
 
B.1 CENTER MANAGEMENT 
 
B.1.a CBTIR Personnel 

 Director/PI: Ioannis A. Kakadiaris (UH) 
 Executive Director: Ioannis Konstantinidis (UH) 

The Executive Director oversees the planning and administration of the Center according to 
the strategic direction set by leadership of the Center. 

 Thrust Leads:  
‒ Maria Burns (UH) 
‒ Ioannis Pavlidis (UH) 
‒ Shishir Shah (UH)  
‒ Luis R. Torres (UH) 

The Thrust Leads will be responsible for providing input on the quality and promise of incoming 
projects, recommending improvements where possible. Once the projects commence, Leads 
monitor research progress through four mechanisms: Deliverable sharing via an online 
platform; Monthly video-conferences; Quarterly and annual reports; and Quality tracking of 
resulting peer-review publications. Based on these monitoring mechanisms, the Thrust Leads 
intervene where necessary during the course of the budget year to steer R&D on a productive 
path. The Leads also prepare annual project evaluations and recommendations that are 
submitted to the CBTIR governing bodies. Finally, Leads will oversee the Center’s policy 
research, ensuring that the development of policies follows sound scientific and program 
management approaches, and that the policies are transitioned to end users. 

 Media and Communications Lead: Lan Ni (UH) 
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The Media and Communication Lead will oversee all aspects of strategic communications, 
including planning, implementation, and measurement of activities to promote the center’s 
mission, research, and experts to key stakeholders. The Lead oversees the center’s website, 
media outreach, stakeholder engagement and relations (including the webinar program), 
works with the Director and Center staff to develop and execute a digital dissemination 
strategy, as well as serves as a liaison to promote and advance the Center’s brand and 
reputation. 

 UH Liaisons:  
‒ Mary Ann Ottinger, Associate Vice Chancellor for Research for the UH System and 

Associate Vice President for Research for UH 
‒ Beverly Rymer, Executive Director, Office of Contracts and Grants (UH) 

 
B.1.b CBTIR Structure 

B.1.b.i Board  
Chaired by the Director, the CBTIR Board consists of the Executive Director and all the Leads. 
The Board provides guidance to the Director individually and as a group. The Board guides 
operations and serves as an arbitration board if challenges arise that cannot be addressed at a 
lower level. The Board will meet as a body at least once a month to provide oversight, 
communication, and coordination, with input from the Leads, the External Advisory Board, and 
the OUP. The Director will meet with the Leads and Dr. Ottinger weekly, and with Ms. Rymer once 
a month. 

B.1.b.ii External Advisory Board  
The External Advisory Board (EAB) will provide strategic guidance to CBTIR as a forum of 
distinguished subject experts, and will meet at least twice a year (in person or virtually), as 
necessary. It will provide input to the CBTIR Board. It will also serve as a review committee for 
Center performance as a whole, providing feedback to the Director and CBTIR Board as needed 
and at least annually. The EAB will have two co-chairs acting as liaisons: one appointed by the 
CBTIR Board and the other elected by the EAB members. 

Lawrence A. Hornak, Associate Dean for Research of the College of Engineering at the University 
of Georgia, has readily accepted to serve on the EAB. Dr. Hornak has experience in academia, 
government, and private industry sectors. He served as founding director of the Center for 
Identification Technology Research (CITeR), the National Science Foundation's (NSF's) only 
center focusing on biometrics. During his four-year rotation at the NSF, Dr. Hornak served as lead 
program director for the Industry/University Cooperative Research Centers Program, which 
placed emphasis on programs to forge lab-to-market pathways and co-chaired the interagency 
2011 National Biometrics Challenge document as a member of the National Science and 
Technology Council subcommittee on Biometrics and Identity Management.  

In addition to Dr. Hornak, CBTIR is planning to engage in discussions with the following 
candidates to serve on the EAB:  

Mr Edward Alden, Bernard L. Schwartz senior fellow at the Council on Foreign Relations (CFR), 
specializing in U.S. economic competitiveness. In addition, Mr. Alden is the director of the CFR 
Renewing America publication series and co-author of the recent CFR Working Paper Managing 
Illegal Immigration to the United States. The former Washington bureau chief of the Financial 
Times, his work focuses on immigration and visa policy, and on U.S. trade and international 
economic policy. 



7 
 

Michael Laden is the founder of Trade Innovations, Inc., which specializes in global sourcing, 
customs compliance and supply chain strategy and security. Prior to founding Trade Innovations 
in 2005, Mr. Laden was the Director of Global Trade Services for Target Corporation. He served 
the maximum two term limit on the Commercial Operations Advisory Committee (COAC) 
providing advice on customs matters to the U.S. Treasury Department and the U.S. Department 
of Homeland Security. He was a member of the CBP Trade Support Network (TSN) which 
assisted in the design of the next-generation CBP computer architecture known as ACE 
(Automated Commercial Environment). Mr. Laden was also a founding and charter member of 
the Business Alliance for Customs Modernization (BACM). He has served on the Board of 
Governors for the American Association of Exporters and Importers (AAEI) since 1988, and is a 
past AAEI Chairman. He is also a member of the World Customs Organization’s SAFE Working 
Group and meets regularly in Brussels, Belgium to discuss issues affecting customs compliance, 
security and global trade.  

T. James Min II, Esq. is the Vice President of International Trade Law and Corporate Compliance 
in the Legal Department of DHL Americas/Deutsche Post-DHL Global Business Services where 
he counsels DHL's business units on international trade law, aviation security laws, international 
business transactions and contracts, and anti-bribery laws. Previously, Mr. Min was the Vice 
President of International Trade Affairs and Compliance for DHL Express (USA) Inc. In that role, 
Mr. Min developed and managed DHL Express USA's first international trade affairs and 
compliance department overseeing customs, export control and sanctions compliance, and trade 
policy matters. Prior to FedEx, Mr. Min practiced law in New York City with one of the largest U.S. 
law firms specializing in customs and international trade law. Prior to private practice, Mr. Min was 
an attorney in the Office of Regulations & Rulings, U.S. Customs Service of the U.S. Treasury 
Department. Prior to U.S. Customs, Mr. Min was an Attorney/Advisor in the Office of the General 
Counsel of the U.S. Department of Commerce. 

Mary O’Brien is an independent export compliance consultant based in Silicon Valley. 
Prior to that, she served approximately 5 years as Senior Manager, Trade Compliance 
for Seagate Technology. Prior to that, she served as Division Director, Office of Export 
Enforcement (OEE), US Dept. of Commerce, and is notable for serving as the first US 
Dept. of Commerce Foreign Export Control Officer stationed in Dubai. 

Steven W. Pelak is a partner with the DC law firm Hollard & Hart LLP (with significant experience 
on internal corporate compliance and due diligence efforts with regard to export control and 
embargo statutes and regulations. Previously, he served as the Principal Deputy Chief, 
Counterespionage Section, National Security Division of the U.S. Dept. of Justice. Prior to this, 
he was the US DOJ’s National Lead for Export Control Enforcement.  

Jonathan C. Poling is a partner in Akin Gump’s international trade practice with significant 
experience handling complex export control and trade-related civil and criminal matters involving 
a wide array of industries. He is a former federal prosecutor with the U.S. Department of Justice 
(DOJ) National Security Division’s Counterespionage Section. During his time with the DOJ, Mr. 
Poling handled a number of cases, including one that resulted in the first arrests and prosecution 
of employees of a European freight forwarding company for violations of U.S. export control laws 
and one of the largest sanctions cases in U.S. history. He also received multiple commendations 
and awards for excellence while at DOJ. Mr. Poling worked with the DOJ’s National Export Lead 
and interacted with the licensing agencies and civil enforcement authorities on numerous 
international trade and trade finance matters. He worked extensively in training both U.S. and 
non-U.S. law enforcement agencies on export control enforcement efforts, and previously served 
on the Committee on Foreign Investment in the United States (CFIUS) review process as part of 
the DOJ’s Foreign Investment Review Staff.  
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Audrey Singer, PhD is a senior fellow at the Brookings Metropolitan Policy Program. Her areas of 
expertise include demography, international migration, U.S. immigration policy, and urban and 
metropolitan change. She has written extensively on U.S. immigration trends, including immigrant 
integration, undocumented migration, naturalization and citizenship, and the changing racial and 
ethnic composition of the United States. Prior to joining Brookings, Singer was an associate in 
the International Migration Policy Program at the Carnegie Endowment for International Peace. 
Prior to Carnegie, she held a faculty position in the Department of Demography at Georgetown 
University, and was a demographic analyst at the U.S. Department of Labor. She was chair of the 
International Migration Section of the American Sociological Association in 2010.  

David Widdowson, PhD is the CEO of the Centre for Customs & Excise Studies, Charles Sturt 
University, Canberra; founder and President of the International Network of Customs Universities; 
and an Advisory Group member of the World Customs Organization’s Partnership in Customs 
Academic Research and Development. Dr. Widdowson is also a Professor of International Trade 
and Customs Law, and Editor-in-Chief of the World Customs Journal. He is a Fellow of the 
Australian Institute of Management and a Fellow of the Australian Institute of Export and has over 
35 years’ experience in his field of expertise. He served with the Australian Customs Service for 
21 years, including seven years in the Senior Executive Service. Dr. Widdowson holds a PhD in 
Customs Management, a Master of Business Administration and Bachelor of Arts in Psychology. 
His research areas include Trade Facilitation, Regulatory Compliance Management, Risk 
Management and Supply Chain Security.  

B.1.b.iii Research Committee 
The CBTIR Research Committee (comprising the Director and the Leads) provides feedback on 
the formulation of Performer workplans in advance of the OUP Program Manager review. The 
Research Committee also convenes when new projects are approved to facilitate the onboarding 
process. The research committee reviews workplans and provides feedback to the performers on 
stakeholder engagement, logic model development (tasks, milestones, outputs) and performance 
metrics.  

B.1.c Management Activities 
Objective: Establish operating structure and procedures for the Center. 

B.1.c.i Tasks 
ID Description Completed by 
T.1 Develop the beta version of the COE Manual of Standard 

Operating Procedures (SOPs) for management (e.g., RFP, Summer 
Research Team Program, new project onboarding, etc.) and release 
for comments 

08/16 

T.2  Hold CBTIR Ribbon Cutting Ceremony 10/16 
T.3 Establish the External Advisory Board and hold first meeting 10/16 
T.4 Issue a Request For White Papers 12/16 
T.5 Hold an External Advisory Board Meeting 06/17 
T.6 CBTIR Manual released 06/17 

 

B.1.c.ii Milestones 
ID Description Achieved by 
M.1 External Advisory Board established 10/16 
M.2 CBTIR SOP Manual Released 06/17 
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B.1.c.iii Deliverables (Outputs)  
ID Description Completed by 
D.1 CBTIR SOP Manual 06/17 

 

B.1.c.iv Performance Metrics 
ID Description Quantitative Performance 

Target 
Achieved 
by 

P.1 CBTIR management is effective in engaging 
with each of the Performer PIs and facilitates 
management of projects for CBTIR and is 
helpful to the Performer PIs in achieving 
project success. 

Mean Score >3 satisfactory 
performance across all responses 
based on an annual anonymous 
survey of performers conducted 
by the CBTIR EAB. 

07/17 

 

Questions for Performance Metric P.1 (5 point Likert scale) 

1. The guidance provided by CBTIR was useful. 
Strongly Disagree Disagree     Neither Agree nor Disagree Agree  Strongly Agree 
 

2. CBTIR played a key role in the success of my project. 
Strongly Disagree Disagree     Neither Agree nor Disagree Agree  Strongly Agree 
 

3. The CBTIR Director provided a supportive environment for my project. 
Strongly Disagree Disagree     Neither Agree nor Disagree Agree  Strongly Agree 
 

4. The Executive Director of CBTIR rendered administrative help when I needed it. 
Strongly Disagree Disagree     Neither Agree nor Disagree Agree  Strongly Agree 

 

 

B.2 PROJECT MANAGEMENT 
The performer PIs will provide to CBTIR a monthly progress report update documenting items 
such as progress in the tasks, milestone completion, challenges encountered, and requests for 
assistance (in a format to be determined). The report should also include items such as the names 
of authorized project personnel and output (such as publications or degrees awarded). The Thrust 
Leads will have monthly conference calls with the performers to evaluate their progress and 
provide feedback. Satisfactory progress is required in order to authorize payments. If the CBTIR 
Leadership deems that a performer does not make substantial progress towards meeting the 
objectives set forth, then the Director will notify the DHS Program Manager. 
Objective: Establish operating procedures for project management 
 
B.2.a Tasks 

ID Description Completed by 
T.1-11 Monthly call with each Performer PI to discuss project progress, 

understand any challenges encountered, and provide feedback and 
suggestions. 

07/16; 08/16; 09/16; 
10/16; 11/16; 12/16; 
01/17; 02/17; 03/17; 
04/17; 05/17 

T.12-19 Review monthly project progress reports and provide feedback. 07/16; 08/16; 09/16; 
11/16; 12/16; 02/17; 
03/17; 05/17; 
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T.20-22 Write quarterly project progress reports with guidance on any 
project aspects to be considered for improvements. 

10/16; 01/17; 04/17 

T.23 Organize and manage an annual project review with each 
Performer PI. 

06/17 

T.24 Write annual project progress reports with guidance on any project 
aspects to be considered for improvements. 

06/17 

T.25 Update HSUP website (reporting portal) Ongoing; 06/17 
 

B.2.b Milestones 
ID Description Achieved by 
M.1-3 Written quarterly report to each performer PI with guidance on any project 

aspects to be considered for improvements. 
10/16; 01/17; 
04/17 

M.4 Written annual report to each PI with guidance on any project aspects to 
be considered for improvements. 

06/17 

 

B.2.c Deliverables (Outputs) 
ID Description Completed by 
D.1-8 Monthly report provided at the monthly board meeting of CBTIR. 07/16; 08/16; 09/16; 

11/16; 12/16; 02/17; 
03/17;  05/17; 

D.9-10 Quarterly report of each project reviewed  10/16; 01/17; 04/17 
D.11 Annual report of each project reviewed 06/17 

 

B.2.d Performance Metrics 
ID Description Quantitative Performance Target Achieved by 
P.1 Thrust Lead is effective in engaging 

with each of the PIs and facilitates 
management of projects for CBTIR 
and is helpful to the PIs in achieving 
project outcomes. 

Mean Score >3 satisfactory 
performance across all PIs based on 
an annual anonymous survey 
conducted by the CBTIR executive 
director. 

07/17 

 

Questions for Performance Metric P.1 (5 point Likert scale) 

1. The Thrust Lead assigned to my project has rendered help when I needed it. 
Strongly Disagree Disagree      Neither Agree nor Disagree  Agree Strongly Agree 

 
2. The Thrust Lead assigned to my project provided constructive feedback for my project. 

Strongly Disagree Disagree      Neither Agree nor Disagree  Agree Strongly Agree 
 

3. The Thrust Lead assigned to my project established good rapport with me. 
Strongly Disagree Disagree      Neither Agree nor Disagree  Agree Strongly Agree 

 
4. The Thrust Lead assigned to my project treated me fairly. 

Strongly Disagree Disagree      Neither Agree nor Disagree  Agree Strongly Agree 

 
5. The Thrust Lead played a key role as an evaluator and helper for the success of my project 

Extremely True Very True Somewhat True  Not so True Not at all True 
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B.3 MEDIA AND COMMUNICATIONS 
The CBTIR strategic communication plan is designed to target three major audiences with 
different objectives, strategies, tactics, and evaluation methods: engaging with key stakeholders; 
marketing the Center’s research and education activities, capabilities, and outputs to stakeholders 
and the public; and recruiting students to the Center’s Research and Professional and Workforce 
Development program.  

Strategic stakeholders are directly involved with the Center and can be grouped under several 
categories, internal (academic partners, industry partners, transition partners, and community 
partners) and external (e.g., COE network, HSE stakeholders). They will typically influence or be 
influenced by the research and activities of the Center, and thus will be more active in 
communication. The specific CBTIR objectives are to engage and to form relationships. 
Engaging with key stakeholders ensures that they can benefit from the Center’s research and 
education activities, capabilities, and outputs that are tailored to their needs. Key strategies 
involve face-to-face interaction and two-way communication with these stakeholders via various 
communication platforms. The purpose is to not only keep the stakeholders informed, but also 
actively engaged and committed to a long-term relationship with the Center.  

Another major component aims to recruit and train current and future workforce participants in 
areas related to the CBTIR mission. CBTIR will use a mixture of interpersonal and mediated 
communication to educate these audiences, especially those from diverse backgrounds, about 
research and professional and workforce development programs in the center and to motivate 
them to pursue education, research, and career opportunities in HSE fields.  

The last component aims to provide awareness among the general population about the value 
that CBTIR brings to HSE. Because this audience is broad and may not necessarily see a need 
for this, the specific objective is to increase awareness. The general strategies for this audience 
are to inform utilizing mediated communication and to develop media relations.  

B.3.a Tasks 
ID Description Completed by 
T.1-12 Attend monthly communication working group calls 07/16; 08/16; 09/16; 10/16; 

11/16; 12/16; 01/17; 02/17; 
03/17; 04/17; 05/17; 06/17 

T.13-16 Create and distribute Center newsletter 07/16; 10/16; 01/17; 04/17  
T.17-21 Create SOPs for event planning; RFP distribution; media 

strategies; social media strategies; stakeholder engagement 
07/16; 09/16; 09/16; 09/16; 
11/16 

T.22 Create branding materials: logo, name 07/16 
T.23 Create stakeholder database/mailing lists  07/16 
T.24-26 Evaluation of communication channel effectiveness 

(stakeholder database; expert database)  
07/16; 09/16; 06/17 

T.27-31 Evaluation of four issues of newsletter; publicity materials 
for projects;  

07/16, 10/16, 01/17, 04/17; 
05/17;  

T.32-43 Evaluation of events (symposium series; speaker series; 
three stakeholder engagement events; project 
presentations)  

08/16, 10/16, 12/16, 02/17, 
04/17, 06/17;  
11/16, 06/17;  
01/17, 03/17, 06/17;  
as applicable; 06/17 

T.44 Create and update publicity materials for projects funded 
in Y1 

08/16 
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T.45-50 Promote Homeland Security Symposium series via website 
and social media  

08/16; 10/16; 12/16; 02/17; 
04/17; 06/17 

T.51 Create Expert database to proactively pitch the media and 
respond to media inquiries  

09/16 

T.52 Establish presence on additional social media platforms  09/16 
T.53 Plan and promote Center Ribbon Cutting ceremony  10/16 
T.54 Distribute and promote call for White Papers 12/16 
T.55 Create and update publicity materials for new projects 

funded in Y2 
05/17 

T.56 Evaluation of performance on website and social media Ongoing; 06/17 
T.57 Maintain stakeholder database/mailing lists  Ongoing; 06/17 
T.58 Maintain the website: update with new events, research 

activities,   
Ongoing; 06/17  

T.59 Update Center fact sheet Ongoing; 06/17 
T.60 Update HSUP website (CBTIR section) Ongoing; 06/17 
T.61 Maintain social media  Ongoing; 06/17 
T.62 Produce and pitch news media as newsworthy events occur 

and update repository 
As applicable; 06/17  

T.63 Create Resource database with publications, conference 
proceedings, white papers, videos, etc.  

As applicable; 06/17 

 

 

B.3.b Milestones 
ID Description Achieved by 
M.1 CBTIR branding completed (logo, name, Ribbon Cutting 

ceremony) 
10/16 

M.2 Mediated Communication Channels for Stakeholder 
Engagement established and utilized (website, newsletter, 
social media) 

04/17 
 

M.3 Communication infrastructure and databases established 
(projects, stakeholder lists and segments, experts, 
resources) 

06/17  

M.4 Face-to-face communication channels for stakeholder 
engagement established and utilized (advisory board 
meeting) 

06/17  

M.5 Communication content created and utilized for project 
and events publicity  

06/17 

 

B.3.c Deliverables (Outputs) 
ID Description Completed by 
D.1-4 Four issues of center newsletter 07/16; 11/16; 03/17; 07/17  
D.5 Stakeholder database/mailing lists  07/16 
D.6 Media kits for projects funded in Y1 08/16 
D.7-12 Six features stories of Homeland Security Symposium  08/16; 10/16; 12/16; 02/17; 

04/17; 06/17 
D.13 Expert database to proactively pitch the media and 

respond to media inquiries  
09/16 
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D.14 One meeting with External Advisory Board  09/16 
D.15 LinkedIn account  09/16 
D.16 Feature story on Center Ribbon Cutting ceremony  11/16 
D.17 Resource database with publications, conference 

proceedings, white papers, videos, etc.  
01/17 with ongoing updates 
later 

D.18 Media kits for new projects funded in Y2 05/17 
 

B.3.d Performance Metrics 
ID Description Quantitative Performance Target Achieved by  
P.1-4 Four issues of center 

newsletter 
Newsletter reach as reflected in click rate and 
open rate, both to be above industry average (20% 
and 6%, respectively)  

07/16; 11/16; 
03/17; 07/17  

P.5 Stakeholder 
database/mailing lists  

Appropriateness and reach to stakeholders as 
reflected in click rate and open rate, both to be 
above industry average (20% and 6% 
respectively)  

07/16 

P.6-11 Six features stories of 
Homeland Security 
Symposium 

Website traffic assessed by Google Analytics, to 
be equivalent to that of recently-established peer 
COEs 

08/16; 10/16; 
12/16; 02/17; 
04/17; 06/17 

P.12 LinkedIn account  Followers reach 50 09/16 
P.13-
14 

Expert database to 
proactively pitch the 
media and respond to 
media inquiries  

50 experts in various fields willing to be placed on 
the database; 
 
Media interviews with at least three experts 

09/16 for the 
first 
assessment 
(outputs);  
 
06/17 for the 
second 
assessment 
(outcome) 

P.15 Publicity materials 
for projects  

Page view stats equal to those of recently-
established peer COEs  

05/17 

P. 16 Ongoing task: 
Website  

Assessing website traffic to the projects through 
number of unique visits and average number of 
page visits: 100 unique visitors, accessing more 
than two pages per visit 

06/17 

P. 17 Ongoing task: Social 
media  

Number of social media members engaged with 
the Center (such as number of followers, retweets, 
likes) to reach an equivalent to that of recently-
established peer COEs 

06/17 

P. 18 Ongoing task: Project 
presentations  

Five events scheduled  06/17 

 
 
B.4 TRANSITION (TECHNOLOGY AND POLICY) 
A clear understanding of the essential role played by external stakeholders in driving the 
evolution, transition, and deployment of research-related innovations in the field has been 
embodied in the creation of an innovation ecosystem at the University of Houston (UH), firmly 
anchored in the local and national ecosystems, which draws on the technical and entrepreneurial 
experiences of a wide range of external mentors. These external mentors, consisting of 



14 
 

innovators, entrepreneurs, and end-users whose experience is aligned with a particular 
innovation/technology, are an integral part of the process utilized by UH to transition innovations. 

The internal innovation ecosystem at UH strategically integrates five major domains:  

(i) Federally funded basic research;  

(ii) Public-private partnerships involving sponsored research projects, joint investments in 
technology development, or manufacturing partnerships;  

(iii) IP protection and technology transfer support;  

(iv) Support infrastructure that includes the Energy Research Park (ERP) location at UH, 
internal funding for technology development, and mentorship; and  

(v) Tools for enabling entrepreneurs and innovators, including entrepreneurial education, 
programming, opportunities for innovators across disciplines to interact, and recognition 
and celebration of shared successes.  

The ultimate and explicit goal is to enhance the transition of innovations created by fundamental 
and applied research to the end-user and the marketplace. The Center will also create general 
and technology specific criteria for CBTIR research investigators and entrepreneurial teams to 
guide the development and transition of technologies.  

Objective: Create transition roadmaps for Center projects 
 
B.4.a Tasks 

ID Description Completed by 
T.1-11 Attend monthly calls of the Research and Technology Transition 

Working Group 
08/16; 09/16; 10/16; 
11/16; 12/16; 01/17; 
02/17; 03/17; 04/17; 
05/17; 06/17 

T.12-22 Write a summary report based on the monthly RTT discussion for 
presentation to the CBTIR Board and disseminate key findings to 
project PIs, as appropriate 

08/16; 09/16; 10/16; 
11/16; 12/16; 01/17; 
02/17; 03/17; 04/17; 
05/17; 06/17 

T.23 Monitor and track the transition of each project’s outputs as 
specified in the Agreements 

06/17 

 

 

B.4.b Milestones 
ID Description Achieved by 
M.1 Delivered a transition progress presentation for each project, and 

present to CBTIR Board and others, as appropriate 
06/17 

 

B.4.c Deliverables (Outputs)  
ID Description Completed by 
D.1 A transition progress presentation for each project, as appropriate 06/17 

 

B.4.d Performance Metrics 
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ID Description Quantitative Performance Target Achieved by 
P.1 Lead is effective in engaging with 

each of the PIs. 
Mean score > 3 satisfactory performance 
across all Performer PIs based on an 
annual anonymous survey conducted by 
the CBTIR executive director. 

07/17 

 
Questions for Performance Metric P.1 (5 point Likert scale) 

1. The Transition and Strategic Partnerships Lead understands my project transition needs. 
Strongly Disagree Disagree      Neither Agree nor Disagree  Agree  Strongly Agree 

 
2. The guidance provided by the Transition and Strategic Partnerships Lead improved my 

understanding of transition readiness. 
Strongly Disagree Disagree      Neither Agree nor Disagree  Agree  Strongly Agree 

 

 

 

B.5 LIST OF CBTIR PARTNERS 
The CBTIR partners are listed below. Minority Serving Institutions (MSI) are noted with an 
asterisk. 

 

 

 

 

 

  

Middlebury Institute of International Studies, CA 
Rutgers University, NJ  * 
Texas A&M International University, TX * 
Texas A&M Transportation Institute, TX 
University of Arizona, AZ * 
University of Houston, TX * 
University of Minnesota, MN 
University of North Carolina - Charlotte, NC 
University of Texas, El Paso, TX * 
Voir Dire International, LLC, TX 
West Virginia University, WV 
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C. CBTIR PROJECTS 
 
Thrust 1: Transnational Flows of People 

Theme P.1: Monitoring  

 Image and Video Person Identification in an Operational Environment: Phase I  
 Unconstrained Face Recognition using Cell Phone Devices: Faces in the Wild 
 A Systematic Process for Vulnerability Assessment of Biometric Systems at Borders 
 Immigration Workshop 
 Empirical Survey of Recidivism and Intentions for Apprehended Unauthorized 

Immigrants 

Theme P.2: Facilitation  

 Developing a Concept of Operations for an Innovative System for Measuring Wait 
Times at Land Ports of Entry  

 Modeling Methodology and Simulation of Port-of-Entry Systems  

Theme P.3: Organized Crime  

 Uncovering Human Smuggling Patterns from Guatemala to the U.S.  

Thrust 2: Transnational Flows of Goods 

Theme G.1: Ports of the Future  

 GPS/GNSS and Communication Authentication Standards for RECONS  
 Participatory Operational Assessment (POA): Evaluating and predicting the 

operational effectiveness of Cargo Security Processes at Ports of Entry  

Theme G.2: Trade Compliance  

 Leveraging U.S. Export Control Reform: New Challenges and Opportunities for U.S. 
Government Efforts to Counter WMD Proliferation through Enforcement of Export 
Controls  

Thrust 3: HSE Education  

Theme E.1: Project-Based STEM Learning  

 Security Technologies Kitchen (STK)  

Thrust 4: HSE Workforce Development 

Theme W.1: HSE Symposia  

 Homeland Security Symposium Series  

Externally Funded Projects 

 There are no externally funded projects.  
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Project P.1.1: Image and Video Person Identification in an Operational 
Environment: Phase I 

Project Leads 

 Ioannis A. Kakadiaris, University of Houston 

 Shishir K. Shah, University of Houston 

Introduction 

Effectively screening and identifying individuals against both known and unknown perpetrators is 
encumbered by the unconstrained pose, arbitrary illumination conditions, and resolution 
mismatches present in the image and video data compared. This problem is compounded when 
the image or video of an individual is acquired at a distance using trail cameras, which is often 
the case at US borders. To address these challenges, our approach will develop new methods 
and integrate existing solutions as needed to improve overall operational and performance 
capabilities. Our goal is to develop accurate, robust and efficient 3D-aided face recognition 
algorithms from image and/or video for identification in adverse outdoor conditions. To achieve 
our goal, the specific objectives are to:  

1. curate and annotate data for forming a gallery of mugshots and probes with non-frontal 

poses ( ), varying resolution (inter-pupillary distance (IPD) of 250-300 pixels), and 
uneven indoor and outdoor illumination;  

2. develop comprehensive understanding of the effect of pose in the presence of varying 
resolutions for the task of matching a non-frontal image to a mugshot image; 

3. develop comprehensive understanding of the effect of illumination in the presence of 
varying resolutions for the task of matching a frontal image with uneven illumination to 
a mugshot image and matching a frontal image with outdoor illumination to a mugshot 
image; and 

4. develop and benchmark a prototype system for facial matching under these adverse 
conditions. 

Benefits to DHS 

This effort will support the goals of DHS to develop biometric solutions for operational 
environments.  

Project 

Background & Motivation: Biometric technologies have gained popularity in enabling a variety of 
applications that require identity management. In 2000, the USS Cole was attacked by suicide 
bombers sailing on a small boat full of explosives during a routine refueling at Port Aden. The 
USS Cole’s officers on duty were unaware that the seemingly innocent crew of the approaching 
vessel would engage in a terrorist act. But what if cameras on board the USS Cole had been able 
to acquire pictures of those on board the smaller vessel and use face recognition to identify any 
terrorist suspects among them before the smaller vessel could get dangerously close to the Cole? 
The Cole’s crew would have had some kind of warning. On a daily basis numerous small vessels 
are boarded by Border protection or Coast Guard officers who inspect them for contraband or 
narcotics. Similar is the challenge for CBPO at our national borders that are faced in identifying 
potential perpetrators trying to cross our borders. 

Challenges: The above is indicative of how face recognition can be useful in operational 
environments, but it also underscores the computational challenges that need to be addressed: 
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non-uniform illumination, partial occlusions and pose variations, both under poor resolution due 
to distant imaging, are some of the main factors determining the difficulty of the problem. 

Goals/Objectives: Our goal is to comprehensively understand the above challenges and develop 
effective facial matching solutions under availability of 2D images (from trail cameras). We believe 
that by using a generic 3D model of the face and by addressing variations related to pose, 
illumination, and resolution, it is possible to improve face matching and rigorously test the 
improved technology for operational environments of interest to CBP and ICE. 

Methodology  

The proposed framework for 3D-aided 2D face recognition will assign a similarity score for one-
to-one comparisons between 2D images (3D-aided 2D).  

We will adopt a 2D domain approach by constructing an appearance-based facial signature 
through model-based registration and alignment of two image data. The main principle of the 
proposed system is the registration of 2D image data using a 3D shape model. The 3D model is 
chosen based on a fitness criterion that accounts for the input 2D image. Building on our previous 
personalized model-selection scheme, a selected 3D shape model will be used to map image 
values to 3D surface points and vice-versa. The generic 3D shape models will be developed 
based on data that will encompass both pose and illumination variations under varying 
resolutions. Using an implicit coordinate-system alignment, imposed by the surface 
representation of the 3D model (avoiding the explicit need for face alignment), and an explicit 3D-
2D projection, we aim to achieve three types of data registration: local feature alignment, pose 
normalization and illumination normalization. In additional, any given image will be associated 
with a gallery-independent, 3D-aided signature, thus facilitating pairwise similarity values for a 
11, accept/reject-type, verification decision or 1 N  identification ranking. 

The fitting process will be based on the 3D deformable Annotated Face Model (AFM) that we 
have developed for 3D-3D face recognition. In effect, the AFM is fitted to input 3D data. Geometry 
images (i.e., regularly-sampled, three-channel, 2D images) are generated using the model 
surface parameterization, encoding the shape components (3D coordinates) of each vertex 

v  [X ,Y ,Z]T  3. These can be further enhanced to include additional channels, such as 
shape, texture, visibility, discriminability, annotation etc. For facial signature extraction in this 
work, only appearance (texture) and visibility channels will be employed. In addition, an indicator 
function of 3D points that are non-visible to the 2D sensor, a visibility map, is computed. Note that 
for this proposal, all model fitting is part of the pre-processing step, of pool model construction 
from external, reference training data. Both gallery (enrollment) and probe (recognition) 
processing follow in essence the same steps for signature extraction. 

In the verification or identification stage, the input to the recognition system is a 2D image. Nine 
fiducial landmarks (four inner and outer eye corners, nose tip and nose inner corners, mouth 
corners), corresponding to the nine 3D landmarks stored for each gallery dataset, will be localized 
on the resulting image. Manual, supervised, landmark labeling will be performed on both 2D and 
3D data. Automatic approaches will also be evaluated for detecting 2D image and 3D mesh 
landmarks. Using the 3D-2D landmark correspondences between image and 3D shape model, 
estimates of the facial pose and camera parameters will be acquired using a full perspective 
projection model. The projection parameters will be used to define the mapping between point 
model and image points and assign texture values to the geometry image from the closest image 
texels. Specifically, after generic 3D model selection, the probe image texture will be mapped 
onto the retrieved or learned model, along with a visibility map (accounting for partial views and 
pose variations), under the estimated projection transformation. Illumination normalization will be 



19 
 

applied on the lifted probe texture in order to neutralize light variations and equalize probe and 
gallery light conditions. Finally, a global correlation-based similarity metric will be extracted from 
local gradient orientations of the pose- and light-normalized textures. 

Leverage 

To understand the effect of pose and illumination variations and to develop efficient face 
recognition algorithms, we will use low-resolution images from surveillance cameras and high-
resolution, multi-view, multi-pose data with known 3D models using our 21-pod 3D/2D data 
acquisition system. For the proposed effort, we plan to use the following datasets: 

UH’s 3D-2D Facial Data Acquisition System: The University of Houston’s data acquisition 
system is a 21-pod 3D system, consisting of 21 3dMD 3D stereo and structured light cameras 
and 21 high-resolution color DSLR cameras, arranged in radial spatial configuration: seven towers 
spanning 180 degrees in space, with 3 mounting camera locations in each tower, resulting in 21 
camera viewpoints in total. The system is equipped with both ambient and directional lights (5 
directions) resulting in 6 lighting conditions in total. 

UHDB31: University of Houston's 21-pod 3D-2D Facial Database: The University of Houston's 
UHDB31 is a multi-view, multi-pose, multi-light database of 2D (image) and 3D (surface) facial 
data. The database is designed to include different data acquisition conditions and provide the 
means to conduct Face Analysis and Face Recognition experiments with variability across 
modalities, poses and lighting variations. The multi-modal data acquisition framework 
(simultaneous 2D and 3D facial data) is specifically aimed at facilitating the specification of 
different, symmetric or asymmetric, experimental configurations (2D-2D, 3D-3D, 2D-3D, 3D-2D) 
with pose (absolute or viewpoint) variability for the same set of subjects. This allows for the 
development and evaluation of different systems that can be effectively compared under the same 
set of database subjects, but across different conditions and data modalities. Overall, UHDB31 
will provide the means for realistic 3D-3D experiments with partial scans, challenging 2D-2D 
experiments with high-resolution data and reference 3D models, and purely asymmetric 3D-2D 
experiments. 

SCFace: Surveillance Cameras Face (SCface) is a publicly available database of static images 
of human faces. This database contains 4,160 static images from 130 subjects. The images were 
acquired in an uncontrolled indoor environment using five surveillance cameras of various 
qualities and ranges. For each of these cameras, one image from each subject at three distances, 
4.2 m, 2.6 m, and 1.0m were acquired. Another set of images were acquired by a mug shot 
camera. Nine images per subject provide nine discrete images ranging from left to right profile in 
equal steps of 22.5°, including a frontal mug-shot image at 0°. The database contains images in 
visible and infrared spectrum. Images from different quality cameras mimic real-world conditions. 
The high-resolution images will be used as a gallery, while the images captured by a camera with 
visible light spectrum from a 4.2m distance will be used as a probe.  

 

Performance Metrics 

The specific tasks entailed in achieving our project objectives will include curating and annotating 
of data and development of algorithms for facial matching that address challenges related to pose 
and illumination variations in the presence of poor image resolutions. As such, our performance 
metrics will include evaluation of algorithms as well as the integrated facial matching system. The 
developed system will be evaluated in its ability to perform successful identification. We will use 
existing and publicly available databases for development and evaluations. The evaluation 



20 
 

metrics will include: (i) assess the true/false positives/negatives generated by the system; (ii) 
comparison of performance and robustness in terms of detailed sensitivity and specificity analysis; 
(iii) identify variations to acquisition conditions that the system is most sensitive to; and (iv) 
measures of time required to process subjects. In addition, we will also report on developed 
understanding of the impact of pose and illumination on face recognition accuracy. 
 

ID Description Quantitative 
Performance Target 

Achieved 
by 
(MMYY) 

P.1 Pose estimation accuracy for pose within , 
resolution equivalent to inter-pupillary distance of 
250-300 pixels, and no illumination variation 

Within  for >80% 
of test images 

12/16 

P.2 Pose estimation accuracy for pose within , 
resolution equivalent to inter-pupillary distance of 
250-300 pixels, and non-uniform illumination 

Within  for >80% 
of test images 

12/16 

P.3 Rank-1 identification rate for pose variations within 

, resolution equivalent to inter-pupillary 
distance of 250-300 pixels, and no illumination 
variation 

At least 5% 
improvement over 
baseline 

06/17 

P.4 Rank-5 identification rate for pose variations within 

, resolution equivalent to inter-pupillary 
distance of 250-300 pixels, and no illumination 
variation 

At least 5% 
improvement over 
baseline 

06/17 

P.5 Rank-1 Identification rate for pose variations within 

, resolution equivalent to inter-pupillary 
distance of 250-300 pixels, and non-uniform 
illumination  

At least 5% 
improvement over 
baseline 

06/17 

P.6 Rank-5 Identification rate for pose variations within 

, resolution equivalent to inter-pupillary 
distance of 250-300 pixels, and non-uniform 
illumination  

At least 5% 
improvement over 
baseline 

06/17 

 
ID Baseline Performance on 

11/15 
How is baseline established? 

P.1 Unknown We will use the UHDB31 dataset, which contains 2D images of 
individuals with ground-truth pose information. We will assess 
performance of current pose estimation algorithm (STASM) to 
establish baseline accuracy.  

P.2 Unknown We will use the UHDB31 dataset, which contains 2D images of 
individuals with ground-truth pose information. We will assess 
performance of current pose estimation algorithm (STASM) to 
establish baseline accuracy. 

P.3 Unknown We will establish baseline performance by using the commercial 
2D face recognition PittPatt SDK. Baseline will be established 
using images from UHDB31 and SCFace datasets for which 
faces are detected using a standard face detector such as Viola-
Jones, and pose and image resolution is established within 

expected performance range ( and inter-pupillary distance 
of 250-300 pixels). 
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P.4 Unknown We will establish baseline performance by using the commercial 
2D face recognition PittPatt SDK. Baseline will be established 
using images from UHDB31 and SCFace datasets for which 
faces are detected using a standard face detector such as Viola-
Jones, and pose and image resolution is established within 

expected performance range ( and inter-pupillary distance 
of 250-300 pixels). 

P.5 Unknown We will establish baseline performance by using the commercial 
2D face recognition PittPatt SDK. Baseline will be established 
using images from UHDB31 and SCFace datasets for which 
faces are detected using a standard face detector such as Viola-
Jones, and pose and image resolution is established within 

expected performance range ( and inter-pupillary distance 
of 250-300 pixels). 

P.6 Unknown  We will establish baseline performance by using the commercial 
2D face recognition PittPatt SDK. Baseline will be established 
using images from UHDB31 and SCFace datasets for which 
faces are detected using a standard face detector such as Viola-
Jones, and pose and image resolution is established within 

expected performance range ( and inter-pupillary distance 
of 250-300 pixels). 

 
ID How will final performance be assessed? 
P.1 We will measure the estimated pose for images from the UHDB31 dataset, which contains 

ground-truth pose information for all data. Images with no illumination variation and with 
acceptable pose range and inter-pupillary distance will be selected to form the testing dataset. 
Angular error will be computed across the test set and pose estimate for each image within 
acceptable range will be considered a success.  

P.2 We will measure the estimated pose for images from the UHDB31 dataset, which contains 
ground-truth pose information for all data. Images with non-uniform illumination variation and 
with acceptable pose range and inter-pupillary distance will be selected to form the testing dataset. 
Angular error will be computed across the test set and pose estimate for each image within 
acceptable range will be considered a success. 

P.3 We will perform face identification experiments using developed face matching algorithms on 
cohorts from UHDB31 and SCFace datasets. CMC curves will be generated and rank-1 
recognition rate will be compared against that established as baseline to measure improvement.  

P.4 We will perform face identification experiments using developed face matching algorithms on 
cohorts from UHDB31 and SCFace datasets. CMC curves will be generated and rank-5 
recognition rate will be compared against that established as baseline to measure improvement.  

P.5 We will perform face identification experiments using developed face matching algorithms on 
cohorts from UHDB31 and SCFace datasets. CMC curves will be generated and rank-1 
recognition rate will be compared against that established as baseline to measure improvement.  

P.6 We will perform face identification experiments using developed face matching algorithms on 
cohorts from UHDB31 and SCFace datasets. CMC curves will be generated and rank-5 
recognition rate will be compared against that established as baseline to measure improvement.  

Transition Plans 

Findings in the form of performance evaluations and summary reports will be provided to all 
stakeholders. In addition, we will develop a software manual for the prototype software that will 
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serve as a guide on the use of the software and will detail the specification, requirements, and 
any dependencies of software and hardware. 

Stakeholder Engagement 

Throughout the project, in collaboration with U.S. Customs and Border Protection (CBP) and other 
identified partners, we will work towards identifying user groups that can benefit from the proposed 
system. We will make the alpha and beta versions of the system available to interested user 
groups and collaborating agencies for testing. Generated reports will be disseminated to collect 
feedback and gain more insights into operational challenges. 

The development of a system for accurate, robust, and efficient face recognition algorithms from 
image and/or video in adverse outdoor conditions will support the mission of multiple agencies 
including U.S. Customs and Border Protection (CBP), Transportation Security Administration 
(TSA), and Immigration and Customs Enforcement (ICE).  

Programmatic Risks  

Developing a comprehensive understanding of the impact of pose and illumination variations is 
dependent on the extent of such variations exhibited in images/datasets used. This also translates 
to the reliability of developed algorithms intended to be robust to these variations. As a result, it 
is possible that datasets we have planned to use are not sufficient to achieve the expected 
performance capabilities.  

If this is the case, we have the capability and needed resources to collect additional data. The 
UH’s 3D-2D Facial Data Acquisition System will be used to collect additional data. Students will 
be recruited as needed to augment the datasets. 

 
Project Outputs 

Project Outputs – Year 1 

ID Description Delivery Date (MMYY) 
D.1 Curated and annotated dataset 04/16 
D.2 Progress report and methods for pose estimation for images 

with pose , IPD of 250-300 pixels, and no illumination 
variation 

06/16 

 
Project Outputs – Year 2 

ID Description Delivery Date (MMYY) 
D.3 Progress report and methods for pose estimation for images 

with pose , IPD of 250-300 pixels, and non-uniform 
illumination 

12/16 

D.4 Prototype code for facial matching (identification) for probe 

image with pose , IPD of 250-300 pixels, and no 
illumination variation 

06/17 

D.5 Prototype code for facial matching (identification) for probe 

image with pose , IPD of 250-300 pixels, and non-
uniform illumination variation 

06/17 

D.6 Annual Report detailing the developed methods and results 
of performance evaluation and testing 

06/17 
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Project Tasks 

Specific Tasks-Year 1 

ID Description Completion Date (MMYY) 
T.1 Meeting with project champion 02/16 
T.2 Data curation and annotation 04/16 
T.3 Develop method for pose estimation for images with face 

pose , IPD of 250-300 pixels, and no illumination 
variation 

06/16 

T.4 Meeting with project champion 06/16 
 
Specific Tasks-Year 2 

ID Description Completion Date (MMYY) 
T.5 Develop method for pose estimation for images with face 

pose , IPD of 250-300 pixels, and non-uniform 
illumination variation 

12/16 

T.6 Perform evaluations for pose estimation 12/16 
T.7 Meeting with project champion 12/16 
T.8 Develop method for 3D model-based texture lifting 02/17 
T.9 Develop method for illumination normalization 04/17 
T.10 Integrate methods to develop face matching system 05/17 
T.11 Perform experiments, analysis, and write annual report 06/17 
T.12 Meeting with project champion 06/17 

 
Project Milestones 

Project Milestones-Year 1  

ID Description Completion Date (MMYY) 
M.1 Complete creation of curated and annotated dataset 04/16 
M.2 Method developed for pose estimation from images 06/16 

 
Project Milestones-Year 2  

ID Description Completion Date (MMYY) 
M.3 Method developed for 3D-based texture lifting 02/17 
M.4 Method developed for illumination normalization 04/17 
M.5 Method integrated to develop a prototype face matching 

software system 
06/17 

 
 
 
 
Student Involvement 

Undergraduate Students: N/A 

Graduate Students 

Total number: 2 



24 
 

The first student will assist the PI in tasks T.3,5-6,8,10  in partial fulfilment of the requirements 
for the student’s Ph.D. degree. 

The second student will assist the PI in tasks T.9-11 in partial fulfilment of the requirements for 
the student’s Ph.D. degree. 
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Project P.1.2: Unconstrained Face Recognition using Cell Phone Devices: Faces 
in the Wild 

Project Lead 

 Thirimachos Bourlai, West Virginia University 

Project Sub 

 Dimitris Metaxas, Rutgers University 

A. Introduction 

Standard face recognition (FR) systems compare new facial images or probes with gallery 
pictures to establish identity. They typically perform well using good quality, visible band cameras, 
when lighting is good, and subjects are cooperative and close to the camera. However, many law 
enforcement applications deal with mixed FR scenarios that involve matching probe face images, 
captured by different portable devices (cell phones, tablets, etc.), at variable distances and light 
conditions, against good quality face images (e.g., mug shots) acquired using high definition 
camera sensors (e.g., DSLR cameras). Although most portable devices operate in the visible 
band, the problem of cross-scenario matching, e.g., matching face images captured by different 
camera sensors and devices and at different conditions (indoor, outdoors, variable distances and 
illumination conditions) is still an open area for research. This is also known as the heterogeneous 
FR problem and a potential solution will enable interoperability by adding a device-independent 
matching component.  

While there are baseline studies reported in the literature, where face images captured from 
different devices are matched against good quality, visible-band, face images [1-5], to our 
knowledge there is no study reported where the face datasets used are more operational (in the 
wild), i.e. they are composed of multi-pose face images that are simultaneously collected by 
variable portable devices, with the capability (sensors) to acquire useful face image, captured at 
short to mid-ranges (1-10 meters), at day time as well as at low light conditions.  

In this work, we will develop a mobile-biometric tool that uses a set of FR techniques to efficiently 
deal with such unconstrained multi-scenario face datasets. The tool will provide to on-scene 
operators (e.g., first responders etc.) with the capability to obtain accurate, near real-time, (watch-
list) identifications. 

B. Benefits to:  

 DHS: The grand challenge that this project will be working towards addressing in the 
context of Borders, Trade and Immigration and the Themes/Topics/Questions is Border 
Security  Technology  1.b.8: “what screening modalities can be developed that would 
be feasible, effective, and minimally disruptive at ports of entry?”. From this project, DHS 
will gain a cross-scenario face matching software toolkit, i.e. the developed algorithms for 
cross-device, cross-distance and cross-illumination, mobile face recognition. Mobile 
biometrics technology, can be very useful in variable DHS’s operational scenarios, such 
as the development of alternative passenger screening capabilities in order to minimize 
divesture and remove the need to “stop and pose”.  
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 Stakeholders/HSE: Our cross-scenario face matching software toolkit is expected to 
improve the operations of the border patrol agents in dealing with various hazards by 
having the capability to efficiently perform face-based screening at points of entry (by the 
usage of cell phones). It will also help on-scene operators (e.g., first responders etc.) to 
obtain accurate, near real-time, (watch-list) identifications. 

The specific stakeholder will be S&T Borders and Maritime Security Division (BMD).  

C. Project 

Background & Motivation: Face-based recognition technology is popular within the Department 
of Homeland Security for establishing human identity. This technology can be very useful in 
variable operational scenarios, such as the development of alternative passenger screening 
capabilities in order to minimize divesture and remove the need to “stop and pose”. FR has several 
advantages over other biometric traits: it is non-intrusive, understandable, and a facial image can 
be opportunistically captured in a covert (non-intrusive) manner at variable standoff distances. 
Although varying factors, such as illumination, cosmetics, and facial disguise, can hinder FR 
performance, one of the biggest challenges is the ability to recognize a person in variable 
environments. To mitigate such a challenge, FR operation using different cell phone devices has 
become increasingly important. The main research objective of this project is to develop face 
recognition algorithms that can mitigate the challenges of matching unconstrained face images 
(or faces in the wild - captured under variable scenarios and conditions when using different cell 
phone devices) against (i) a watch-list database or (ii) a gallery database of good quality face 
images (normally captured in a controlled environment) of a set of individuals enrolled in that 
database.  

Our project will provide feedback on the effects of the proposed cross-scenario FR techniques on 
system performance, when using the multi-scenario FR datasets that will be collected as part of 
this work. The novel algorithms that will be developed will be compared against state-of-the-art 
face matching algorithms (commercial and/or in-house), and eventually, DHS will gain a cross-
scenario face matching software toolkit, i.e. the developed algorithms for cross-device, cross-
distance and cross-illumination, mobile face recognition and the potential applications based on 
the knowledge.  

Our algorithms are expected to improve the operational capabilities of border patrol agents 
against various hazards by having the capability to efficiently perform face-based screening at 
points of entry (by the usage of cell phones). These algorithms will also be designed to be scalable 
with the number of people in the databases used. 

Challenges: The main challenge of this project is to develop an efficient, multi-factor, cell phone-
based, face matching algorithm that is able to efficiently match unconstrained face images (or 
faces in the wild - captured under variable scenarios and conditions when using different cell 
phone devices) against  

(i) A watch-list database or  
(ii) A gallery database of good quality face images (normally captured in a controlled 

environment) of a set of individuals enrolled in that database.  

The factors that are expected to affect recognition performance are variation in illumination, 
standoff distance, pose, aging, and facial hair. 
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Goals/Objectives: The main goal of this work is the development of an alternative passenger 
screening capability that can efficiently perform face-based screening at points of entry by the 
usage of cell phones.  

The main objectives of this project (focused on Periods 1 and 2 only) are to: 

(1) Collect face images (total 100 subjects), captured by mobile devices, under controlled and 
uncontrolled (in the wild) conditions. 

(2) Apply face image pre-processing routines.  
 Face Detection: The Viola & Jones face detection algorithm will be originally used to 

localize the spatial extent of the face and determine its boundary. 
 Normalization Scheme: After face detection, a normalization scheme will be applied to the 

detected face images. The normalization scheme will compensate for slight perturbations 
in the frontal pose.  
o The geometric normalization step is composed of two main steps: eye detection and 

affine transformation. Eye detection is based on an in-house template matching 
algorithm (a detailed description of the exact routines can be found in [1]). Initially, the 
algorithm creates a global eye from all subjects in the training set and then uses it for 
eye detection based on a cross correlation score between the global and the test 
image. Based on the eye coordinates obtained by eye detection, canonical faces will 
be constructed by applying an affine transformation. These faces will be warped to a 
size of 150×130 pixels.  

o Photometric normalization algorithms traditionally have been employed in order to 
compensate for changes in illumination, such as shadows and varying light conditions. 
The photometric normalization routine that will be first applied to the original (good 
quality) face images is expected to be a combination of homomorphic filtering and 
histogram equalization (a detailed description of the exact routine can be found in [2]). 
Depending on the data collection scenario other photometric normalization 
approaches may be used [3] (e.g. low light face images may need to be pre-processed 
slightly differently than the aforementioned approach). More specifically, we will 
assess the effectiveness of the following techniques on FR performance: contrast-
limited adaptive histogram equalization (CLAHE), tangent-based single-scale retinex 
(TBSSR), log-based single-scale retinex (LBSSR), TBSSR followed by CLAHE (C-
TBSSR), LBSSR followed by CLAHE (C-LBSSR), and the Tan and Triggs 
normalization (TT). Sample images of these photometric normalizations can be seen 
in Fig. 1 (a detailed description of the exact routine can be found in [1] – Section 4.2). 

 

Figure 1: Sample visible band face images with different photometric normalizations: a) Original 
data b) CLAHE, c) LBSSR, d) C-LBSSR e) TBSSR f) C-TBSSR and g) TT (see [3]). 
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(3) Perform of a set of experiments to quantitatively illustrate the difficulty of matching challenging 
face photos against high-resolution images or a watch-list, and, finally, establish a baseline (i.e. 
face recognition performance when using the original data and the commercial and/or in-house 
face matching algorithms).  

Our project (after the end of its completion – Period 2) will provide feedback on the effects of the 
commercial and/or in-house face matching algorithms (in the face matching scenarios – see 
performance metrics table) when using the multi-scenario FR datasets that will be collected as 
part of this work.  

D. Methodology  

The methodology of this project (only for Periods 1 and 2) is composed of four distinctive tasks 
(see also associated performance periods):  

Task 1 (Performance Period 1-2) – Data Collection: 
WVU will assemble a new face database of 100 subjects. It will be used to illustrate the 
challenges associated with the hypothesis. For that purpose we will use several cell phone 
devices (iPhone 5s, Samsung S5, Samsung S4 Zoom with 10X Optical Zoom capability, Nokia 
1020 or their later models if available), different camera settings and conditions including:  

(a) Fixed focus and high quality (1080p): using front and rear cameras, using ambient 
illumination or cell phone white screen illumination (depends on collection conditions)  

(b) Indoors capture with controlled lighting, including low light conditions  
(c) Outdoors capture at different environments (such as sun or overcast – depending on 

the conditions during collection of each subject) and illumination conditions 
(d) Different distances (ranging from 1-10 meters) and poses (ranging from full frontal to 

full profile – in images or videos where subjects are on the move)  

Please see sample recruitment table below that discusses the target enrollment and the 
expected breakdown of participant demographics by age, ethnicity, and gender, as well as a 
cumulative measurement of participation as a function of time. We will also start applying 
basic data pre-processing algorithms (face detection and manual eye detection) on the 
unconstrained multi-scenario face datasets collected. 

Task 2 (Performance Periods 2) – Pre-processing:  
WVU and Rutgers will apply data pre-processing algorithms on the unconstrained multi-
scenario face datasets collected.  
- We will use the in-house face matching, manual and, then, automated eye detection and 

face normalization algorithms that have been successfully used in past WVU biometrics 
related projects.  

- Face pose correction and normalization algorithms from Rutger’s University will be used 
in our pre-processing efforts. Details of the routines that will be used can be found in [4].  

Task 3 (Performance Period 2) – Establishing Baseline FR Performance:  
We will apply existing (commercial and academic) face recognition techniques to establish a 
baseline.  

Task 4 (Performance Periods 1-2) - Administration:  
We also have a non-computational task which involves the Administration of the Project. WVU 
as the lead institution will be responsible for the administration of all technical and non-
technical aspects as well as the prompt transmission to DHS of all deliverables. 
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E. Resources and Test-beds  

This project will develop a cross domain, cross scenario FR system to test face recognition 
performance and biometric system limitations (in terms of pose, illumination and distance 
variation). 
We will use the following face databases for testing and performance evaluation studies 
- WVU’s existing cell phone face database (~90 subjects) 
- The new challenging cell-phone face database (100 subjects - target) that will be collected as 

part of this project. 
- Other face databases that can be used to extend the gallery dataset (e.g. FRGC). 

F. Performance Metrics  

After the completion of the first 2 phases of the project (Phase 0 – 1.5 months and Phase 2 – 12 
months), the performers will complete the tasks discussed in the section above. The purpose of 
this initial stage of the project is not (as was clear in the initial proposal) to deliver a toolkit with a 
face matching solution that significantly improves the state-of-the-art (e.g. what can be achieved 
by using a commercial software). In fact, the purpose is to establish a baseline for each data 
collection scenario (using our unique database that we will collect), as discussed in Task 1 in the 
following section. The questions that we are going to answer are the following: “How well can we 
match close- and long-range face images captured by cell phones against their good quality, 
indoor, visible counterparts?”, and “will certain cell phone features (e.g. sensor size, usage of 
digital or optical zoom) and the manufacturer, play a role in FR identification rates?” . Thus, as 
discussed in objective 3 above, in phase 2 we will use both in-house and commercial matchers 
and compare them (scenario dependent), before we start developing alternative face matching 
solutions (i.e. after phase 2) that are expected to improve the original ones. Here are the 
performance metrics of this project: 

ID Description 
Quantitative Performance 
Target 

Achieved by 
(MM/YY) 

P.1 
Face matching rank-1 recognition rate. 
 Scenario 1: Indoor vs. Indoor (~1m) 

At least 0.5% or any % greater than 
the established baseline accuracy 
(depends on what the estimated 
baseline will be) * 
‐ With high quality face data, the 

rank-1 identification rate, for 100 
subjects, is expected to be 
between 90-100% (depending on 
the COTS matcher used) 

06/17 

P.2 
Face matching rank-1 recognition rate. 
 Scenario 2: Indoor vs. Indoor (~6m) 

At least 5% greater than the 
established baseline accuracy * 

06/17 

* 

 

 
 What is considered to be Baseline Performance? The rank-1 identification rate using 

a commercial matcher (G8 face matcher provided by L1 systems. A newer version of G8 
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or a COTS software from another company may be used, e.g. FaceVacs or Verilook, 
depending on the established license agreements available) 

 Establishing a Baseline Performance: We will establish a baseline performance 
(matching accuracy or rank-1 recognition rate determined by using the G8 or any other 
available (see above bullet point)) for the face datasets that we will collect (see 
descriptions of the scenarios above). We will use in-house academic (Local Binary 
Patterns based etc.) and commercial matchers. We will run these algorithms to determine 
and report the rank-1 recognition rate for each scenario.  

 Face Poses Targeted: We are targeting frontal or near frontal face images, i.e. a +/- 5 
degrees pose constraint for each scenario (as also discussed in the project work-plan) 

 Performance Target: We will improve the baseline performance by any % (on scenario 
1, i.e. the high quality, indoor face data) and 5% for scenario 2.  

 Improvement over the Baseline:  
o At this phase of the project, and within a few months after the data collection task is 

completed, any % improvement over the state of the art is considered to be difficult. 
This is because unconstrained (or heterogeneous) FR is a very difficult problem. There 
are two main challenges: (a) predicting the exact rank-1 recognition rate (estimated 
baseline) on a new dataset, and (b) improving the state of the art (actual baseline after 
running COTS face matchers on the new collected face datasets). Below we provide 
a baseline estimate on different scenarios by either using an existing cell phone face 
dataset that WVU collected in a past CITeR (NSF I/UCRC) project (similar to the face 
datasets we will collect under this new DHS technical project), or other in-house FR 
studies: 

1. Indoor vs. Indoor (~1m) – G8 rank-1 score:  97.5% (on 92 subjects) 
2. Indoor vs. Indoor (~6m) – G8 rank-1 score:  Do not have this result. From 

other in-house studies we expect that the 97.5% rank-1 identification rate is 
expected to drop about 10-20%. This is because the quality of face images at 
6m (vs. at 1m) is degraded.  

 

ID Baseline Performance on 05/16 How is baseline established? 
P.1 Unknown  We will establish a baseline (rank-1 accuracy) by, first, 

using face detector and, then, for the detected faces we 
will use the G8 face matching system by L1 Systems 
(state-of-the-art commercial software) or any other 
available – license dependent – commercial software 
(e.g. FaceVacs, Verilook) 

P.2 Unknown We will establish a baseline (rank-1 accuracy) by, first, 
using face detector and, then, for the detected faces we 
will use the G8 face matching system by L1 Systems 
(state-of-the-art commercial software) or any other 
available – license dependent – commercial software 
(e.g. FaceVacs, Verilook) 

 
ID How will final performance be assessed? 
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P.1  We will run face identification experiments, using in-house and commercial face matching 
algorithms, to quantify identification accuracy and generate CMC curves (rank-1 to rank-10 
scores) 

 We will document our results and both annual and progress reports.  
P.2  We will run face identification experiments, using in-house and commercial face matching 

algorithms, to quantify identification accuracy and generate CMC curves (rank-1 to rank-10 
scores) 

 We will document our results and both annual and progress reports. 

G. Transition Plans 

The recommendation we have is to request the support of either Confirmix LCC or Veepio (we 
will determine the exact company after discussions with the champions and DHS) to help us 
transition this project’s developed technology, since both companies are focusing on developing 
mobile applications. The plan is to initiate monthly discussions with one of these companies (to 
be determined by July 1st 2016) starting November 1st 2016. The discussions will be shared with 
the COE director and DHS.  

 Confirmix, LLC is a new startup company (Spring 2014). The licensed technologies include 
capabilities for image enhancement and restoration, face and eye detection, task detection 
and matching, and, finally, multi-mode / multi-scenario face matching. These technologies 
provide the key components of next-generation identity management solutions that will allow 
reliable user identity confirmation for secure online transactions and other activities, while 
enhancing users’ privacy. The startup company already has a number of employees, including 
WVU students, supporting its efforts that designed and developed novel identity management 
solutions. It also has attracted investors within and outside the state of WV. The company 
recently received $1.25 million dollars by investors to bring the technologies to marketable 
products within a very short period of time. At this point, the company has secured the financial 
support to fund the company’s research and development efforts, including (i) hiring new 
workers (professional researchers, consultants and developers) as well as WVU students and 
(ii) supporting the developments of the first set of product prototypes that are planned to be in 
the market within spring 2016. 

 Veepio (www.veepio.com) is a new startup company (2015). It is focused on developing 
mobile and desktop apps that make objects in original user created videos interactive. Those 
videos can then be shared socially and clicking/touching objects within those videos opens 
layers with additional information and the ability to buy those objects. 

H. Stakeholder Engagement  

Stakeholders:  
S&T Borders and Maritime Security Division (BMD).  
 

Engagement:   
 We will maintain regular engagement (once per month – conference call) 
 Regular communications: we will establish standing meetings, i.e. quarterly, with project 

stakeholders and determine early in the project (year 1) the end users through the 
stakeholder.  
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 We will also communicate roadblocks, and obstacles to PM though the COE director as soon 
as possible.  

 We will ensure “data and report” sharing procedures (if requested by the stakeholder) 
 How the planned work will integrate with stakeholders: We will request feedback on how 

realistic / operational are the data collected during the initial steps of the 1st Session of the 
data collection. This will help us identify issues or receive suggestions on what data we may 
need to be collecting on the 2nd Session. 

We will ensure transparency by building trust though regular communication and follow best 
practices 

I. Programmatic Risks  

Potential risks and mitigation plans may include:  

Process Risks 
(a) The selection and process of different face databases to extend the gallery set of our new 

collected cell-phone face dataset.  
o Our plan for (a) is to investigate which databases are more applicable to our proposed 

project and what is the size of the gallery set that simulates a more realistic operational 
environment (watch-list). We are going to do that in collaboration with the sponsor to reflect 
practical scenarios. 

(b) Delays in the data collection process. Many times it is difficult to guarantee that the subjects 
that come on the 1st Session, will also come on the 2nd Session as well (as expected), e.g. 
after the end of the Spring semester (during summer). 
o Our plan for (b) is to use our existing WVU communication efforts related to data 

collections and mitigate this problem. These efforts will be based on the IRB and will 
include reminder emails and phone calls.  

(c) Achieving the expected baseline for each scenario, i.e. the best solution rank-1 scores (after 
the end of phase 2), as discussed in the “Performance Metrics” section above. The data that 
we are going to collect are unique and we cannot guarantee that the rank scores that will be 
reported will be as high as the ones we provide in the “Performance Metrics” section. Note 
that our estimates are based on an in-house cell phone face dataset of 29 subjects and not 
100 subjects (this project), collected at different sites with different cell phones and using 
different operators.  
o We will perform a lot of experiments, especially those related to face pre-processing so 

that we can make sure we deliver the expected baseline for each scenario. 

(d) Dealing with very noisy (low quality or challenging poses), i.e. data captured by different cell 
phone devices, e.g. face images that are blurred and with a >20 degrees (plus or minus) facial 
pose, increases the risk of obtaining high identification rates (may not be easily achieved) on 
challenging data, as we expect to have at the end of this project (Year 5). 
o Our plan to mitigate (b) risk is to perform sufficient offline pre-processing studies to 

determine the list of pre-processing algorithmic steps that is better for a scenario at hand, 
e.g. based on the head-pose estimation we will apply the right level of pose correction.  

Technical Risks - such as toolkit (GUI MATLAB prototype) malfunction and software bugs. Our 
plan is to have the toolkit tested regularly. One day of the week will be dedicated to debugging.  
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Communication Risks – such as deliverable delays. Our following communication plan will 
minimize this risk. 

Communication Plan: WVU will assemble and provide (if requested) high-level Monthly Status 
Reports (MSRs) that outline the work completed for the month, progress to date on 
deliverables, and any issues identified. The research team will also complete detailed semi-
annual reports that describe the work completed, issues identified, and the methodology used 
to address each issue. A final project report including a comprehensive overview of the project 
design, data and methods will be provided at the end of the performance period. The 
communication plan (see table below) encompasses not only reporting requirements, but also 
additional methods to maintain continuous and responsive project communication between the 
collaborators and the program manager. 

Communication 
Item 

Audience Communication 
Media 

Frequency 

Status Reports Stakeholder (if requested) Written Report Monthly (if requested)
Status Reports Program Officer Written Report Semi-Annual 
Final Project Report Program Officer Written Report End of performance 

period 
Project Meetings Research Team at WVU,  

Rutgers 
Teleconference Bi-Weekly 

Project Meetings Research Team at WVU,  
Rutgers 

Face-to-face 
Meeting  

Semi- annual 

J. Recruiting Plans 

Not applicable 

 

K. Sample Recruitment Table (if applicable) 

A gallery size of 100 individuals (target enrollment) will be collected using variable portable 
devices that can acquire short to mid-range variable pose face images, at day time or low light 
conditions. The plan is to collect 50 subjects at WVU (Phase 1) and 50 at WVU (Phase 2) on 2 
separate sessions. WVU already has a set of cell phone devices that will used for the collection. 

What follows is the expected breakdown of participant demographics by age, ethnicity, and 
gender, as well as a cumulative measurement of participation as a function of time. The estimated 
breakdown is based on past data collection activities performed at WVU on similar biometrics 
related project. 

 
OVERVIEW – Data Collection Expected Breakdown of Participants and Collection Plan 
Expected Breakdown of Participants by Age Group (%) 
18-19 years 
old 

20-29 years 
old 

30-39 years 
old 

40-49 years 
old 

50-59 years 
old 

60-69 years 
old 

10% 65% 12% 7% 3% 3% 
Expected Breakdown of Participants by Ethnicity Group (%) 
Caucasian Asian Asian 

Indian 
African 
American 

African Middle 
Eastern 
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50% 17% 17% 2% 9% 5% 
Expected Data Collection Plan (with Number of Participants per Week) 
WVU  WVU 
Session 1 (50 subjects) Session 1 (50 subjects) 
Weeks 1-2 Weeks 3-4 Weeks 5-6 Weeks 7-8 Weeks 9-10 Weeks 11-

12 
16 17 17 16 17 17 
Session 2 (50 subjects) Session 2 (50 subjects) 
Weeks 12-4 Weeks 15-

16 
Weeks 17-
18 

Weeks 19-
20 

Weeks 21-
22 

Weeks 23-
24 

16 17 17 16 17 17 

L. Expected Trainees/Year 

- Period 1: One student will be involved in the first period of this project, i.e. one (full time) 
from WVU – see details in budget justification. 

- Period 2: Two students will be involved in the second period of this project, i.e. one (full 
time) from WVU and one (part time) from Rutgers – see details in budget justification. 

M. Dissemination Plan  

Potential Conference Presentations 
- IEEE International Conference on Biometrics: Theory, Applications and Systems (BTAS) 

(premium biometrics academic conference) 
- IEEE Symposium on Technologies for Homeland Security (Academic) 
- Biometrics Institute (International Biometrics Conference for Government, Academia and 

Industry) 
- IDGA – National Biometrics Conference for Government, Academia and Industry 

Targeted Journal(s) 
- IEEE Transactions in Forensics and Security 
- Elsevier IMAVIS 
- Elsevier CVIU 
- Other journals may be considered that are relevant to the areas of computer vision and 

biometrics  

N. Project Outcomes  

We expect to achieve >70% rank-1 scores on the full frontal scenarios (original data). The 
graphical user interface will provide to the toolkit application operators, in <10 secs (gallery size 
dependent), a list of the first 15-25 most similar faces (ranks 1-25).  

Our original toolkit (developed for demo purposed when using conventional, in-house, algorithms) 
will be very useful in the development of the future / final toolkit that is expected to use more 
sophisticated algorithms and work on variable DHS’s operational scenarios.  

Note: The final toolkit (graphical user interface under which the operator will be able to process 
cell phone face data) that will be delivered after year 5, will provide an alternative passenger 
screening capability that is expected to improve the border patrol agents’ operations to efficiently 
perform face-based screening at points of entry. 
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O. Project Outputs 
 
Project Outputs – Period 1 

In period 1 (May 15th to June 30th) WVU will be working on completing the 1st half (i.e. 50 subjects) 
of the data collection process – Session 1 (total 100 subjects). Please see “Sample Recruitment 
Table” above – Section K. 

ID Description Delivery Date (MMYY)
D.1 Annual Progress Report * 06/16  

 

Project Outputs – Period 2 

ID Description Delivery Date (MMYY)
D.1 Progress Report – Session 1 - Complete 08/16 
D.2 Progress Report (Bi-annual) – Session 2 - Complete 11/16 
D.3 Database Deliver to DHS (if requested by sponsor) 12/16 
D.4 Brief Report on Eye/Face Detection & Illumination Normal/tion 02/17 
D.5 Annual Progress Report * 06/17  

* Annual Reports – Due to CBTIR 15 days before they are due to the Sponsor 

 
P. Project Tasks 

Specific Tasks - Period 1 

ID Description 
Completion 
Date (MMYY) 

T.1 
Complete at least 40% (~1st Half of Session 1 collection of the 50 subjects 
face dataset) - Please see “Sample Recruitment Table” above – Section K. 

06/30 

 
Specific Tasks - Period 2 

ID Description 
Completion 
Date (MMYY) 

T.2 Complete the collection of face datasets at WVU for all 50 subjects (1st Half 
of Session 1) and 50 more subjects (2nd Half of Session 1) 

08/16 

T.3 Meeting with Champion (#1)  11/16 
T.4 Complete the collection of face datasets at WV for 50 subjects (1st Half of 

Session 2) 
10/16 

T.5 Complete the collection of face datasets at WVU for 50 more subjects (2nd 
Half of Session 2) 

11/16 

T.6 Perform Face Detection and Develop Data Cohorts 01/17 
T.7 Meeting with Champion (#2)  12/16 
T.8 Correctly complete manual annotation of Session 1 face datasets 01/17 
T.9 Meeting with Champion (#3) 04/17 
T.10 Correctly complete manual annotation and automated face detection - using 

the new face database collected (Sessions 1, 2) 
04/17 

T.11 Correctly complete face normalization of all (Sessions 1, 2) datasets and 
establish baseline (see Section D, Task 3) 

06/17 
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Q. Project Milestones 
Project Milestones – Period 1  

ID Description 
Completion 
Date (MMYY) 

M.1 Collect Face Images for about 50 subjects at WV (Session 1)  
    , i.e. ~20% of Data Collection 

06/30 

 
 
Project Milestones - Period 2  

ID Description 
Completion 
Date (MMYY) 

M.2 Complete the collection of face images of all 50 subjects at WV (Session 
1), i.e. ~25% of Data Collection 
Collect Face Images for additional 50 subjects at WVU (Session 1) 
    – 50% of Data Collection 

08/16 

M.3 Collect Face Images for 50 subjects at (Session 2) 
    – 75% of Data Collection 

10/16 

M.4 Collect Face Images for additional 50 subjects at NJ (Session 2) 
    – 100% of Data Collection 

11/16 

M.5 Complete face detection for 100% of datasets collected 03/17 
M.6 Develop GUI to apply Manual Eye Detection - WVU 04/17 
M.7 Incorporate algorithms to apply Illumination Correction on GUI 06/17 

 
Our developed toolkit will be very useful in the development of the future / final toolkit that will be 
delivered to DHS (after Year 5). The final GUI, interface and algorithms are expected to advance 
DHS’s mission by improving the operational capabilities of border patrol agents against various 
hazards by having the capability to efficiently perform face-based screening at points of entry (by 
the usage of cell phones). 

R. Student Involvement 

Undergraduate Students: N/A 

Graduate Students  Total number: 2 

The first student (WVU) will be involved in tasks 1, 2 and 3 of the workplan (see Section D), 
namely perform collection of multi-scenario face datasets (task 1), apply data pre-processing 
algorithms on the datasets collected (task 2) and apply existing face recognition techniques to 
establish a baseline (task 3). The student will benefit from this work as it is expected to be part 
of their degree (PhD).  

The second student (Rutgers) will be involved in tasks 2 and 3. The student will benefit from this 
work as it is expected to be part of their degree (PhD). 

References: 
[1] C. Whitelam and T. Bourlai, “Accurate Eye Localization in the Short Waved Infrared Spectrum through 
Summation Range Filters”, Elsevier, Computer Vision and Image Understanding, vol. 139, issue C, pp. 
59-72, October 2015. 
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[2] T. Bourlai, J. Kittler and K. Messer, “On Design and Optimization of a Face Verification System that is 
Smart-Card-Based”, Journal of Machine Vision and Applications, Springer, vol. 21, issue 5, pp. 695-
711, 2010. 
[3] C. Whitelam and T. Bourlai, “On Designing SWIR to Visible Face Matching Algorithms”, Intel Technology 
Journal, Edition on Biometrics and Authentication, August 2014 [Invited Article]. 
[4] X. Yu, J. Huang, S. Zhang, W. Yan, D.N. Metaxas. "Pose-free Facial Landmark Fitting via Optimized 
Part Mixtures and Deformable Shape Model" 14th IEEE International Conference on Computer 
Vision(ICCV), Sydney, Australia, Dec. 2013. 
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Project P.1.3: A Systematic Process for Vulnerability Assessment of Biometric 
Systems at Borders 
 

Project Lead 

 Bojan Cukic, University of North Carolina at Charlotte 

Senior Personnel 

 Mohamed Shehab, University of North Carolina at Charlotte 

 Emanuela Marasco, University of North Carolina at Charlotte 

 
1. Introduction  

Biometric identification has become one of the critically important technologies in traveler, 
immigration and refugee management. This role makes biometrics the prime target for identity 
theft, spoofing and vulnerability exploitation. The science behind biometric system attack vector 
analysis is emerging, but not nearly as fast as the general level of security threats. Nevertheless, 
the threats specific to the systems deployed or considered for deployment by the Department of 
Homeland Security differ from generic biometric application due to the motivation and 
consequences of identity misrepresentations. Therefore, this project will first analyze feasibility of 
presentation attacks that may behind identity misrepresentation at US borders and create a 
classification of attack methods and vectors based on their complexity, cost, feasibility, risks and 
consequences. The classification will then be cross-compared with the state of the art in biometric 
system security flow analysis. Observed gaps will create the research agenda leading towards 
practical vulnerability assessment methods and countermeasures, technical as well as 
managerial. Our results should enable identification of biometric presentation attack risks and 
severities, leading towards a well-defined defense strategy.  

2. Background and Objectives 

Background & Motivation: Due to wide use in homeland security, biometric systems are now 
prime targets for identity theft, spoofing and vulnerability exploitation. Research literature in the 
field of biometric security, vulnerability and privacy is evolving. A practical methodology for the 
risk assessment related to identity breaches in high-consequence biometrics infrastructures does 
not exist. A good understanding of the risks stemming from zero-effort attacks (biometric 
misidentification rates due to the probabilistic nature of the technology) is just the tip of the iceberg 
of identity misrepresentation risks. The studies of concerted efforts to subvert biometric 
recognition, such as those using artificial materials (gummy fingers, intense face make-up or 
patterned lenses in eyes) are becoming known once the reports of successful attacks surface in 
public. Our research will build upon the exiting efforts in biometric liveness detection and security 
flaw analysis, but will expand it by hypothesizing attacker’s motivation, required means / costs 
and required technical competence. The project will create a practical methodology for 
vulnerability assessment and an overview of existing countermeasures. The gaps in available 
countermeasures needed to protect biometric systems at the US border and immigration 
enterprise will be documented and the most critical countermeasures will be further developed. 

Challenges: The threats to the systems deployed by the Department of Homeland Security differ 
from generic biometric applications due to the specific motivation and consequences of identity 
misrepresentations. Due to possible problems with sensitivity of information, we will not interview 
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DHS personnel to identify biometric presentation attack threats known within the agency. We will 
hypothesize what may motivate travelers, immigrants and refugees to perpetrate biometric 
presentation attacks based on common knowledge, literature survey and discussion with 
academic peers. Clearly, such hypotheses could be imprecise, thus creating the risk related to 
the applied value of project outcomes. To mitigate this risk, to the extent possible, we will present 
attack motivation hypotheses to our agency champions. Rather than discussing (possibly 
sensitive) details from agency practice, mutually agreeing on their reasonableness will be 
considered sufficient to accept the hypotheses and proceed with the research and analysis of 
related attack scenarios.  Throughout project performance period, we will also establish working 
hypotheses regarding the level of technical knowledge needed for (and available to) travelers, 
immigrants and refugees to perpetrate biometric presentation attacks. These hypotheses will be 
disclosed in project outcomes as parameters of attack risk models. For this reason, no mitigation 
plan is needed up front.    

We note that IARPA just announced research program (ODIN, DNI-IARPA-BAA-16-04). While 
broad agency announcement (BAA) is not yet available, information shared by the agency during 
the public proposer’s day meeting held on March 12, 2016 (which we attended) indicates that the 
program will encourage the development of new biometric sensors. Even if successful sensors 
are developed and tested within the next 4-5 years, commercial production and eventual 
acquisition by DHS operational agencies will take longer. Therefore, proposed project that 
mitigates the risks of utilizing current biometric sensors and defenses will remain important and 
valid for at least a decade. The creation of IARPA research program is not considered a risk here. 
Rather, a new research program from a US government agency indicates strong need for robust 
presentation attack countermeasures and supports the need to develop vulnerability exploitation 
risk assessment approach described in this proposal.      

Goal and Objectives: 

1. Envision human factors motivating travelers, immigrants and refugees to attempt identity 
concealment. In collaboration with project champion and agency stakeholders, validate 
reasonableness of motivation assumptions. Perform extensive literature review on identity 
concealment attempt examples outside of US homeland security domain that may affect 
biometric systems within DHS operational domain. 

2. Develop a practical methodology for classifying identity attack vectors for biometric systems 
based on their complexity, cost, feasibility, risks to DHS mission and risks to attacker 
(consequences of detection by authorities). 

3. Analyze misidentification risks and consequences of each attack vector and prioritize. 
Develop prototype software tools that support risk analysis. 

4. Analyze the likelihood of occurrence of specific attack vectors and correlate with observed 
system vulnerabilities. 

We anticipate the following goals / objectives will be scheduled after the initial two performance 
periods covered in this work plan, provided prior satisfactory progress: 

5. Assess vulnerabilities of biometric system deployed in traveler, immigration and refugee 
management in detail. Analyze cost (risk) – benefits of potential countermeasures. 

6. Evaluate the most critical attack vector – vulnerability combinations to prioritize 
countermeasure development. Propose countermeasures to protect traveler, immigration 
and refugee management infrastructures. 
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7. Propose identity system monitoring process for systematic identification of “day zero” 
biometric system attacks and unknown vulnerabilities. 

8. Analyze risks and potential vulnerabilities of specific emerging biometric collection platforms 
considered for operational deployment (e.g., smart phones) 

 

3. Methodology  

 

Figure 1: Ishikawa Diagram: Known Generic Security Flaws That Could Lead to Biometric 
System Failure. 

Proposed risk-based biometric security assessment methodology will address the probability of 
occurrence and consequences of non-zero-effort biometric attacks, fraud and concealment 
attempts and manipulation processes. We will start by a thorough analysis of the currently known 
generic biometric security flaws and related system failures, shown in Figure 1. Our primary 
attention will be on feasible biometric presentation attacks and weaknesses in generic 
administrative processes and procedures that may enable them. This attack classification will be 
compared with the hypotheses related to human factors motivating travelers, immigrants and 
refugee status seekers to attempt biometric fraud. These hypotheses will be developed using 
common knowledge and published literature to avoid any possibility of sensitive information 
release. Likewise, administrative processes and procedures that may enable successful attack 
vectors will be generic and hypothetical. In other words, researchers will not require to know actual 
operating procedures within the sponsoring agency to conduct research. The information 
available from public sources includes description of known biometric presentation attacks, from 
which we should be able to derive the level of expertise needed for conducting attacks and 
detecting them. Adequacy and completeness of preliminary findings will be discussed with project 
champions and stakeholders. 

The goal of ascertaining attack motivation, known fraudulent attempts and generic attack vectors 
is to understand techniques already used in observed biometric identity concealment attempts 
and postulate those that may be tried in the future. Resulting comparison will allow us to create a 
realistic set of biometric attack vectors and trees, relevant to DHS operations. Attack trees are 
conceptual diagrams showing how an asset, in out case biometric system or infrastructure, might 
be attacked. Attack trees have been used in a variety of applications. They have been used to 
describe threats on computer systems and possible attacks to realize those threats. The 
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application of risk evaluation methodology resulting from our research to DHS operations should 
be conducted by the agency (without the university researchers) due to sensitivity of findings.    

In preparation of this proposal, we described a hypothetical attack to an iris biometric system 
using attack tree graphs. The graph describes two different possibilities for creating a fake identity 
record in an iris biometric database. In the first scenario, a user with a colored lens defeats 
traditional levels of protection and enrolls a falsified iris image (either a fake or the pattern that 
closely represents another person’s iris pattern) through a regular enrollment process. In the 
second scenario, the image of an enrolled genuine iris is replaced by an impostor image through 
a cyber intrusion. Resulting hypothetical attack tree is shown in Figure 2.  

Biometric attack trees will serve as the basis for the definition of a formal approach to identity risk 
management. Spoofing, identity theft and impersonation methods are examples of techniques 
that will be represented in attack trees. Risk analysis implies the ability to assess probability of 
attack occurrence and its impact to agency operations. We will extend risk based attack tree 
analysis approaches to develop a systematic process for security assessment of biometric 
systems. The methodology will be evaluated on major biometric modalities used in traveler, 
immigration and refugee management (face and fingerprints). We can extend the study of attack 
vectors to iris recognition, if there is interest among stakeholders.  

The process will enable realistic assessment of importance of biometric system vulnerabilities in 
systems deployed by project champion’s agency. The risk-based approach will allow us to rank 
known vulnerabilities in biometric systems and operations and prioritize the deployment (or the 
research of) countermeasures to protect traveler, immigration and refugee management 
infrastructures.  

In the follow-up work that could take place in following years, we will generalize biometric attack 
detection approaches by analyzing patterns of data from daily operations of biometric 
management infrastructures (for example, match and quality scores, potential “spoof likelihood” 
scores, system workload and use patterns, frequency of use of specific identity credentials, etc.). 
The data needed for such analysis can be obtained from operational environments outside of 
DHS. A “big data” analysis approach, based on various anomaly detection techniques 
emphasizing the continuity of scores for each registered individual in the biometric database, 
should allow the research team to consider an identity system monitoring process for systematic 
identification of “day zero” biometric system attacks which typically exploit unknown 
vulnerabilities. For example, a relatively simple statistical analysis shows that a coordinated 
impersonation attack by dozens of individuals at the same point of entry would have a high 
likelihood of success. Overwhelming the capacity of secondary screening process could, in turn, 
create the circumstances for the decision to allow an increased flow through primary inspection, 
making it more porous.  
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Figure 2: Attack tree describing a hypothetical insertion of an impostor iris image 

Based on the interest of the project champions within DHS, we will further expand our work to 
include risks and potential vulnerabilities of specific emerging biometric platforms considered for 
the future use (for example, biometric samples collected through traveler owned mobile phone). 
When appropriate, we plan to participate in organizing biometric technology security competitions 
(LiveDet, Face Recognition Grand Challenge, Iris Challenge, etc.), track the outcomes, and 
evaluate direct impact and consequences for the systems deployed in traveler, immigration and 
refugee management. 

4. Compliance Assurances (if applicable)  

Human Subjects Research Assurances 

This project, although it deals with biometric authentication, does not include collection of new 
biometric samples or any other activity that would involve human subjects. The goal of the project 
is analytical analysis of system vulnerabilities. If needed, the project will leverage the data sets 
available in the public domain (e.g., international research spoofing competitions) as well as the 
data sets of biometrics made available through FBI sponsored collections at West Virginia 
University (e.g., images, match and quality scores for the modalities of interest). Relative to 
biometric liveness detection, a good collection of biometric spoof images can be obtained from 
Clarkson University.  

Third Party Data Acquisition Plan 

At this time, it does not seem that this project will need to acquire data from third parties for the 
conduct of the first four tasks (FY 2016, FY 2017 and first part of FY 2018). Nevertheless, for the 
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purpose of research, we have acquired biometric data from West Virginia University in the past 
and have been able to satisfy all requirements related to protection of safety, security and privacy 
of data records (which are made anonymous prior to release). The principal investigator of this 
project has led biometric data collection efforts at West Virginia University until 2014 and 
understands their release, storage and disposal requirements very well.  The principal investigator 
has collaborated closely with Dr. Stephanie Schuckers from Clarkson University too. Biometric 
data acquisition has not created problems in the past and none are anticipated in this project.  

ITAR/Export Controls 

We have consulted UNCC ITAR/Export Control office related to the content of this proposal. In 
principle, risk modeling is not subject to export restrictions. The descriptions of biometric 
presentation attacks, which we will analyze in this project, are available in academic and open 
literature. Their careful consideration and risk classification represent the added value of the 
project, but they are not subject to ITAR/Export Control regulation since they enhance the 
effectiveness of defensive activities.  

5. Project Tasks 

Specific Tasks - Period 1 

ID Description Completion Date 
T.1 Meeting with project champion (phone) May 1, 2016 
T.2 Analysis and classification of biometric identity concealment attempt 

examples from the literature, outside of US homeland security domain.  
June 30, 2016 

 

Specific Tasks - Period 2 

ID Description Completion Date 
T.3 Meeting with project champion (phone). August 1, 2016; 

November 1, 2016; 
February 1, 2016; 
May 1, 2016 

T.4 Define the methodology for the description of biometric system attack 
vectors.  

August 15, 2016 

T.5 Analyze identity fraud impact of each attack vector.  December 31, 2016 
T.6 Rank all attacks by technical complexity and occurrence probability. April 30, 2017 
T.7 Prototyping of software support tools for attack vector risk analysis.  June 30, 2017 

 

 

 

 

 

6. Project Milestones 

Project Milestones - Period 1  
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ID Description Completion Date 
M.1 Completed literature review on generic biometric attacks and their 

correlation with hypothetic motivation of travelers, immigrants and 
refugees.  

June 1, 2016 

 

Project Milestones - Period 2  

ID Description Completion Date 
M.2 Completed definition of a methodology for classifying identity attack 

vectors for biometric systems. Demonstration of the classification and 
its utility to the project champion and stakeholders. 

August 15, 2016 

M.3 Completed system / agency impact analysis (High / Medium / Low 
severity) for each attack vector from M2.  

December 31, 2016 

M.4 Completed assignment of the likelihood of occurrence to specific attack 
vectors in day-to-day operations of traveler, immigration and refugee 
identity management systems. Completion of preliminary tests of a 
selected set of vulnerabilities through simulated or staged attack 
attempts. 

April 30, 2017 

M.5 Demonstration of software tool prototype that supports attack vector 
risk analysis.   

June 30, 2017 

 

7. Project Deliverables (Outputs)  

Project Outputs – Period 1 

ID Description Delivery Date 
D.1 Technical Report:  Biometric Identity Fraud – Motivation and 

Techniques. 
June 1, 2016 

D.2 <Annual report> June 30, 2016 
 

Project Outputs – Period 2 

ID Description Delivery Date 
D.4 Technical Report:  A Methodology for Classification and Evaluation 

of Identity Attack Vectors. 
August 15, 2016 

D.5 Technical Report: An Overview of risks related to biometric attack 
vectors in traveler, immigration and refugee identity management. 

December 31, 2016 

D.6 Conference Paper submission: An overview of biometric attack vectors January 30, 2017 
D.7 Technical Report: Prioritization of biometric attacks by risk, cost, 

complexity and vulnerability. 
April 30, 2017 

D.7 <Final report> June 30, 2017 
 

8. Performance Metrics 

ID Description Quantitative Performance 
Target 

Achieved by 

P.1 Develop biometric identity fraud 
scenarios (attack vectors) that 

At least one biometric 
identity fraud scenario 

June 1, 2016 
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embodies motivation factors and 
presumed perpetrator’s capabilities for 
each of the following three DHS 
operational domains: 
a. traveler operations 
b. immigration services 
c. refugee management 

(attack vector) for each of the 
three DHS operational 
domains. 

P.2 Complete system / homeland security 
impact analysis (High / Medium / Low 
severity) for each attack vector 
identified in the previous task. 

Identify at least one High or 
Medium severity attack 
vector in each of the three 
DHS operational domains: 
a. traveler operations 
b. immigration services 
c. refugee management 

December 1, 2016 

P.3 Assign the likelihood of occurrence 
(High / Medium / Low probability) to 
each attack vector identified in the 
previous task.
 

Identify at least one attack 
vector with High or Medium 
probability of occurrence in 
each of the three DHS 
operational domains. 

April 30, 2017 

 

ID Baseline Performance on 11/15 How is baseline established? 
P.1 Biometric identity fraud scenarios are not 

systematically collected, represented and 
analyzed.  

Discussion with project champions, discussion with 
industry and academic colleagues, literature 
overview.  

P.2 Biometric attack presentation attack 
vectors have not been formalized and 
classified.  

Discussion with project champions, discussion with 
industry and academic colleagues, literature 
overview. 

P.3 Likelihood of attack occurrence of 
biometric presentation attack as a 
function of motivation, resources and 
opportunity has not been studied.  

Discussion with project champions, discussion with 
industry and academic colleagues, literature 
overview. 

 

ID How final performance will be assessed?  
P.1 At least one biometric identity fraud scenario (attack vector) for each of the three 

DHS operational domains will be identified and assessed by project monitors as 
realistic. 

 

P.2 The project identifies at least one High or Medium severity attack vector in each 
of the three DHS operational domains.  

 

P.3 The project identifies at least one attack vector with High or Medium probability 
of occurrence in each of the three DHS operational domains. 

 

 

9. Transition Plans 

To date, the project did not create any of the results and deliverables discussed above. For that 
reason, no discussions about transition have occurred. The product that could be interesting for 
technology transition is the prototype software tool for modeling biometric presentation attack 
vectors. This tool will contain a graphical user interface that security analysis will utilize to analyze 
possible attacks. The tool will be supported by the back-end probabilistic risk modeling engine 
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and a database of risk artifacts. By June 30, 2017, the project will create a tool prototype, which 
will be evaluated for needs for improvement and possible transfer / license.  

Investigators have no prior IP applications in the area related to this project.   

 

10. Programmatic Risks and Mitigation Plans 

Project success and its value to the sponsor strongly depend on the level of collaboration created 
with the project stakeholders and agency champions. Due to possible sensitivity of project 
findings, principal investigators agreed that no information about misuses of exploitation of 
biometric vulnerabilities from the DHS operations will be needed for the work in this project. This 
situation creates the risk that the project may not identify biometric attack vectors that are of 
utmost importance (gravest impact) for operation of systems in traveler, immigration and refugee 
management at DHS.  

We will mitigate the risk by collecting information about biometric attacks from the literature and 
experts at biometric companies. These attack vectors will be shared with project stakeholders.  
We will strive to continually demonstrate applied practical nature of the project, making sure the 
results are applicable to systems deployed in the operational environment.  

11. Stakeholder Engagement 

Proposed project and its value for the sponsor critically depend on active collaboration with 
stakeholders and project champion. We discussed the role of project champion with the following 
stakeholders: 

Admissibility and Passenger Programs, U.S. Customs and Border Protection 
Resilient Systems Division (RSD), DHS S&T 
Apex Air Entry Exit Re-engineering, US Department of Homeland Security 
 
Through close collaboration with project champion, the project will recruit the experts for 
interviews / discussions about human factors influencing biometric fraud and possible observed 
fraud attempts. Project will maintain monthly conference calls with stakeholders throughout the 
period of performance. The Principal Investigator and his team will brief the champion and 
stakeholders on the content of all project deliverables 15 to 30 days before the submission 
deadline.  

 

 

 

12. Impact/Benefit 

 DHS: Proposed work will have direct benefits to DHS operational capabilities though 
better understanding of the level of resilience of biometric systems to attempts of identity 
manipulation, obfuscation, concealment and fraud. More specifically, the work will 
addresses the following theme areas of CBTIR: 

o Theme Area 1 Border Security, 1.a Policies, Question ID 1.a.1 - What influence 
would a policy requiring biometric technology have on immigration fraud? 
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o Theme Area 2 Legitimate Trade and travel, 2.b Technologies, Question ID 2.b.2 - 
Do biometrics and mobile technologies offer opportunities to streamline 
processing of legitimate trade and travel?  

o Theme Area 3 Immigration, 3.b Concept of Operation, Question ID 3.b.5 - What 
motivates individuals to commit immigration benefit fraud and how can 
adjudicators identify these motivations and induce applicants to admit to fraud? 

 Stakeholders/HSE/Others Project stakeholders will include DHS agencies that collect 
and verify human biometric information, including but not limited to DHS OBIM, DHS CBP, 
DHS S&T Human Factors. More specifically, the project is anticipated to directly influence 
maintenance and operations of existing biometric deployments and programs such as 
APEX Air Entry / Exit Re-engineering (AEER), Apex Border Enforcement Analytics, APEX 
Screening at Speed and possibly others. If successfully completed, the project is also 
expected to provide the basis for impact analysis for policy changes. For example, if a 
decision is to be made to mandate the use of biometrics at border crossings, the project 
is expected to inform decision makers about estimated cost, efforts and capabilities 
needed to defeat biometric verification by organized crimes groups. 

 

13. Student Involvement 

 
Undergraduate Students: N/A 

Graduate Students 

Total number: 1 

The student will assist the PI in tasks T.2 and T.5-6 in partial fulfilment of the requirements for 
the student’s graduate degree. 
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Project P.1.4: Immigration Workshop 

Project Lead:  

 Luis R. Torres, Univ. of Houston 

1. Introduction 

A systematic, comprehensive process of assessing the current body of research and determining 
knowledge and capability gaps in the area of immigration will identify research questions 
appropriate for merit competitions conducted by issuing requests for proposals. A systematic 
survey process of the state-of-the-art is proposed, leading up to an intensive, two-day workshop. 
Following the workshop, a comprehensive report will be produced with recommendations to be 
shared with key Homeland Security stakeholders. 

2. Goal and Objectives 

The goal of the immigration workshop is to identify knowledge and capability gaps regarding three 
major issues:  

(i) deterrence of unauthorized immigration, both in terms of how we can better secure our 
borders and on what we can do in countries of origin to discourage unauthorized migration;  

(ii) processing of individuals apprehended attempting to cross the border without 
authorization, which will include best practices for detaining and processing adults, 
children, and families, how to expedite the process, use of trauma-informed approaches, 
etc.; and  

(iii) dealing with unauthorized and legal immigrants already in the U.S., which will include 
approaches to more accurately estimate the number of unauthorized immigrants in the 
country, diverse approached to dealing with unauthorized immigrants (e.g., mass 
deportations vs. DACA/DAPA vs. path to legalization), and best practice to help 
immigrants in general integrate into the fabric of U.S. society to avoid radicalization.   

The specific objective is to define research questions appropriate for merit competitions 
conducted by issuing requests for proposals. These questions will be identified in a follow-up 
report. 

3. Methodology  

The workshop is conceived as a key part of a comprehensive process of assessing the current 
body of research and determining knowledge and capability gaps. This process will begin with 
the formation of the workshop committee. The committee will work cooperatively with Homeland 
Security stakeholders to finalize approximately 4 themes for the workshop, aligned with the major 
issues outlined as part of the workshop goal. The committee will then convene working groups 
(one per theme selected), comprising subject matter experts. These workshops will survey the 
state-of-the-art, assisted by a graduate student intern and create a synopsis. The materials 
produced will be shared with workshop participants in advance of the workshop to allow time for 
preparation. 

The workshop itself will be held over two days (see Appendix I. Draft Agenda). The first part of 
the workshop will focus on problem definition and current/known research. The second part will 
entail breakout sessions for the working groups to determine gaps in knowledge and/or capability, 
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and to then propose appropriate research questions. The breakout sessions will be moderated 
by experienced facilitators with background pertinent to the workshop content. They will be 
accompanied by dedicated note takers (scribes) who will capture all valid comments and ideas.  

After the workshop, the working groups will synthesize the notes and ideas from the breakout 
sessions into a draft report. The workshop committee will edit and revise the report, and produce 
a final version for dissemination. 

4. Tasks 

ID Description Completed by 
T.1 Establish workshop committee 07/16 
T.2 Talk with stakeholders to finalize themes 08/16 
T.3 Schedule and advertise the workshop 08/16 
T.4 Form working groups 08/16 
T.5 Hold working group planning calls 09/16 
T.6 Create a synopsis of state-of-the-art per working group theme 10/16 
T.7 Hold workshop 10/16 
T.8 Conduct exit survey 10/16 
T.9 Working groups create draft report 11/16 
T.10 Workshop committee edits and revises report 12/16 
T.11 Release workshop report 12/16 

 

5. Milestones 

ID Description Completed by 
M.1 Themes established 08/16 
M.2 Working groups formed 08/16 
M.3 Workshop held 10/16 
M.4 Report released 12/16 

 

6. Deliverables (Outputs)  

ID Description Completed by 
D.1 Workshop report 12/16 
D.2 Exit survey 12/16 

 
The workshop report sections will be as follows: 
 
 
Executive Summary                                
1. Introduction                                  

1.1 Need, Opportunity, and Impact                           
1.2 Drawing a Roadmap for Progress                        . 

2. Research Opportunities     
2.1 <Panel 1>  
2.2 <Panel 2>  
2.3 <Panel 3>  
2.4 <Panel 4>  
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3. How Can We Grasp These Research Opportunities?  
3.1 <Recommendations from Panel 1 on what are the proposed next steps for each 
opportunity> 
3.2 <Recommendations from Panel 2 on what are the proposed next steps for each 
opportunity>  
3.3 <Recommendations from Panel 3 on what are the proposed next steps for each 
opportunity>  
3.4 <Recommendations from Panel 4 on what are the proposed next steps for each 
opportunity> 

4. Conclusion 
5. References 
6. Workshop Participants 
 
Recommendations from each panel will include potential outcomes (e.g, RFP, work with other 
organizations, put on hold) 

7. Performance Metrics 

A scoring rubric will be developed to communicate expectations and evaluate the workshop. After 
the workshop, participants will be surveyed about their experience regarding workshop content, 
quality, and relevance. Their responses will form the basis for a summative assessment that will 
be a deliverable. 

ID Description Quantitative 
Performance Target 

Achieved by  

P.1 Satisfaction with workshop content, 
quality, and relevance as reported by exit 
surveys 

Above 70% 10/16 

 

ID How will final performance be assessed?  
P.1 Exit survey  

 

8. Stakeholder Engagement 

The primary stakeholder for this workshop will be the DHS Office of Policy. Additional 
stakeholders will be identified within relevant DHS components, such as U.S. Immigration and 
Customs Enforcement, U.S. Customs and Border Protection, and U.S. Border Patrol. 

The stakeholders will be engaged throughout the project period: 

 during the planning stages, they will work cooperatively with the workshop committee to 
finalize the theme selection 

 they will actively participate during the two day workshop 
 after the workshop is held, they will be provided copies of the report 
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9. Transition Approach 

The transition plan will focus on the recommendations contained in the workshop report. The 
workshop committee will arrange follow-up meeting with key stakeholders to discuss the potential 
for implementation (on a near- or long-term basis).  

 

10. Impact/Benefit (Outcomes)  

 DHS: The workshop report will directly contribute to the identification of gaps that can be 
addressed within the COE mechanism. 

 Stakeholders/HSE/Others. The workshop report will directly contribute to the 
identification of gaps that can be of interest to other HSE stakeholders. 
 

11. Programmatic Risks and Mitigation Plans 

Scheduling conflicts for the participants might jeopardize the proposed timeline for the workshop. 
The PI will schedule the workshop concurrently with another high value event (such as the CBTIR 
ribbon cutting ceremony) to maximize the benefit participants will derive and minimize required 
travel. 

12. Student Involvement 

Undergraduate Students: N/A 

Graduate Students 

Total number: 4 

The students will assist with task T.6 and benefit from improving their skills for literature review 
and gaining an understanding of the state-of-the-art in the area. 
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Appendix. Immigration Workshop Draft Agenda 

Day 0 

17:00 19:00 Evening Event / Icebreaker 
 

Day 1 

7:30 8:00 Registration / Breakfast 
8:00 8:15 Welcome remarks 
8:15 10:00 Panel 1: Problem definition and current/known research 

10:00 10:15 Break 
10:15 12:00 Panel 2: Problem definition and current/known research 
12:00 13:15 Keynote / Catered lunch 
13:15 15:00 Panel 3: Problem definition and current/known research 
15:00 15:15 Break 
15:15 17:00 Panel 4: Problem definition and current/known research 
17:00 17:15 Break 
17:15 18:30 Breakout sessions 
18:30 19:00 Break 
19:00 21:00 Dinner 

 
 
Day 2 

7:30 8:15 Breakfast 
8:15 10:00 Breakout sessions (continued) 

10:00 10:15 Break 
10:15 12:00 Breakout sessions (continued) 
12:00 13:15 Catered lunch / Prepare preliminary reports 
13:15 15:00 Preliminary reports and discussion 
15:00 15:15 Closing remarks 
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Project P.1.5: Empirical Survey of Recidivism and Intentions for Apprehended 
Unauthorized Immigrants 

Project Lead 

 Elyse Golob, University of Arizona (UA) 

Project Sub  
 Claudia San Miguel, Texas A&M International University (TAMIU) 

A. Introduction 

In 2012, University of Arizona researchers surveyed 1,000 apprehended unauthorized immigrants 
in the Tucson Sector regarding their border crossing experiences. The results of this study were 
released in the 2013 report titled, “Reasons and Resolve to Cross the Line: A Post-Apprehension 
Survey of Unauthorized Immigrants along the U.S.-Mexico Border”. As one of the first surveys to 
gather empirical data about unauthorized immigrants during processing, the survey’s findings 
offered insights for policy makers and law enforcement officials on border crossers’ motivations 
and future intentions. The survey also validated several long-held assumptions – i.e. that family, 
economics, and residence in the U.S. have a significant relationship with intent to cross illegally. 
The 2013 study also demonstrated the feasibility of successfully conducting surveys with 
detainees, thus opening up a wide range of possibilities for new studies. 

Following the 2013 study’s release, the Office of Border Patrol, Strategic Planning and Policy, 
Consequence Delivery System (CDS), the DHS Office of Policy, Unity of Efforts Integration, and 
the Office of Immigration Statistics suggested the need for additional topic areas and questions 
that will be addressed in this project. This new study will expand upon the previous one in several 
ways by: conducting interviews at and between Ports of Entry (POE); interviewing Other Than 
Mexican (OTM) detainees; and posing additional queries on crossing intentions such as previous 
crossing history including turnbacks, smuggling costs and contracts, trip characteristics and 
dangers, and knowledge of consequences. For some of these areas, such as turnbacks and Ports 
of Entry, there is virtually no data currently collected. 

The Office of Border Patrol, Strategic Planning and Analysis Directorate, which is responsible for 
the Consequence Delivery System (CDS) has committed its involvement to this project. This 
includes, but is not limited to: determination of sector for survey, input and review of survey 
questions, access to detention centers, and assistance with logistical issues regarding data 
collection as detailed later in this document. The DHS Office of Policy, Unity of Efforts Integration 
and the Office of Immigration Statistics have also committed their involvement to this project. In 
order to facilitate the advancement of current agency metrics team’s efforts, they have provided 
a list of new topic areas of interest and agreed to send specific question language for 
consideration. The research team held a teleconference on September 15, 2015 and attendees 
included the Border Patrol and the Office of Policy. The Office of Immigration Statistics was 
included as a stakeholder in 2016 and will be included in future meetings. These meetings will be 
conducted on a monthly basis, or as needed, throughout the duration of this project to promote 
open communication, identify and resolve and challenges, and gather timely feedback from 
stakeholders. 

This project will encompass a 3-year study. In each 12-month period, detainees in different 
sectors will be surveyed. In Period 1, the study will be conducted in South Texas -- an area which 
has seen a large increase in apprehensions in recent years. Based on stakeholder inputs, the first 
survey will be conducted at the Laredo Sector Border Patrol detention center and at the Laredo 
POE. A detailed report will be provided at the end of each period. 
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B. Benefits to DHS 
This project will support the 2014 Quadrennial Homeland Security Review (QHSR) Mission 2: 
Secure and Manage our Borders; Goal 2.1: Secure U.S. Air, Land, and Sea Borders and 
Approaches; prevent illegal import and entry. 
 
This project will help improve DHS’ capability to ensure land border security by helping to prevent 
unauthorized individuals from crossing the border. 

C. Project Description 

This section provides an overview of the project by highlighting key components of the 
Background & Motivation, Challenges, and Goals/Objectives. 

Background & Motivation: Despite a concentration of resources along the southern border, the 
total number of unauthorized individuals who attempt to cross is unknown. By using a survey to 
gather information from apprehended crossers, it is possible to obtain information that may be 
extrapolated to estimate rates of unauthorized border crossing, recidivism and intent to cross in 
the future. Additionally, this survey can shed light on the dynamics of the crossing experience, 
including why people cross, how they decide where to cross, smuggler costs and contracts, trip 
characteristics and hardships, knowledge of consequences and how much of a deterrence this 
knowledge creates, etc. By providing empirical data, policy makers can make better-informed 
decisions, such as: 1) understanding how to more effectively deploy Border Patrol resources 
based on where and why individuals choose to cross, 2) construct policies and programs that will 
deter individuals from crossing in the first place, and 3) refine consequence systems that will deter 
repeated offenders from attempting to cross again. Data will also add significant information to 
evaluate and refine diverse aspects of the CDS.  

In addition to the demographic, past experience and intention questions asked in the 2013 survey 
(attached), this project will address additional and expanded research questions provided by 
stakeholders such as: 

 Turnbacks - Possible questions include: Were you ever turnbacked (e.g., successfully 
escaped authorities, and then tried again or went home)?  

 Smuggling contracts - Possible questions include: What were the contract terms? Were 
the contract terms altered? How did you find the smuggler? What was the price?  When 
and how was it paid?  

 Dangers on the trip. Potential questions include: What did you hear beforehand about the 
risks of the trip (e.g., robbery, rape, murder, extortion, etc.)? What risks did you personally 
experience? 

 Trip characteristics - Possible questions include: how long did you plan your trip before 
leaving? How did you get to the border region and how long did you stay before crossing? 
Why did you decide to cross between POEs vs. at POEs? What crossing options were 
presented to you by the smuggler? 

 Consequences - Possible questions include: were you aware of the consequence 
programs before leaving? What would the impact be of a lengthy detention and/or prison 
term (foregone wages, etc.)?  

 What U.S. benefits or guarantees, if any, were you promised or did you expect if you 
successfully entered the U.S.? 

 Did you have intentions or did your smuggler direct you to turn yourself in to Border Patrol 
or immigration officers? 
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o If so, what were your expectations after being apprehended (i.e. release into U.S. 
after a short detention, detention and removal, criminal prosecution, permission to 
remain in the U.S.)? 

 What was your final destination (i.e. city and state)? 
 Which specific resources (pedestrian fencing, camera towers, air support, ATV’s or horse 

patrol, high visibility Border Patrol presence on the line, etc.) would deter you from crossing 
the border in a given area?  

 Did the smuggler guarantee more than one illegal entry effort should you be apprehended 
on the first attempt? 

 If you were separated from the smuggler, how would you reunite? 
 What was the negotiated smuggling fee?  How much have you paid to be smuggled in the 

past?  When were you expected to pay (up front, upon arrival, some combination)?   
 

Challenges: This project addresses the issue of continued unauthorized immigration through the 
US - Mexico border. It is also unknown how much of the recent decline in unauthorized 
immigration is from economic changes and how much is from DHS consequences and other 
deterrents. 

Goals/Objectives: The goals of this project are to provide information to DHS to help measure the 
effectiveness of current border security policies, produce data and a model that can help refine 
the CDS and anticipate future crossing patterns, and strengthen the homeland security mission.  

D. Methodology  
This project will follow a similar methodological approach to the 2013 study.  

Period 1 will consists of two phases. During Phase I, the project team will work in conjunction with 
Border Patrol, the Office of Policy and the Office of Immigration Statistics to expand upon the 
previous survey instrument (see attached 2013 survey) to include new areas of interest, identify 
points of contact for the selected sector, and conduct site visits to form a logistics plan for 
administering the study. For the selected site, the team will work with the Border Patrol and CBP 
officers to identify locations that provide sufficient space, privacy, and security for conducting the 
interviews while having minimal impact on daily operations. Researchers will also meet with 
project champions to finalize the survey instrument and plans. The final draft of the survey 
instrument and the logistics plan will be submitted to TAMIU’s IRB for approval. 

Phase II will commence upon IRB approval. During the first four months of Phase II, the hiring 
and training of bilingual interviewers will be accomplished to administer the interviews and enter 
the data into secure computer systems. The research team will conduct a pilot test at the Border 
Patrol detention center and the POE. In the next four months of Phase II, results will be 
aggregated, analyzed, and disseminated in a final report. The researchers will present findings to 
stakeholders and submit a journal article. 

This project is an explanatory study that seeks to understand previously unexplored phenomena. 
Since this project will analyze data that has not been systematically collected previously, if at all, 
it will utilize a mixed-methods approach. First, the team will develop a grounded theory, and then 
test the theory with subsequent studies. Grounded theory is a systematic methodology in the 
social sciences involving the construction of theory through the analysis of qualitative and 
quantitative data. Although this method is most often used with qualitative data, it is general 
enough to also incorporate quantitative data. As such, this methodology operates almost in a 
reverse fashion from social science research in the positivist tradition. Unlike positivist research, 
a study using grounded theory is likely to begin with a question, or even just with the collection of 
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data. As researchers review the data collected with qualitative and quantitative methods, certain 
concepts become apparent. As more data are collected, and as data are re-reviewed, additional 
concepts and then categories emerge. These categories may become the basis for new theory. 
Thus, grounded theory is quite different from the traditional model of research, where the 
researcher chooses an existing theoretical framework, and only then collects data to show how 
the theory does or does not apply to the phenomenon under study. 

The data collected from the 2013 study will be used to create a preliminary model for Period 1 
and help identify areas where more data is needed in the second data collection. The qualitative 
and quantitative analysis of the Period 2 data collection will lead to a more formal model and 
testable hypotheses. In the third data collection (Period 3), the researchers will test hypotheses 
about crossing attempts and recidivism, and further refine the model. 

Annotated Bibliography: Government and non-profit organizations in the U.S. and Mexico have 
long sought to better understand the motivations and intentions of unauthorized migrants. For 
example, The Survey of Migration at Mexico’s Northern Border (EMIF Norte 
http://www.colef.mx/emif/eng/,) provides elements for analysis based on direct and reliable 
information on the dynamic, magnitude and characteristics of the migration flows of Mexican 
workers to the United States. The EMIF was responsive to previous feedback from DHS and the 
researchers are discussing collaboration on this project with the EMIF team. These stand-alone 
studies or segments of larger datasets may be useful in validating the 2013 Post Apprehension 
Survey and identifying new questions. A review and summary of these studies will be done to 
help inform this new study.  

Resulting findings will be summarized in an annotated bibliography and presented to stakeholders 
as a basis for discussions on the survey tool. 

Survey Development: The 2013 study provides a sound framework for conducting interview-
based research with apprehended unauthorized migrants in a Border Patrol detention center. The 
2013 survey contained questions in six general areas: 

 Demographic profile 
 Relatives in the United States 
 Reasons for crossing 
 Apprehension history 
 Current crossing attempt 
 Plans to re-cross the border 

 
Using this as a starting point, the survey will be expanded to include additional areas based on 
stakeholder interest and the findings from the annotated bibliography. Stakeholder topics of 
interest include turnbacks, smuggling contracts, dangers on trip, trip characteristics, and 
consequences. In addition, the survey will include other-than-Mexican (OTM) nationals. While the 
survey will be predominately the same across all sectors, questions may be tailored to address 
specific local issues. Similar to the 2013 survey, to ensure honest responses, individuals will be 
assured of the following:  

 their results will be completely anonymous, 
 the interviewers do not work for the Border Patrol, 
 their individual responses will not be shared with Border Patrol  
 the answers provided will not influence their legal or administrative consequences, and 
 they can skip any question or conclude the interview at any point.  
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The majority of interviews will be conducted at the Border Patrol detention center, which 
apprehends the most detainees. Interviews will also be conducted at the POE. (The Laredo POE 
apprehends approximately 40-50 detainees weekly). The final report will discuss the differences 
between crossers at these two locations.  

More sensitive questions will be placed near the end of the survey to allow the interviewee to build 
rapport with the detainee and get honest responses. The final draft of the survey instrument will 
be submitted to TAMIU’s IRB for approval. 

Bilingual interviewers who are fluent in Spanish will be hired from TAMIU. These may include 
native Spanish speakers or students in the Department of Humanities (majoring in Spanish and/or 
Translation Studies) and of Mexican background. They will translate the survey from English into 
plain, or “street” Spanish using a back-translation approach.  

Before translating the survey, Border Patrol agents will interview the translators to assess their 
fluency and level of Spanish and ability to communicate and interact with the detainees. The 
survey will be translated independently by each interviewer. The two translated surveys will be 
compared to one another to resolve inconsistencies.  

Site Visits: A major area of interest is to assess what differences, if any, exist in individuals 
crossing through different locations (i.e. Arizona, California, or Texas). Since the original study 
took place in the Tucson Sector, the team will conduct the first follow-up survey in South Texas 
(Laredo). Stakeholders have been involved in and informed this selection. This approach may 
enable the identification of differences in the perceived difficulty and danger of crossing by 
location, the effectiveness of current deterrence methods, and where individuals from different 
points of origin (e.g. northern or southern Mexico, or locations other than Mexico) tend to cross.  

Site visits to the selected sectors will be conducted to evaluate appropriate locations in the 
detention center and POE for conducting the interviews. These locations must provide a 
reasonably quiet environment, security for both the researchers and detainees, safe passage for 
the detainees to be moved from general population to the interview location, and have a minimal 
impact on Border Patrol or CBP operations. For example, in the 2013 study, two locations 
adjacent to, but out of sight from the general population were used - a purpose-built interview 
room with a glass divider and intercom system, and a courtroom with a divider wall between the 
interviewers and detainees. This provided a safe and quiet environment for the interviews to be 
conducted while placing minimal impact on daily operations within the detention facility. 
Coordination with Border Patrol and CBP will be necessary for logistical concerns including 
coordination of access to facilities, detainees, ensuring privacy and confidentiality of the 
participants’ responses, and agent support. 

Border Patrol has agreed to provide an operational brief to the interviewers and researchers prior 
to the pilot study. This will help the research team understand the mix of detainees (e.g., drug 
traffickers or economic migrants) and the sector-specific challenges. 

Pilot study: An Institutional Review Board (IRB) request will be submitted at the end of Phase I 
(November 2016). After receiving IRB approval, Phase II will commence with a pilot study of 
approximately 50 participants (January 2017). The pilot study will help identify any issues with 
survey questions and logistical issues. Data collected from the pilot study will also help validate 
protocols from the first study regarding anonymization and formatting the data for analysis. The 
processes used in the 2013 study will be reviewed and refined to document interview logistics 
and revise as required. 
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In addition, the preliminary findings of the pilot study will be reviewed by the stakeholders to 
ensure that the questions asked are addressing the targeted areas of interest. 

Upon completing the pilot study, any minor modifications to the questionnaire will be submitted to 
TAMIU’s Office for the Responsible Conduct of Research and IRB. 

After the pilot study, additional bilingual interviewers will be hired to participate in the main study. 
All interviewers will complete TAMIU’s human-subjects protection training and pass background 
checks conducted by CBP. 

TAMIU does not foresee any issues obtaining IRB clearance, as a similar study in the Laredo 
area with undocumented migrants was cleared last summer. TAMIU’s IRB is well-versed in these 
studies, given the location of the university, and will ensure that every precaution is taken to 
protect participants while balancing research objectives.  

Main study: The main study in Laredo will occur in February 2017, where a minimum of 350 
immigrants will be interviewed (approximately 300 at the Border Patrol detention center and 50-
75 at POEs). A timetable will be chosen to accommodate existing activities scheduled at the 
sector—such as the arrival and departure of detainees and visits by the Mexican consulate. As in 
the previous study, the Border Patrol will inform the research team of detainees who may be 
interested in volunteering for an interview. When meeting with the interviewer, participants will be 
told that the survey is strictly voluntary, responses will have no impact on adjudication, individual 
responses will be strictly confidential and will not be given to Border Patrol, and they can stop the 
interview at any time. In the 2013 study, each interview lasted approximately 12 minutes, with the 
briefest one at 5 minutes and the longest at 50 minutes. Due to the expanded topics areas 
addressed in this project, we anticipate the average interview time will be approximately 20 
minutes. Most questions will have fixed responses choices, with several open-ended questions 
to capture unstructured, qualitative responses. 

After introducing themselves to the detainees and prior to asking the survey questions, an 
interviewer will read a statement explaining the nature of the interview and the process to be 
followed, and then ask the detainee to sign a consent form. 

To be eligible for participation, participants must: 

 have been detained in an attempt to cross the border, 
 be at least 18 years of age, 
 consent to be interviewed 

Individuals who do not meet eligibility requirements or provide data inconsistent (i.e., fingerprint-
verified data does not match verbal responses) with Border Patrol records will be removed from 
the data pool. To assess the veracity of responses, fingerprint-verified data for two questions—a 
detainee’s date of birth and previous apprehensions by the Border Patrol—will be provided to the 
research team by the Border Patrol, as indicated by the Laredo Sector as “ground truth,” or a 
cross-check, to compare against the responses from the detainee.  

Analysis: To answer the primary research questions, the following will be analyzed:  

 decision to migrate, and the factors that went into that decision prior to making the trip; 
previous turnbacks 

 deterrence factors, including those at the border and knowledge of consequences 
 trip characteristics, including time in border region before crossing, number of attempts 

per trip, dangers during the trip 
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 smuggler relationships, such as price, contract terms, and contingencies 
 
These items will help policy makers understand the reasons for making a crossing attempt. 
Several questions will be open-ended, and the research team will use coding to make sense of 
these questions.  The research team will enter responses to the open-ended questions into a 
software program known as QDA Miner, which then allows researchers to look for common 
themes important to the grounded theory approach for this project. Common themes (i.e., 
responses) will then allow for quantitative analyses. The quantitative analysis will make use of 
ANOVAs from fixed-choice questions to check for differences between groups of interviewees. 
Additionally, logistic regressions techniques will be implemented to identify the factors that have 
the greatest impact on the likelihood of attempting a future crossing. An advantage of a logistic 
regression is the ability to identify the marginal effects of each factor. In the first study, findings 
from these analyses will be used to inform the model. In subsequent surveys, the research team 
will use these quantitative methods to test hypotheses.  
 
E. Leverage 
A survey instrument will be developed that is based on the 2013 survey. Additional questions will 
be created and incorporated into the survey to capture new areas recommended by stakeholders 
(see above).  

Bilingual interviewers will be hired to conduct the survey. The interviewers will be fluent in both 
English and “street” Spanish.  

F. Performance Metrics 
ID Description Quantitative Performance 

Target 
P.1 Score on the Data Collection & Analysis Rubric Above 80% 
P.2 Score on the Research Presentation Rubric  Above 80% 
P.3 Score on Annual Report Rubric  Above 80% 

 
*Provide a preliminary rubric for their projects  
 

ID How will final performance be assessed? 
P.1 Assessment by the Project Champion  
P.2 Assessment by the Project Champion  
P.3 Assessment by the Project Champion  

At the conclusion of each sector study, a comprehensive report will be generated that summarizes 
the findings from the survey and provides recommendations to policy makers.  

Project metrics that signal progress prior to the final report include: 

Phase I: 

 Annotated bibliography of previous surveys and studies 
 Site selection 
 Logistical plan for data collection  
 Finalization of a survey instrument that can be replicated in different sectors over time 

 
Phase II: 

 Hiring interviewers 
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 Translation of survey into Spanish 
 Pilot survey 
 Successful data collection from a minimum of 600 unauthorized migrants in each Border 

Patrol sector and 75-100 at POEs 
 

Upon the completion of the data collection in each sector, the following will be provided: 

 Final report with technical analysis, findings, and policy recommendations  
 Briefing(s) to stakeholders in Washington, DC  
 Submit articles for publication in peer-reviewed journals. These may include: 

o The Quarterly Journal of Criminal Justice 
o Crime & Delinquency 
o Journal of Social, Political and Economic Studies 
o Security Dialogue  

 Present findings at academic, government and industry. These may include:  
o Academy of Criminal Justices Sciences (ACJS)  
o Southwestern Association of Criminal Justice (SWACJ)  
o Border Security Expo 
o Homeland Security Week  
o Border Management Summit  

The impact of this study will be assessed through feedback from stakeholders on presentations 
of the final report (written and oral). 

G. Rubrics 

Rubric P.1: Data Collection & Analysis 

Criterion 1: The survey data collection is large enough and the data are usable for analysis. In evaluating this 
criterion, the following questions will be considered: 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

1. A sufficiently large sample of surveys has been 
collected. 

     

2. The data collection followed established protocols 
and met IRB requirements. 

     

3. The data are in a format suitable for statistical analysis.     
 

Criterion 2: The fixed-choice survey questions exhibit desirable psychometric properties. In evaluating this 
criterion, the following questions will be considered: 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

4. Each item on the survey will measure only one concept.      
5. The items on the survey will measure what they are 

intended to measure. 
     

6. The survey will contain items related to prior research in 
the field. 

    

7. The items on the survey show discriminant validity.     
 

Criterion 3: The data analysis methodology is appropriate for this type of research. In evaluating this criterion, the 
following questions will be considered: 
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Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

8. The mixed-method approach uses well-
established methods for understanding 
qualitative and quantitative data. 

     

9. Grounded theory development is well-
documented 

     

10. The grounded theory development used 
appropriate methods 

     

11. Statistical analyses use well-established methods, based 
on existing literature. 

     

12. Predictive models are consistent with other research 
in the existing literature. 

     

13. The interpretation of the results is appropriate.     
 
Rubric P.2: Research Presentation 
 

Criterion 1: The results will be relevant to researchers in studying recidivism and border crossing attempts. In 
evaluating this criterion, the following questions will be considered: 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

1. This research was (or soon will be) submitted to a 
reputable journal in a relevant discipline. 

     

2. This research was (or soon will be) presented at 
conferences. 

     

3. This research is relevant to prior work in this field.     
 

Criterion 2: The results will be relevant to practitioners in the fields of recidivism and border security. In evaluating 
this criterion, the following questions will be considered: 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

4. This research was (or soon will be) presented at trade 
conferences 

     

5. This research has been covered by trade press      
 
Rubric P.3: Annual Report 
 

Criterion 1: The results will be useful to DHS in assessing the effectiveness of existing policies and procedures. 
In evaluating this criterion, the following questions will be considered: 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

1. The survey results show differences that predict 
likelihood of future crossing attempts. 

     

2. The results are related to existing policies and 
procedures.  

     

3. This research is relevant to the mission of DHS.     
 

Criterion 2: The annual report will be readable and accessible for a DHS audience. In evaluating this criterion, the 
following questions will be considered: 



62 
 

 
Strongly 
disagree 
1 

2 3 4 
Strongly 
Agree 
5 

4. This research was (or soon will be) presented for DHS 
officials. 

     

5. The executive summary of the research is clear and 
well-presented. 

     

6. The report uses graphics and figures to communicate 
results. 

    

H. Transition Plans 

Two primary items for the transition of actionable data include: a policy briefing with the Office of 
Border Patrol, the Office of Policy, and the Office of Immigration Statistics Initially, an executive 
summary will be prepared as part of a comprehensive report. Additionally, the researchers will 
work with stakeholders to develop a strategy for the transition of actionable data to end users in 
a useable, customer-friendly manner that ensures it can be put to use immediately. These will be 
delivered at the end of the project, and will include results on demographics, migrant knowledge 
of CDS, OTM vs. Mexican migrants, smuggler relationships, POE vs. between POE entrants, etc.  

I. Stakeholder Engagement 

Monthly conference calls will be conducted facilitate open communication with the Office of Border 
Patrol, Strategic Planning and Policy, CDS; the Office of Policy, Unity of Efforts Integration and 
its metrics team, and the Office of Immigration Statistics. Teleconferences will be arranged by the 
P.I., who will provide a dial-in number. O 

This project will benefit the Border Patrol by increasing knowledge of unauthorized immigrant 
motivations and understanding the impact of the CDS. It will address key questions posed by the 
Office of Policy and the Office of Immigration Statistics, which can be leveraged into its metrics’ 
team research.  

J. Programmatic Risks  

Risks include a lack of access to detention centers and POE holding facilities, finalization of 
logistics plan, and verification of fingerprint data. Border Patrol stakeholders have committed to 
facilitate these issues and no significant problems are anticipated. To mitigate any possible risks, 
researchers will work closely with Border Patrol at headquarters and sector levels to ensure 
successful, smooth operations, and swift resolution of logistical issues. Access to the detention 
centers is provided by Border Patrol, and the co-PI will coordinate with the sector to ensure access 
to the site. CBP will also provide access to detainees at POEs. In a worst-case scenario, if access 
to the selected site proves unfeasible, the P.I.s will work with Border Patrol to relocate to another 
sector.  

K. Project Outcomes 

Five primary outcomes are forecasted from this project that can be leveraged for immediate 
impact: 

 Provide empirical data to inform government policies and programs that will deter 
individuals from crossing the border (first and repeated offenses).  

 Provide data to identify which parts of the Consequence Delivery System are effective, 
and which can be improved. 
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 Understand how to more effectively deploy Border Patrol resources based on where and 
why individuals choose to cross. 

 Identification of similarities and differences between Other-than-Mexican (OTM) and 
Mexican migrants to help Border Patrol deal with the recent rise in OTM crossing. 

 Ports of Entry – DHS will have a greater understanding of why some migrants choose to 
cross at POEs vs. between POEs, thus opening the possibility of improved strategies for 
deterring these activities.  
 

L. Project Outputs  
 
Project Outputs – Period 1: Phase I 

ID Description Delivery Date (4 months after 
Phase I start) 

D.1 Revised survey instrument and logistics plan   November 1, 2016 
D.2 PowerPoint of Briefing(s) to stakeholders in Washington, DC November 1, 2016 

 
Project Outputs – Period 1: Phase II 

ID Description Delivery Date (8 months after 
Phase II start) 

D.3  PowerPoint of Briefing(s) to stakeholders in Washington, 
DC 

June 30, 2017 

D.4 Grounded theory & hypotheses paper June 30, 2017 
D.5 Journal article(s) submitted for publication June 30, 2017 
D.6 Crossing attempts model June 30, 2017 
D.7 Final report June 30, 2017 
D.8 Academic and industry conference 

presentations/publications 
June 30, 2017 

 

Project Outputs – Period 1: Phase II 

ID Description Delivery Date (8 months after 
Phase II start) 

D.3  PowerPoint of Briefing(s) to stakeholders in Washington, 
DC 

June 30, 2017 

D.4 Grounded theory & hypotheses paper June 30, 2017 
D.5 Journal article(s) submitted for publication June 30, 2017 
D.6 Crossing attempts model June 30, 2017 
D.7 Final report June 30, 2017 
D.8 Academic and industry conference 

presentations/publications 
June 30, 2017 

 

M. Project Tasks 
Specific Tasks- Period 1: Phase I 

ID Description Completion Date (4 months 
after Phase I start) 

T.1  Meet with Project Champion September 15, 2016 
T.2  Site visit(s) to finalize logistics plan September 15, 2016 
T.3  Annotated bibliography November 15, 2016 
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T.4  Finalize survey questions November 15, 2016 
 
Specific Tasks- Period 1: Phase II 

ID Description Completion Date (8 months 
after Phase II start) 

T.5  Pilot test January 15, 2017 
T.6  Meet with Project Champion January 30, 2017 
T.7  Main data collection February 15, 2017 
T.8  Data analysis March 30, 2017 
T.9  Meet with Project Champion June 16, 2017 
T.10  Report findings June 30, 2017 
T.11  Evaluation activities June 30, 2017 
T.12  Meet with Project Champion June 30, 2017 
T.13  First draft journal article June 30, 2017 

 
 

N. Project Milestones 
Project Milestones- Period 1, Phase I   

ID Description Completion Date (4 months 
after Phase I start) 

M.1  IRB submitted November 1, 2016 
 
Project Milestones- Period 1, Phase II 

ID Description Completion Date (8 months 
after Phase II start) 

M.2 Main data collection completed February 28, 2017 
M.3 Final report issued June 30, 2017 
M.5 First draft journal article  June 30, 2017 

 

 

O.  Student Involvement 
This information was not available at the time of submission 
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Project P.2.1: Developing a Concept of Operations for an Innovative System for 
Measuring Wait Times at Land Ports of Entry 

Project Leads 

 Juan C. Villa, Program Manager, Principal Investigator (PI), TAMU 
 Melissa Tooley, Senior Research Engineer, TAMU 
 Rajat Rajbhandari, Associate Research Engineer, TAMU 

A. Introduction 

Border wait times at land ports of entry are an important measurement of port performance, trade, 
and regional competitiveness. A reliable and systematic method of measuring border wait times 
is needed in order to make better construction, planning, and operations decisions at land ports 
of entry (POEs).  

Currently, U.S. Customs and Border Protection (CBP) staff measures border wait times in a non-
scientific way with different criteria on a POE by POE basis. CBP staff has to dedicate time to 
collect information on border wait time to populate CBP’s website and mobile application, while 
this time could be spent performing border inspection activities at land POEs.  

The Texas A&M Transportation Institute (TTI), with funding from the Federal Highway 
Administration (FHWA) and the Texas Department of Transportation (TxDOT) has developed and 
implemented radio frequency identification (RFID) and Bluetooth technology-based wait time 
measuring systems for commercial and passenger vehicles, respectively. The commercial vehicle 
border wait measuring system has been implemented at the seven largest POEs in Texas and 
Arizona, while the passenger vehicle measuring system has been implemented only at the 
Zaragoza-Ysleta POE in El Paso. Similarly, various state departments of transportation and the 
Canadians have implemented wait time systems on the US-Canada border.  

As technologies become more pervasive and more functional, there is a need to enhance the 
systems to take advantage of emerging technologies such as connected vehicle3, automated 
vehicle, WiFi, global positioning system (GPS), and near field communication (NFC). The current 
systems also need to be enhanced by adding new capabilities, such as queue prediction, and 
providing information to other simulation projects that are proposed under the CBTIR. 

Enhancing the existing system and adding new capabilities requires an understanding of DHS 
and CBP’s current and future needs regarding port operation and planning; the understanding of 
these needs is key to the success of this research project. Based on this, the Research Team will 
create a Concept of Operations (ConOps) document that lays the foundation necessary to design 
an enhanced wait time system at the land ports of entry in a later project phase.  

The ConOps is a process by which the current and future needs of CBP and other stakeholders 
at the ports are systematically captured in order to develop a high-level design of a system.  

Under this project, a technical and market assessment will also be conducted to identify 
technologies that have implementation potential. A preliminary test of those selected technologies 
will be performed at TTI’s Proving Ground Research Facility Riverside Campus during this 1-year 
project.  

                                                 
 

 

3 http://www.its.dot.gov/landing/cv.htm 
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The intent is that the selected technologies and enhancements based on the ConOps developed 
under this 1-year project will be further tested and deployed in subsequent phases at land POEs 
to demonstrate the functionality of the system. 

B. Benefits to DHS 

The 2014 QHSR has as one of its strategic priorities the adoption of a risk segmentation approach 
to securing and managing flows of people and goods that prioritizes facilitation of legal trade and 
travel while minimizing disruptions. This project will benefit DHS by facilitating the development 
of a tool to measure border wait time in a systematic way, identifying technologies that will reduce 
port of entry operation costs and by providing reliable and consistent information for decision 
making. This will facilitate the implementation of this priority and will allow CBP field officers to 
dedicate more time for inspection by relying on a technology-based border wait time measuring 
system, rather than performing manual measurements and reporting. 

C. Project Description 

Background & Motivation: The vast majority of people and goods entering, exiting, and traversing 
the U.S. represent lawful travel and trade. These flows are a main driver of U.S. economic 
prosperity. Measuring commercial and passenger vehicle wait times entering the U.S. at land 
POEs is an important POE performance measure. DHS and CBP have specific border wait time 
parameters that need to be met, and currently CBP measures border wait times inconsistently 
throughout land ports of entry and require field inspectors to spend time performing these activities.  

There is a need to develop the next generation border wait time measuring system that 
incorporates emerging technologies and provides reliable and consistent information to CBP and 
DHS. This will make the operation of land POEs more efficient and support DHS’s Secure and 
Manage Flows of People and Goods Strategy.  

Challenges: There are two types of challenges. The first is technology, which concerns identifying 
emerging technologies, understanding their development trends, and determining their 
compatibility with existing technologies that could enhance the existing wait time system.  

The other challenge is institutional. Land ports of entry and their operation and planning require 
involvement of public and private sector stakeholders from two countries to interact/collaborate at 
different levels. Often their missions and objectives are different from one another, although their 
end goal may be the same. This increases the level of complexity as there is no complete control 
of the environment. Hence, the wait time system needs to be sensitive to this environment and 
meet the needs of all key players involved in POE operation including CBP.  

Goals/Objectives: The main goal of this phase of the research is to develop the Concept of 
Operations for enhancing the border wait time measurement system for commercial and 
passenger vehicles at the land ports of entry, and identify technologies that could be implemented 
in the field to reach the goal.  

D. Methodology  

The systems engineering philosophy will be applied to the research. The general approach will 
be the first to have a clear understanding of DHS and CBP current and future needs as they relate 
to border wait times measurement and data dissemination. An analysis of current and emerging 
technologies that have potential to be used for border wait time estimation will be incorporated 
into the analysis to transform needs and technology into high-level designs in the ConOps.  

The ConOps is a scientific and consensus based process developed by the Department of 



67 
 

Defense. Its sole purpose is to capture high-level needs and requirements of stakeholders of a 
system under consideration. Concerning this project, the stakeholders are CBP and other land 
POE operators. The needs and requirements are prioritized based on weights which can also be 
based on consensus.  

Once the needs and requirements are clearly identified, the ConOps then includes high-level 
functional design of the system that meets the needs of the stakeholders. The design could be 
subject to several iterations among the stakeholders and the researchers. The high-level design 
is then used to develop testing and implementation of technologies.  

Task 1 – Identify Needs of CBP and other Border Agencies 

Stakeholder input is critical to ensure that a practical, implementable system can be 
deployed. TTI will work with representative(s) from CBP (headquarters and field offices), as 
well as counterpart agencies in Mexico (i.e., Mexican Customs – Aduana and Canadian 
Border Services Agency -- CBSA) to identify detailed future border wait time measurement 
needs.  

The Research Team will prepare a detailed list of information required to document current 
status and plans related to border wait time measurement. Such information may include 
plans to deploy border wait time measurements at the ports, prior studies describing the effect 
of resource allocation on wait times, hourly volumes/number of lanes open at select ports, 
and other relevant documentation regarding the collection/dissemination of wait times. 

The information received will be analyzed and the Research Team will prepare an interview 
guide that will serve to identify current and future needs from CBP and DHS in regards to 
border wait time measurement. Important elements such as disaggregation of border wait 
time by traffic category, level of accuracy, reporting intervals, different levels of information 
requirements, specific reporting requirements, access to raw data and data dissemination 
protocols need to be clearly understood and documented. 

The Research Team will perform interviews with CBP and DHS staff at the headquarters and 
field offices to capture information. Interviews will be conducted in person when feasible or 
via telephone or other formats to maximize travel budget during the project.  

The information will be analyzed and classified to develop a document describing current and 
future border wait time information needs at various levels of the organization. The 
information will define performance metrics for the development of the enhanced border wait 
time measurement system 

Task 2 – Analyze Relationships between Various Parameters Influencing Wait Times  

The Research Team will compare the inbound truck volume and number of lanes open 
against the wait times to understand the correlation between these operational parameters. 
This analysis will help the Research Team quantify how the number of lanes and incoming 
volumes influence wait times. TTI will perform a similar analysis for passenger vehicles.  

This exercise will provide parameters to create a statistical model, which will be used to 
identify sensitivity and correlations between wait times and inspection times, volume, and 
lanes open. The model will also take into account other operational practices that influence 
wait times, such as shift change, alert statuses etc. The Research Team believes that an 
enhanced system should be designed in such as a way that it is sensitive to causal factors, 
such as incoming volume, number of lanes open, inspection times, shift changes, elevated 
risk alerts etc.  

Task 3 - Develop a Concept of Operations for the Enhanced System 
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The TTI team will draft an initial ConOps for the enhanced system. A key input to the ConOps 
is a list of needs and requirements from CBP regarding what kind of enhancements would 
be required to the current practice (and system) to measure/interpret/analyze the wait times 
of trucks and passenger vehicles at land POEs. Tasks 2 and 3 would provide those key 
inputs.  

A ConOps is a document that provides a high-level overview of the “who, what, where, and 
how” and identifies high-level requirements for the enhanced system. The ConOps and its 
high-level design would not be specific to any particular port of entry and will not specify 
technologies. It would mostly focus on how the enhanced system ought to fulfill the needs of 
CBP. However, the ConOps does include scenarios that may be unique to one or more ports 
of entry.  

Based on the needs and requirements of the stakeholders, the Research Team will develop 
high-level design of the enhanced system. At this stage, it will be a conceptual design 
describing functions needed to meet the CBP and other stakeholder’s requirements. It will 
include logical designs, and interfaces between components within wait time systems. The 
ConOps will also describe how the components of the enhanced system should perform and 
how the system will be validated and evaluated.  

The Research Team will present the ConOps to CBP headquarters and field offices using a 
webinar format, during which it will receive comments regarding CBP’s needs. The Research 
Team will, if necessary revise the ConOps to reflect those needs and requirements. 

Task 4 – Analyze Current and Future Technologies  

TTI will perform SWOT (strength, weakness, opportunity, and threats) analysis of 
technologies that could support the needs assessed in Task 1 and 3 and parameters 
influencing border wait times (Task 2). The SWOT analysis will consider an individual 
technology’s functional capabilities, market trends, deployment costs, and maturity. The 
technology assessment will also take into consideration applicable performance measures 
defined in Task 1. 

The Research Team will perform an analysis of technologies that are currently in use (e.g., 
radio frequency identification, Bluetooth, pavement loops) to measure wait times. Results of 
the analysis would include design issues, strengths and limitations of the technologies, 
implementation issues, and capital and maintenance costs. TTI will analyze whether existing 
systems could be upgraded to meet the requirements of CBP.  

TTI will also analyze available technologies that are not currently utilized to measure wait 
times. Current systems to measure wait times of passenger vehicles use Bluetooth signal 
sensing technology. However, more and more mobile devices are using Wi-Fi signals. Hence, 
the project team will investigate whether deploying Wi-Fi sensors can result in a much higher 
number of samples. 

TTI will analyze new technologies that could eventually replace current technology in the near 
future. The Research Team will explore market availability, interoperability, maturity (widely 
implemented in other countries), regulatory issues, life cycle costs, and other attributes. One 
such emerging technology is 5.9 GHz dedicated short-range technology and near field 
communication. The current radio frequency identification system deployed by CBP at its 
ports uses 915 MHz.  

The Research Team will also identify innovative algorithms, business intelligence techniques 
and smart vehicle reporting to utilize wait time analytics for predicting queue formation and 
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generate warnings to CBP field offices. This has the potential of providing information for real 
time adjustments in the field operations.  

Task 5 – Perform Bench and Field Tests of the Technology Products and Analyze 
Performance 

The intent for this 1-year project is to not only develop the ConOps, but to test the selected 
technologies (Task 4) in a closely controlled environment to ensure they are suitable for the 
real world tests in future phases.  

The Research Team will use the Proving Ground to identify if the technologies operate as 
per technical specification of the vendors and if they can satisfy basic requirements of the 
enhanced system – such as data transfer, ease of configuration, integration with third party 
applications, etc.  

Specific technologies that meet the performance criteria will be tested at TTI’s Proving 
Ground Research Facility Riverside Campus. Tests will be performed using passenger and 
commercial vehicles circulating at various speeds and various queue lengths. Inspection 
booths will be simulated and vehicles will stop at different time intervals to simulate primary 
inspection operations for trucks and passenger vehicles.  

Based on the results of previous tasks and the final ConOps document, the Research Team 
will estimate implementation and operation costs of the proposed enhanced system, and 
compare them to the existing operation and implementation costs. The Research Team will 
also predict border wait times under various traffic demand characteristics to determine the 
system’s border wait time predictability capacity under various operation scenarios. 
Information for the scenario definition will be collected during Task 3 of the project.  

Towards the end of the research project, TTI will submit a draft report describing activities 
and results from individual tasks. Alongside the report, TTI will present its findings and 
recommendations to CBP via meetings in Washington, DC as well as in selected field offices. 
The report will include a detailed testing implementation plan to be conducted in Phase II of 
this project, if approved. 

E. Leverage 

During this 1-year project, CBP and DHS border wait time data needs and future plans will be 
documented to serve as the foundation for the development of the ConOps. An assessment of 
potential technologies that could be implemented to meet system requirements will also be 
conducted, and a test of the most relevant technologies will be performed at the TTI’s Proving 
Ground Research Facility Riverside Campus in College Station, TX. Located on 2,000 acres with 
3.5 miles of paved runways, the Proving Ground has hosted thousands of full-scale crash tests. 
The facility is also home to numerous other permanent programs and equipment that, taken 
together, ensure our nation’s roadways will continue to be safer. TTI also performs various 
technology tests such as RFID and dedicated short range communication tests. The aerial view 
of the facility is shown below:  
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The researchers will use the proving ground to identify if the technologies operate as per technical 
specification of the vendors and if they can satisfy basic requirements of the enhanced system – 

TTI researchers testing RFID 
technology using gantry at the 

Proving Ground. 

TTI researchers testing DSRC 
5.9 GHZ connected vehicle 
technology at the Proving 

Ground. 
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such as data transfer, ease of configuration, integration with third party applications etc. At the 
Proving Ground, TTI researchers can simulate POE operation by creating multiple lanes (using 
traffic cones) and using gantries and roadside poles to test technology devices.  

The intent is that before technologies are deployed in real-world POE, they will be tested in a 
closely controlled environment to ensure they are suitable for the real world tests in future phases. 
TTI has an office in El Paso, and, because there are several POEs in that region, it is proposed 
to have the real-world test bed in El Paso for the next phases of the project.  

Coordination and collaboration with other CBTIR projects indicate that several data sets from the 
border wait time measurement system will be shared to perform modeling and simulation under 
the Modeling Methodology and Simulation of Port-of-Entry Systems project proposed by Dr. 
Benjamin Melamed of Rutgers University. 

F. Performance Metrics 

ID Description Quantitative Performance Target Achieved by 
(MM/YY) 

P.1 Border wait time measuring system 
implementation cost 

Reduce implementation cost by 15% 01/17 

P.2 Border wait time measuring system 
operation cost 

Reduce operation cost by 20% 01/17 

P.3 Border wait time predictability 
capacity 

Predict border wait time under 6 
scenarios. The scenarios are shown in the 
following table 

01/17 

 

Scenario 
Traffic Type 

FAST* non FAST 
1 Low number of vehicles Low number of vehicles 
2 Low number of vehicles High number of vehicles 
3 High number of vehicles Low number of vehicles 

4 
Constant number of vehicles 
arriving at the POE 

Sudden variations of the number of 
vehicles arriving at the POE 

5 
Sudden variations of the number of 
vehicles arriving at the POE 

Constant number of vehicles arriving at the 
POE 

6 
Sudden variations of the number of 
vehicles arriving at the POE 

Sudden variations of the number of 
vehicles arriving at the POE 

*FAST – Free and Secure Trade Program vehicles 

ID Baseline Performance on 11/15 How is baseline established? 
P.1 Current cost of implementing border 

wait time system by Port of Entry 
(POE). 

The implementation base line cost will be estimated 
based on current implementation cost for a border wait 
time crossing measurement system at the U.S./Mexico 
border. The research team has been implementing and 
operating several systems at various POEs for the last 
years and can estimate current implementation costs.  

P.2 Current operation cost of border wait 
time measuring system by Port of 
Entry. 

The operation base line cost will be estimated based on 
current operation cost for a border wait time crossing 
measurement system at the U.S./Mexico border. The 
research team has been operating several systems at 
various POEs for the last years, and can estimate 
current operation costs. 
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P.3 Current system does not have this 
capacity. 

The baseline will be created under the scenarios to be 
tested. 

 
ID How will final performance be assessed? 
P.1 Based on final ConOps document, estimated 

implementation costs will be calculated and 
compared to current costs. 

 

P.2 Based on final ConOps document, estimated 
operation costs will be calculated and compared 
to current operation costs. 

 

P.3 Theoretical proof of wait time predictability. Using traffic data that represent all six 
scenarios, the algorithm will be tested to 
identify if the border wait time can be 
predicted under all scenarios.  

 
G. Transition Plans 

This 1-year project would not lead to an implementation as the objective is to develop the ConOps. 
However, the Research Team has experience in transitioning research products to end-users. 
Based on this experience, the team plans to engage end-users throughout the project. This 
includes CBP officers in Washington as well as field offices at the border.  

H. Stakeholder Engagement 

There will be constant stakeholder engagement throughout the project. The project Champion is 
with the Office of Field Operations, U.S. Customs and Border Protection. The Research Team will 
also work with the field offices to identify current and future needs and to discuss technology 
assessment results. 

The outcomes of this project will benefit CBP by providing reliable border wait time information. 
This information will be used by the trade community and travelers to make better routing 
decisions in terms of cross-border travel time to reduce costs and increase U.S. economic 
prosperity. 

I. Programmatic Risks  

This research project in this phase has very little programmatic risk since it does not involve 
purchasing, development, and deployment of software and hardware components. However, 
Task 3 will need continuous monitoring since the Research Team will request highly granular 
volume and lane level data from CBP. Because this may be considered sensitive by CBP, the 
Research Team will work closely with the project champion and S&T program manager to obtain 
the data in a timely manner. 

J. Project Outcomes  

The outcomes of this project are two-fold: with the enhanced border wait time system that will be 
more accurate than current manual data collection and have predictability capabilities, CBP field 
officers would be able to dedicate more valuable time to inspection activities and less to 
measuring border wait times. The second outcome is an improved decision making process for 
POE planning, staffing and expansion activities with constant and systematic flow of information 
from the field that the border wait time measurement system will provide.  

K. Project Outputs 

Project Outputs – Year 1 
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ID Description Delivery Date 
D.1 Needs Assessment Report 03/16 
D.2 Concept of Operations Report 08/16 
D.3 Final Project Report, Including Analysis 12/16 
D.4 Conference Publication 12/16 

 
L. Project Tasks 

Specific Tasks-Year 1 

ID Description Completion Date 
T.1 Identify Needs of CBP and other Border Agencies. Meet with Project 

Champion to present Needs assessment results. 
03/16 

T.2 Analyze Relationships between Various Parameters Influencing Wait 
Times  

05/16 

T.3 Develop a Concept of Operations for the Enhanced System. Meet with 
Project Champion to present ConOps and receive feedback 

08/16 

T.4 Analyze Current and Future Technologies  10/16 
T.5 Perform Bench and Field Tests of the Technology Products. Analyze 

Performance. Meet with Project Champion to present the results 
12/16 

 
M. Project Milestones 

Project Milestones-Year 1  

ID Description Completion Date 
M.1 Completion of Needs Assessment 03/16 
M.2 Concept of Operations 08/16 
M.3 Completion of Tests and Analysis 12/16 

 
N. Student Involvement 
Undergraduate Students: N/A 

Graduate Students  Total number: 2 

The first student will be involved in Task T.2 “Analyze Relationships between Various 
Parameters Influencing Wait Times”. The student will benefit from this work by getting him 
familiar with real world data that needs to be analyzed and explain the relevance based on the 
analysis results. 

The second student 2 will be involved in Tasks:  
 T.2 Analyze Relationships between Various Parameters Influencing Wait Times  
 T.3 Develop a Concept of Operations for the Enhanced System.  

The student will benefit from this work as it is part of her PhD degree, and will use this project as 
a guide for her thesis.   
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Project P.2.2: Modeling Methodology and Simulation of Port-of-Entry Systems 

Project Lead 

 Benjamin Melamed, Rutgers University 
 

A. Introduction 

Currently, CBP (including its OFO component) uses simulation to solve primarily tactical short-
term problems related to POEs. We propose to develop a modeling methodology and a suite of 
detailed simulation models of POE sites for strategic planning of POEs or clusters thereof across 
a local geographic area to complement similar activities at CBP-OFO. The main idea is to develop 
detailed simulation models of POEs that are readily understood by observers, be they experts or 
laypersons. This will be achieved by laying POE facilities over a realistic and familiar geographic 
map that shows the roads and inspection facilities layout as well as animated traffic across a POE 
and dynamic evolution of key statistics (e.g., histograms, means, variances, and coefficients of 
variation of crossing-time, etc.) and metrics (e.g., the monetized cost of waiting times to drivers, 
the environmental impact of waiting in terms of vehicle emissions, etc.). In a similar vein, 
simulation objects (facilities, vehicles, etc.) will be rendered in two or three dimensions with the 
ability to switch among views. Emphasis will be placed on ease of use and flexible parametrization 
of models (via dropdown menus, forms, tables, etc.), and selected dynamic parameterization 
(changing parameters, say, by sliders while the simulation is running). Furthermore, the user will 
be able to zoom in and out of the model to inspect a variety of hierarchical views at various 
structural granularities, such as a single POE station, a PEO facility or a cluster of POEs. The 
project requirements will be guided by interaction with and input from CBP-OFO and other CBP 
stakeholders to ensure that the simulation tool conforms to their needs. 

The goal of such models is to assist in future planning of POE evolution (typically expansion) and 
assessing the resultant performance metrics for decision making and optimization (e.g., selecting 
a best configuration among a set of candidates). Detailed simulation models can be readily further 
modified and customized to support other DHS planning activities pertaining to hypothetical 
adverse scenarios, including (a) evacuation of a local population due to a natural or man-made 
disaster, such as inclement weather (e.g., impending hurricane or flooding), chemical accident, 
etc.; (b) loss of POE infrastructure (e.g., terrorist event resulting in POE closure); and (c) traffic-
disruptive event (e.g., accident resulting in lane closures at a POE). Moreover, simulations of POE 
clusters can be used to study and understand methods of traffic balancing by directing excess 
traffic to a nearby alternative POE. Thus, each proposed simulation model will serve as decision 
support systems (DSS), namely, a computer program application that analyzes data and presents 
it so that users can make business decisions more easily. In our case, the models will support 
analysts and decision makers in a variety of activities that guide POE evolution: analysis and 
evaluation of POE performance metrics, POE long-term planning, and study of hypothetical POE 
“what-if” scenarios. 

For the current 18 month project (Years 1 and 2), we will deliver a software prototype simulation 
model of the Bridge of the Americas POE at El Paso, Texas (model validation and transitioning 
will take another 6 months as per the original proposal). For future project periods we propose 
two sets of detailed simulations models of POE clusters: one for the Mexican-border POEs at El 
Paso (Bridge of the Americas and the Ysleta Bridge), and one for the Canadian-border POEs at 
Detroit (Ambassador Bridge and Windsor Tunnel). 

Developing such detailed models calls for a powerful but reasonably priced simulation 
development platform. To this end, we propose the AnyLogic platform which admits multi-method 
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simulation paradigms (discrete event, continuous, and agent-based), visual and textual 
construction of models using built-in and user-created icons, integration with general 
programming capabilities (using the ubiquitous Java programming language), intuitive 
visualization, and full animation. 

B. Benefits to DHS 

DHS is tasked via its CBP component with ensuring fast and sustained flows of people and freight 
through POEs, without compromising security. This project will benefit DHS by providing a suite 
of DSSs (computer program applications that analyze data and present it so that users can make 
business decisions more easily). In this project, the DSSs will be detailed simulation models of 
individual POEs and clusters thereof within close geographic proximity. These will serve primarily 
as strategic planning tools designed to support CBP’s mission of overseeing fast and secure flows 
of vehicles and pedestrians across U.S. POEs.  

C. Project Description 

Background & Motivation: Fast and secure flows across U.S. POEs are essential to the U.S. 
economy and its supply chains, whereas slow flows and disruptions can cause severe economic 
damage, or even pose a strategic threat to the national economic wellbeing. Specifically, 
excessive POE delays are detrimental to the national economy, as they translate into a variety of 
economical burdens and costs, including personal inconvenience to travelers in terms of time and 
missed connections, increased supply chain lead times and their attendant cascading disruptive 
effects, and an elevated transportation carbon footprint resulting in environmental and public 
health consequences.  

Challenges: The main challenge is the standard one of devising models with a good trade-off 
between model fidelity and complexity (both time complexity in terms of run times and space 
complexity in terms of requisite storage). Fidelity metrics (measured by the discrepancy between 
historical metrics and model-predicted metrics) will be used to validate the simulation models, 
while modeling at the appropriate detail level will be used to minimize complexity metrics without 
sacrificing significant fidelity. 

Goals/Objectives: The overarching objective of the project is to provide CBP and its components 
with tools that will speed up and streamline the flow of vehicles and pedestrians across U.S. POE 
without compromising security. The proposed DSSs aim to support CBE components engaged in 
longer-term planning, capacity expansion and revisions of POE layouts and operations. For 
models of POE clusters, there is the additional goal of using the models to devise ways to level 
traffic across multiple POEs. 

D. Methodology  

The POE simulation methodology and detailed model development will follow the well-established 
paradigms of modern modeling and simulation. We will use primarily the discrete-event simulation 
methodology, where model building is customized to each POE. Traffic generation and modeling 
will use the agent-based modeling methodology, while the modeling of operations (movement 
through POE stations) will use a process-based modeling methodology. Stakeholder users will 
use the detailed simulation models as an in-vitro laboratory to perform longer-term planning of 
POE facilities, experimenting with traffic leveling schemes across clusters of POEs, as well as 
studying “what-if” questions on POE performance in the wake of adverse traffic surges due to 
hypothetical adverse events. All these modeling methodologies are supported by the AnyLogic 
simulation platform, which admits mixtures thereof in the same model. The end product will be 
transferred to the end user as a Java application program that can run without purchasing the 
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AnyLogic platform. However, if end users wish to change model code, then the AnyLogic platform 
will have to be acquired. The cost is comparably modest: depending on features its purchase 
price currently ranges from about $5,000 to about $20,000 with annual renewal fees of about 20% 
of the purchase price. 

E. Leverage 

The detailed simulation models will require visits to POEs to study their layout and operations and 
to obtain operational parameters. The required resources will be the time of collaborating 
members at DHS-OFO and the POEs to be modeled by providing design requirements, 
operational information, and feedback on work in progress. For model testing and validation, the 
required resources will be waiting/crossing time records to be provided by the TAMU-TTI team, 
which has already installed the requisite infrastructure in selected POEs. Specifically, vehicles 
equipped with transponders communicate wirelessly with reading stations they pass by at entry 
points to the POE and exit points from it, and the resultant records are archived. Each record has 
data fields for a vehicle ID and the time stamp of its passing by the reading station, so that 
waiting/crossing times can be readily computed from these records. Since the reading stations 
have already been installed by the TAMU-TTI team at the selected POEs to be modeled and large 
data sets of such records have already been collected, there already is adequate historical data 
of sufficient variability for the model verification activity. Consequently, the timeline of this project 
is independent of that of the TAMU-TTI team. Finally, CBP user time will be required to transition 
the simulation models to them, including training. 

F. Performance Metrics 
 

ID Description Quantitative 
Performance Target 

Achieved by 
(MM/YY) 

P.1 Usability metric of the simulation program’s user 
interface. We will use n=10 potential users who will 
run the software in one session. They will then fill out 
the usability questionnaire (on a Likert scale of 1-5) in 
the following reference: J. Brooke, “Measuring 
Usability with the System Usability Scale (SUS)”, in 
Usability Evaluation in Industry (Jordan et al., Eds.), 
Chapter 21, Taylor and Francis, 1996. Using the SUS 
computation of user scores, for the 10 questions in 
this questionnaire the SUS user score will range from 
0 to 100. 

Average user SUS 
score of at least 70%. 

06/17 

P.2 POE crossing time response curve to a range of 
increasing traffic congestion for sets of fixed service 
resources 

Monotonically 
increasing response 
curve 

06/17 

P.3 POE crossing time response curve to a range of 
increasing service resources for sets of fixed traffic 
congestions  

Monotonically 
decreasing response 
curve 

06/17 

 
ID Baseline Performance on 11/15 How is baseline established? 
P.1 There is no baseline at this time   
P.2 There is no baseline at this time   
P.3 There is no baseline at this time   

 
ID How will final performance be assessed? 
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P.1 We will report the results and tests in the final annual report on 06/17 
P.2 We will report the results and tests in the final annual report on 06/17. 
P.3 We will report the results and tests in the final annual report on 06/17 

 
A simulation DSS will be used for modeling POEs and conducting simulation runs to assess their 
performance (primarily crossing times) for planning purposes. Project milestones will be the 
completion of tasks in the standard sequence of modeling activities: requirements writing, 
data/information collection, model building, code verification, model validation, final testing, 
documentation/manual writing and transitioning to end users. The main goal of the project is the 
reduction of the average crossing time metric by optimal or near-optimal allocation of POE 
resources (lanes, booths, human resources, etc.). Model goodness will be assessed using fidelity 
metrics (measured by the discrepancy between historical metrics and model-predicted metrics), 
which will be used to validate the simulation models, while modeling at the appropriate detail level 
will be used to minimize structural and computational complexity metrics without sacrificing 
significant fidelity. The impact of the modeling project will then be measured by estimating the 
reduction of average crossing times via a comparison of simulated average waiting times to their 
historical counterparts as measured at the POE. This methodology will be similarly applied to 
metrics that monetize waiting times at a POE and the attendant carbon emissions. An informal 
performance metric will be user satisfaction with the DSS’s modeling facilities and model fidelity. 
It should be noted that simulation modeling is a highly technical area requiring users with a high 
degree of expertise and experience, and as such the proposed simulation DSSs primarily target 
a small group of simulation experts at CBP-OFO as users (the stakeholder group is far broader 
and includes port directors and other administrators and decision makers, but these will be 
consumers of simulation results). Since the detailed simulation models and their usability will be 
developed in close collaboration with the target user group, users’ satisfaction will be gauged by 
ongoing discussions in the course of continual interactions with them. 

G. Transition Plans 

Transition of outputs to CBP components will take place in Year 3 and will include detailed 
documentation of all simulation tools, hands-on training of end users of the simulation models 
(e.g., CBP-OFO modelers), and modifying the tools according to feedback obtained from them. 

H. Stakeholder Engagement 

Stakeholders of the POE modeling methodology and detailed models include CBP-OFO 
personnel, as well as emergency management components such as FEMA. We will work closely 
with CBP champions in designing the simulation models and their features to fit their needs. These 
interactions will be carried out via site visits accompanied by presentations and tool demos as 
well as frequent conference calls for information exchanges and discussions. 

 Stakeholders/HSE: The primary champion for this project is within Operational and 
Enterprise Analytics, U.S. Customs and Border Protection. 
 
Two additional stakeholders are: 
1) A secondary champion with the Office of Field Operations, U.S. Customs and Border 

Protection 
2) A stakeholder who indicated interest with Cargo Security, DHS/S&T 
 
The DSSs above will be used by CBP-OFO as a longer-term planning tool, primarily for 
capacity planning, that is, expansion of existing POEs or creation of new ones before traffic 
growth overwhelms current POEs. They will also be used to study, plan and answer “what-
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if” questions related to traffic management following a hypothetical adverse disruptive event 
such as a major accident, natural disaster, terrorist incident, etc., which require managing 
temporary surges of flows across POEs. Such emergency management issues should also 
be of interest to FEMA.  

I. Programmatic Risks  

The main risk is not achieving adequate fidelity when modeling incoming traffic. If that proves 
unsatisfactory (say, due to actual traffic burstiness), we will use time series generation techniques 
that inject autocorrelation into inter-arrival times to capture traffic burstiness effects. As is the case 
in all applied modeling endeavors, there is always the risk of using inaccurate modeling details 
and operational parameters, but close interaction with champions and stakeholders should 
minimize this risk. 

J. Project Outcomes 

Outcomes attendant to the simulation methodology and detailed models are in support of the CBP 
mission of facilitating fast and secure traffic across U.S. POEs via easier and more accurate 
longer-term planning, as well as studying “what-if” questions concerning POE performance in the 
wake of adverse traffic surges due to hypothetical adverse events. Additional outcomes are the 
intangibles of modeler end-user satisfaction stemming from ease of use and speeded up POE 
modeling and evaluation. As simulation modeling is a highly technical area requiring users with a 
high degree of expertise and experience, the DSSs to be developed will serve the needs of a 
small group of simulation experts at CBP-OFO as users (the stakeholder group is much broader 
and includes port directors and other administrators, but these will be consumers of simulation 
results who are not expected to directly exercise the simulation models). Since the detailed 
simulation models and their usability will be developed in close collaboration with the target user 
group, user satisfaction will be automatically ensured via ongoing discussions with the users in 
the course of continual interactions with them. 

K. Project Outputs  

Project Outputs – Year 1 

ID Description Delivery Date (MM/YY) 
D.1 Modeling methodology and requirements document 02/16 
D.2 Information and data collected 04/16 
D.3 Technical report describing the parameterized models of traffic and 

service processes 
06/16 

D.4 Annual report 06/16 
 
Project Outputs – Year 2 

ID Description Delivery Date (MM/YY) 
D.5 Design document 12/16 
D.6 Prototype simulation program 04/17 
D.7 Verified prototype simulation program and test results 06/17 
D.8 Annual report 06/17 

 
 
 
 
L. Project Tasks 



79 
 

Specific Tasks-Year 1 

ID Description Completion Date 
(MM/YY) 

T.1 Acquire a suitable simulation platform acceptable to CBP and 
computing supplies 

01/16 

T.2 Develop a general modeling methodology for POEs, including 
requirements in terms of model structure and metrics 

02/16 

T.3 Meet project champion to discuss the modeling methodology 
document 

03/16 

T.4 Travel to POE site to gather information and data on the prototype 
detailed POE simulation model.  

04/16 

T.5 Perform data modeling of traffic and service processes using the 
data collected 

06/16 

T.6 Meet project champion to discuss information and data collected. 
Attend DHS-CBTIR workshop. 

06/16 

 
Specific Tasks-Year 2 

ID Description Completion Date 
(MM/YY) 

T.7 Meet project champion to discuss preliminary prototype model 
design 

08/16 

T.8 Develop a detailed prototype simulation model design, including 
structure, user interface and other features of the selected POE 
model 

12/16 

T.9 Meet project champion to discuss complete simulation model 
design 

12/16 

T.10 Code the design and produce the prototype simulation model 
program 

04/17 

T.11 Meet project champion to discuss and demo prototype simulation 
model 

04/17 

T.12 Verify the simulation model, and perform usability test (using the 
SUS survey methodology) and monotonicity tests 

06/17 

T.13 Meet project champion to discuss usability test results. Attend 
DHS-CBTIR workshop. 

06/17 

 
 
 
 
M. Project Milestones 

Project Milestones-Year 1 

ID Description Completion Date (MM/YY) 
M.1 Completion of model information gathering and data 

collected 
04/16 

M.2 Completion of data models identification and preliminary 
parameterization 

06/16 

 
Project Milestones-Year 2  
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ID Description Completion Date (MM/YY) 
M.3 Completion of prototype model design 12/16 
M.4 Completion of prototype model verification and tests 06/17 

 
The initial key output by Year 2 is a prototype of a detailed simulation model for the selected POE 
(the current candidate is Bridge of the Americas in El Paso, Texas). Future outputs will consist of 
a simulation methodology and a suite of detailed simulation models of individual POEs in the El 
Paso and Detroit areas with a view to combing them into models of regional clusters (one in El 
Paso and one in Detroit). Such models will constitute DSSs which serve primarily as strategic 
planning tools via easier and more accurate longer-term planning, as well as studying “what-if” 
questions concerning POE performance in the wake of adverse traffic surges due to hypothetical 
adverse events. These DSSs are designed to support DHS-CBP’s mission of overseeing fast and 
secure flows of vehicles and pedestrians across U.S. POEs to support efficient supply chain 
operations and increase the convenience of the crossing populations.  

The only substantial delays might occur in obtaining modeling information and data. However, 
since the bulk of modeling interaction will be with the project’s champions and the validation data 
is already available on request from the TAMU-TTI team, we anticipate significant delays to occur 
with low probability. 

N. Student Involvement 

Undergraduate Students: N/A 

Graduate Students 

Total number: 1 

The student will be involved in tasks as follows: 

Period 1: 
T.2) Develop a general modeling methodology for POEs, including requirements in terms of 
model structure and metrics 
T.5) Perform data modeling of traffic and service processes using the data collected 
 
Period 2: 
T.8) Develop a detailed prototype simulation model design, including structure, user interface 
and other features of the selected POE model 
T.10) Code the design and produce the prototype simulation model program 
 
The student will benefit from this work by obtaining support for his PhD degree (tuition and 
compensation), exposure to research (modeling, analysis and simulation of complex systems), 
and acquisition of valuable skills for the marketplace (simulation programming in Java). 
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Project P.3.1: Uncovering Human Smuggling Patterns from Guatemala to the U.S. 

Project Lead  

 Gary J. Hale, Voir Dire International, LLC 

A. Introduction 

This project will address the gap of knowledge (“the unknowns”) in specific Human Smuggling 
routes, patterns, and the numbers of human migrants moving north from Central America through 
Mexico. Project Findings (number of migrants in the flow, or “unknowns”) will be compared with 
DHS detention data (the number of arrests of “the knowns”) to assess the number of successful 
entrants (“The Successful”) into the U.S. This knowledge will provide DHS a better ability to 
manage resources at the U.S. southern border. 

The project will utilize Geographic Information Systems (GIS) to plot, map and analyze critical 
nodes in the transportation or Human Smuggling “supply chain” and to develop estimated 
numbers of migrants in the stream. The GIS database will establish a framework that allows for 
visualization of the data and more efficient decision making.  

B. Benefits to  

 DHS: This project envisions the utilization of "Time and Space" as an effective mitigation 
strategy to allow DHS enforcement personnel to more effectively secure and manage our 
borders and thereby more effectively enforce and administer U.S. immigration laws and 
streamline the entry of people into the U.S. This Human Smuggling project will build upon 
existing detection and monitoring activities of DHS/CBP by providing a more 
comprehensive, multi-dimensional and strategic view of the areas of interest and linking 
that knowledge to a proposed regional detection and monitoring approach that will include 
the proposed interaction of several Central American nations, Mexico and the U.S. 

 Stakeholders/HSE/Others: DHS Office of Policy; Department of Homeland Security.  

C. Project 

Background & Motivation: Motivations include supporting the DHS international strategy 
of combating terrorism and Trans Criminal Organizations, strengthening the security and 
resilience of the Global Supply Chain and Travel System, expediting lawful flows of people and 
goods and promoting lawful immigration.  

Challenges: The most difficult obstacle or challenge to providing a comprehensive database of 
migrant route maps for interdiction agencies may be the obtaining of ground truth by gaining the 
cooperation of Mexican immigration and customs authorities, social workers and others that 
provide safe haven for central American migrants as they make their way north from Guatemala 
to the Mexico-Texas border. We expect to engage Mexican government, academia and Non-
government Organizations to assist us in gathering this data, as a way to mitigate this potential 
deficiency. 

Goals/Objectives: To develop a framework of assets related to Human Smuggling migration 
patterns and generate an associated geospatial model to provide an environment for analysis and 
visualization of those patterns, ultimately enhancing border security decision-making strategies. 
This framework will evolve as new data is received so that changes in migration patterns can be 
discerned. 
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D. Methodology  

The target of this project is to allow DHS stakeholders to make better decisions or determinations 
about border enforcement strategies. These decisions or determinations will be supported by 
analysis of geographic and non-geographic data that have been located, plotted and mapped. 
They will also be supported by survey data about smuggling contracts and other journey dynamics 
that will be analyzed and provided in narrative form with tables and charts. 

E. Resources 

GIS: Acquisition of open-source and commercially-available aerial imagery will assist in the visual 
identification of support-infrastructure related to Human Smuggling movement and allow for 
cover-change detection.  

These include the discovery of new pathways leading to river crossings, visible alteration of 
surface features that reveal human activity, and other discernable changes to the landscape.  

Once identified, the positions of real-world features and captured biometric data will populate the 
developing geo-database. These include existing and conspicuous multi-modal transportation 
means and conveyances. 

F. Performance Metrics 

ID Description Qualitative Performance 
Target 

Achieved by 
(MMYY) 

P.1 Score on the Mapping Tool Rubric.  Above 80% 06/17 
P.2 Score on the Rubric for Project Findings 

& Final Report  
Above 80% 06/17 

 
ID Baseline Performance on 06/16 How is baseline established? 
P.1 Define and apply “unknowns” to a 

baseline model  
Identify stakeholder needs and requirements  

P.2 Identify and use existing analysis models Site visit and collaboration with stakeholders 
 

ID How will final performance be assessed? 
P.1 Mapping tool functions as expected and as assessed by Project Champion using Rubric 

 
G. Mapping Tool Rubric 

 
Criterion 1: Clear identification and attribution of unique real-world features that describe the 
geography of a framework for Human Smuggling previously not located and mapped. In evaluating 
this criterion, the following questions will be considered: 

 
Strongly 
Disagree 

(0) 

Disagree 
(1) 

Neutral 
(2) 

Agree 
(3) 

Strongly 
Agree 

(4) 
Does the mapping tool enable the user to 
locate components of the previously-
unknown framework for Human Smuggling? 

     

Are the components of the geographic human 
smuggling framework identified by attributes 
describing types of support activities, place 
names and geographic coordinates? 
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Are smuggling routes identified and separated 
by conveyance method? 

     

 
Criterion 2: The specific software used to develop the Mapping Tool is suitable for meeting the 
Project’s Goals and Objectives. In evaluating this criterion, the following questions will be 
considered: 

 
Strongly 
Disagree 

(0) 

Disagree 
(1) 

Neutral 
(2) 

Agree 
(3) 

Strongly 
Agree 

(4) 
Is the Mapping Tool “user-friendly” and/or 
easy to use? 

     

Is the Mapping tool data easily migrated or 
integrated with DHS databases of Human 
Smuggling routes, patterns and support 
structures? 

     

Does the Mapping tool provide “added value” 
to DHS data bases regarding Human 
Smuggling activities? 

     

 
Criterion 3: The locational data represented within the Mapping Tool is sourced to its origin to ensure 
reliability and validity. In evaluating this criterion, the following questions will be considered: 

 
Strongly 
Disagree 

(0) 

Disagree 
(1) 

Neutral 
(2) 

Agree 
(3) 

Strongly 
Agree 

(4) 
Are the individual data points identified by 
origin or source? 

     

Are the individual data points validated by a 
validity and/or reliability structure? 

     

 
H. Dissemination Plan  

 Meetings/Conferences – Separate meetings will be convened at the end of Year 1 
(6/30/2017) and at the end of Year 2 (6/30/2018) to deliver results to DHS Stakeholders. 

 Publications – A narrative document (Project Findings & Final Report) will be produced to 
provide baseline information about migration patterns and will include maps to show 
routes and support structures.  

 Map Service - An on-line map service (ArcGISonline.com Web Mapping Service) will be 
deployed to allow DHS users in Washington and the field access to the data collected and 
analyzed. 

I. Transition Plans 

We will deliver physical Geo-database on a hard drive (also known as the Map Service) and we 
will publish the contents of the database on an internal DHS web-map for policy and field users. 

J. Stakeholder Engagement 

DHS Office of Policy; Department of Homeland Security.  

K. Programmatic Risks and Mitigation Plans 

There are some potential risks of data verification regarding immigrants/smugglers:  



84 
 

1. There is a potential for being unable to validating data of subjects within the smuggling 
patterns.  

Mitigation: Most of the data collected will be about places and locations of immigrant supply 
structures. In those cases where individual immigrants reveal their Personally Identifying 
Information (PII) during survey collection, the final reports will have the PII redacted to assure 
privacy. 

2. Some subjects may be a part of an ongoing investigation of suspects, such as recruiters, 
transporters and other exploiters of vulnerable individuals. 

Mitigation: The Principal Investigator and (yet-to-be-identified) Survey Collector are former 
law enforcement officials with security clearances. The Principal Investigator has a current 
SECRET security clearance. The Survey Collector will be a retired Border Patrol Agent with 
an active national level security clearance. Both participants are knowledgeable of handling 
and storing procedures for any Sensitive, but Unclassified, material that may be collected and 
later designated as such. Any PII of suspects, recruiters, transporters or others involved in 
Human Smuggling will be redacted from any reports and provided separately to DHS. 

L. Project Outcomes 

 Better representation of known and unknown data utilizing GIS analysis tools will enhance 
DHS ability to better understand the information 

 Data will be converted to geographic context which will allow DHS the ability to conduct 
spatial (locational) queries with respect to other related data sets.  

 This view of the data allows field operators to become more efficient and thereby more 
adequately focus on, or prioritize, the allocation of resources.  

 

M. Project Outputs  

Project Outputs – Year 1 (7/1/2016-6/30/2017) 

ID Description Delivery Date 
D.1 Year I Status Report 12/16 

 
 
N. Project Tasks 

Specific Tasks-Year 1 (7/1/2016-6/30/2017) 

ID Description Completion Date 
T.1 DHS Collaboration w/Stakeholders 07/16 
T.2 Year I – 1st QTR Champions Meeting  12/16 
T.3 Select/Install/Build GIS Platform  01/17  
T.4 Deliver Year I Status Report 06/17 

 

 (T.1) Collaborate with DHS Stakeholders for project de-confliction and direction  

(T.2) Year I – 1ST Qtr. Meetings with Champions  

 Collect raw, open source/news/social media data via internet regarding migrant flows.  
 Collect information on migrant crossing points from Guatemala to Mexico to the U.S. 

Border  
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 Collect open source data regarding migrant flows from: 
1. Migrant relief agencies (Catholic Charities, International Red Cross, etc.); 
2. NGO’s (relief organizations) regarding migrant flows; 
3. Academia, regarding information on migrant:; 

o Crossing points from Guatemala to Mexico to the U.S. Border 
o Relief agencies 
o Safe houses 
o Shelters 
o Food banks 
o Refugee camps 
o Boarding houses 

(T.3) Select/Install/Build GIS software platform  

(T.4) Preparation and Delivery of Year I Status Report  
 
 
O. Project Milestones 

Project Milestones-Year 1 (7/1/2016-6/30/2017) 

ID Description Completion Date 
M.1 Build a Mapping Tool 12/16 
M.2 Populate the Mapping Tool 06/17  

 
M.1 - Build a mapping tool  (31DEC16) 

 Acquired open source imagery and map layers created by GIS user communities via 
online spatial clearinghouses; 

 Realize model environment utilizing ESRI’s (Environmental Systems Research Institute) 
suite of ArcMap software components as the principal geodatabase management and 
map visualization tool; 

 Interviews of migrants and/or their smugglers will be conducted and resulting data input 
into the mapping tool to understand the dynamics of how migrant trafficking is carried out; 

 Interview of migrants will be conducted and resulting data input into the mapping tool to 
determine how migrants entered into contracts with smugglers and the specifics about 
those contracts; 

 Interviews will be conducted and resulting data input into the mapping tool to determine 
how migrants reached the U.S.-Mexico border utilizing known and unknown (to be 
determined) routes and support systems; 

 Interviews will be conducted and resulting data input into the mapping tool to determine 
what information the migrants received regarding U.S. immigration policies prior to 
departing their countries of origin, how they received such policy information and who 
provided the policy information. 

M.2 - Populate the mapping tool (30JUN17) 

 A geodatabase will be designed to reflect the nature of the project’s goals; 
 The geodatabase will be designed provide the environment for the storage and retrieval 

of collected tabular and spatial data; 
 The geodatabase will enable users to identify the locations of immigrant activities, support 

structures and/or movement along any transit routes;  
 Interview information acquired through surveys will be organized, collated and converted 

into tables for integration with GIS datasets for further analysis. 
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P. Project Outputs 

Year I 

 D.1 – (30JUN17) At the end of Year 1, a meeting will be convened and a Year I Status Report 
will be published and delivered. The report will include the scope and size of the project task 
lists previously performed and that are projected. 

 

Q. Student Involvement 

N/A  
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Project G.1.1: GPS/GNSS and Communication Authentication Standards for 
RECONS 
 

Project Lead 

 Demoz Gebre-Egziabher, University of Minnesota, Twin Cities Campus 

A. Introduction 

The ever increasing volume of global trade is resulting in larger and larger volumes of cargo that 
has to be processed at the US ports of entry (POE). This will require developing effective means 
for identifying and intercepting potentially dangerous cargo at or before its arrival at a POE. This 
must be done, however, without impeding legitimate trade and commerce which constitutes the 
majority of the cargo volume. As noted in the “DHS 5-Year Strategic Plan 2015-2019” and the 
“QHSR” one way to manage these competing requirements is by risk segmentation. This means 
identifying cargo associated with legitimate trade and expediting its processing at POE. This will 
require developing innovative procedures such as trusted-trader programs and technology to 
support their implementation. In “Vision and Strategy 2020: US Customs and Border Protection 
Strategic Plan” reusable electronic conveyance devices (RECONS) are identified as a key 
technology which will enable risk segmentation in the cargo shipping process. The work in this 
project is aimed at understanding the impact of RECONS on cargo processing at POEs as well 
as developing and evaluating RECONS designs. 

B. Benefits to: 

 DHS: As an instrument of trade, RECONS will enhance the efficiency of legitimate 
international trade. The analysis of RECONS can lead to the development of standards 
(national and international) which will make them international instruments of trade.  

 CBP: By facilitating risk segmentation RECONS can increase the efficiency of cargo 
inspection operations at POEs (e.g. fewer personnel, shorter inspection times). 
 

C. Project 

Background & Motivation: Reusable electronic conveyance security devices or RECONS are 
systems used to ensure that shipments arriving at ports of entry have not been tampered with in 
any way during transit. RECONS will enhance the efficiency of CBP’s processing of cargo 
shipments at ports of entry as well as Central Examination Stations (CES). They accomplish this, 
in part, by tracking the position history of the shipment to prevent or detect unauthorized openings 
or detours of shipments prior to its arrival at a port of entry. A key component that will make future 
RECONS design accurate and cost effective (and thus, easy to adopt) is the positioning and 
timing information provided by miniature GPS/GNSS receivers embedded in the RECONS 
hardware.  

The GPS signal used by civilians was not designed to accommodate the capability to do signal 
authentication. Thus, many researchers have developed techniques that will allow civilian users 
to perform GPS signal authentication. The state of art authentication techniques made 
opportunistic use of certain features in signal broadcast by the GPS satellites but normally not 
used by civilian users. In view of the fact that the Department of Defense now plans to discontinue 
broadcasting these signals which were the basis of existing civilian authentication techniques, 
new methods for realizing civilian authentication capability must be devised. Such a new design 
is further necessitated by the fact that the next generation of GPS satellites (which will start being 
launched sometime after 2016) will have new signal types. 
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Challenges: While GPS/GNSS may be an accurate and cost effective solution, in its current form 
it is not robust enough to be acceptable for RECONS applications. It is susceptible to malicious 
interference, jamming and spoofing (generating a false, GPS-like signal to convince a user that 
he/she is somewhere different than their actual location). Though illegal, devices for interfering 
with GPS in malicious ways can be purchased easily today. There have been numerous 
documented incidents in recent years where such devices have been used in an attempt to disrupt 
economic activity or gain financial advantage. Therefore, RECONS that are built around GPS 
must have the resiliency to deal with interference and jamming. They must also have the ability 
to authenticate whether they are using genuine signals or spoofed signals generated by an entity 
with a malicious intent. 

Goals/Objectives: There are two key outcomes of this work. The first outcome is a requirements 
document for GPS-based RECONS technology. The requirements documents will take into 
account notional CONOPS for expedited inspections at POEs and will identify the minimum 
performance requirements that need to be met by RECONS technology. Second it is to survey 
and characterize the state-of-art in the area and identify changes required (if any) to satisfy the 
RECONS performance requirements. Third, it is to generate a conceptual design of RECONS 
device that satisfies the performance metrics identified in the performance requirement document. 

D. Methodology  

The objective of this research is to identify and/or develop new techniques for GPS-based 
RECONS which include features for position and time authentication. The methods we will be 
interested in developing will be ones that will be backward compatible with future GPS signals. 
This will required developing (in collaboration with DHS and other stake holders) requirements 
which can be used to test GPS-based RECONS solutions. The ultimate goal of this is to develop 
standards for use by future commercial vendors when designing GPS-based RECONS.  

A four-layered approach will be used in this work:  

(1) Develop a set of requirements for GPS-based RECONS. This will begin by a literature 
survey of existing asset tracking solution and identifying how positioning and timing 
information could be used to improve port of entry operations.  This will be used to define 
a notional CONOP. Once we have identified how the positioning and timing information 
can be used, then requirements for the RECON devices generating this data will be 
drafted. This will be in consultation with our DHS champion, RECONS-like system 
manufacturers and businesses that would benefit for the implementation of RECONS-
based inspection systems at POEs. The performance requirements will include, in part, 
items such as acceptable false alarm rates and missed detection rates. 

(2) Survey of existing techniques for authentication methods suitable for RECONS. 
Descriptions of RECONS-like systems can be found in literature for the fields of navigation 
and localization. Thus, a starting point for this will be a detailed survey of the existing 
literature (publication associated with the Institute of Navigation or IEEE). In addition, 
interview of users and manufactures of existing RECONS-like systems will be conducted. 

(3) Develop new techniques or modify existing RECONS techniques to make them in 
compliance with the performance requirements developed. Existing RECONS-like 
systems will be evaluated (based on information that can be obtained from their 
manufacturers or in open literature) to see if they satisfy the requirements developed as 
part of this work. If they cannot perform at the level of the requirements, then conceptual 
designs of systems that can meet the requirement will be developed.  

(4) Perform high-fidelity simulations to determine which of the authentication techniques meet 
the performances requirements for RECONS. Computer models of the algorithms for 
RECONS conceptual design developed earlier will be developed. The models will be 
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MATLAB/Simulink-based models. Real and synthetic sensor data will be used in 
simulation scenarios to represent operational cases with and without faults. The computer 
model will be tested using these scenarios. The output of the simulation studies will then 
be used to assess the performance of the conceptual designs against the requirements 
developed. Design and algorithm changes will be made to ensure the performance 
requirements are satisfied.  

The results of this approach will be used in later years (beyond year 2) to develop physical 
prototypes of the RECONS designs 

E. Resources and Test-beds 

For performance period I and II, the work will not require any hardware resources. Extensive 
simulation using MATLAB are planned for the 2nd performance period. This will require obtaining 
software licensed for MATLAB and supporting software. 

F. Performance Metrics 

At the moment concepts of operation and associated performance metrics for RECONS are ill-
defined. As such, part of the proposed work is to develop reasonable performance metrics (e.g., 
acceptable false alarm rates, missed detection rates, cost per unit, etc.) for RECONS and 
associated concepts of operation. Thus one metric of success will be whether or not a set of 
agreed-upon performance standards can be developed within the confines of reasonable 
economic constraints. Once such standards have been developed, the later phase of the 
proposed work will be to develop and analyze RECONS designs and assess whether they meet 
the performance requirement developed in the earlier. 

ID Description Quantitative 
Performance Target 

Achieved by 
(MM/YY) 

P.1 Evaluate report on rubrics for “RECONS 
Requirements Report” 

Above 80%  10/16 

P.2 Evaluate report on rubrics for “RECONS Survey 
Report” 

Above 80% 11/16 

P.3 Evaluate report on rubrics for “RECONS 
Conceptual Design Report” 

Above 80% 06/17 

 
ID How will final performance will be assessed? 
P.1 Assessment by the Project Champion 
P.2 Assessment by the Project Champion 
P.3 Assessment by the Project Champion 

G. Rubrics 

Overview 

The first phase of the project titled “GPS/GNSS and Communication Authentication Standards for 
Reusable Electronic Conveyance Devices (RECONS)” has three distinct tasks. This document 
defines a set rubrics that will be used to assessing the performance of each of those tasks. The 
tasks whose performance will be measured are: 

1. Generate a report identifying and describing a set of requirements for the design and 
performance of RECONS. These requirements will anchored to a notional Concept of 
Operations for RECONS. This CONOP should not be construed as one that will be used 
in the future by CBP or other stake holders in DHS. Rather it is a surrogate for actual 
CONOPS which will be developed later. This CONOP will be used as an anchor around 
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which methods for deriving requirements will be developed and methods for evaluating 
technologies will be explored. It will be flexible, however, to accommodates future changes 
in thinking about RECONS and serve as starting point for development of actual CONOPS 
by CBP or other groups within DHS 

2. Generate a report documenting a survey of existing solution for RECONS and assess how 
well they meet the performance requirements outlined in the report in Task 1. 

3. Generate a report describing a conceptual (paper/simulation) design of a RECON that 
satisfies the requirements articulate in the report from Task 1.  

 
The schedule (as defined by the outputs and deliverable schedule) represent a compressed 
schedule. As initially conceived, the first phase of this work had a duration of 17.5 months. The 
revised work schedule given below has a duration of 13 months. This compressed but aggressive 
work scheduled is being pursued because the principal investigator will be on a teaching leave of 
absence during the first phase of this project. As such, the PI will be able to dedicate a significant 
amount of time to the project. It is anticipated that this will allow starting work dealing with design 
and construction of RECONS device concept prototype at the end of the first phase (Year 1 and 
2) of the project. 

Rubric Definition 

 P1. Rubric for assessment of RECONS requirements report 
The output of the first task will be a report documenting the RECONS requirements. The criteria 
defined below will be used to assess whether the report effort to generate a set RECONS 
requirements was effective. The report will be judged acceptable if, at a minimum, it answers the 
following criteria in the affirmative: 

 
Strongly 
Disagree 

(0) 
1 2 3 

Strongly 
Agree 

(4) 
Criterion 1: Notional Concept of Operation (CONOP) is a 
reasonable starting point for developing requirements and 
evaluating technologies 

     

Criterion 2: Requirements incorporate and clearly articulate the 
interest of all potential customers and stakeholders. 

     

Criterion 3: Requirements are flexible and accommodate multiple 
technologies. 

     

Criterion 4: Requirements spell out measurable system 
performance requirements (e.g., Missed Detection rate, False 
Alarm rate, etc). 

     

 P2. Rubric for assessment of report on the survey of existing RECONS. 
The output of the second task will be a report surveying existing technology solutions for 
RECONS. The report will be judge acceptable if, at a minimum, it answers the following criteria in 
the affirmative: 

 
Strongly 
Disagree 

(0) 
1 2 3 

Strongly 
Agree 

(4)
Criterion 1: Survey is thorough with respect to transportation 
domains (land, sea, air). 

     

Criterion 2: Survey is thorough with respect to technology 
domains (GPS/GNSS, RFID, etc). 

     

Criterion 3: Survey effectively use the requirements developed in 
Task 1 to assess existing RECONS solutions. 
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 P3. Rubric for assessment of report on RECONS conceptual design. 
The output of the third task is a report documenting a conceptual design of a RECONS that 
satisfies the performance requirements defined in Task 1. The report on the conceptual design of 
a RECON will be judged acceptable if, at a minimum, it answers the following questions in the 
affirmative: 

 
Strongly 
Disagree 

(0) 
1 2 3 

Strongly 
Agree 

(4) 
Criterion 1: There is sufficient detail in the report such that the 
conceptual design can be replicated by others. 

     

Criterion 2: Performance (in simulation or using experimental data 
if available) of the conceptual design is measured against the 
performance requirements from Task 1. 

     

Criterion 3: Descriptions of how the conceptual design can be 
translated into a laboratory prototype is provided. 

     

  

H. Dissemination Plan  

In addition to the deliverable white papers, we plan to disseminate the findings of our work to 
interested parties within DHS by volunteering to give “brown bag lunch” talks at DHS S&T. For 
the research community at large, the dissemination will occur via conference papers and 
presentation. At the moment, the conferences we plan to present our work in are one of the 
following each year: (1) ION-GNSS+ which is held every September (2) ION-ITM held in January 
every year and (3) IEEE/ION Position Location and Navigation Symposium (PLANS) held in April 
on even years. While these are the major conferences we plan to present at, we will consider 
other conferences that appear relevant. Furthermore, major findings that are technical in nature 
will be submitted to archival journals for publication. 

I. Transition Plans 

At the moment we do not have specific transition plans. However, based on prior work with DHS 
S&T, our plan is to keep our sponsor at DHS S&T, CPB and other groups fully appraised of the 
progress of our work. This way we will ensure that when the time comes for transitioning our work 
there will be enough time to plan a methodical transfer of knowledge and findings to the relevant 
ground in DHS. Currently, there are several companies developing asset tracking technologies 
(e.g., CSR now Qualcomm, Wisetrack). We have contacts and have worked with some of these 
companies in the past but they are very protective and are unwilling to divulge any information 
about their work in this area. We will continue to monitor the key players in the area and assess 
the need for closer engagement in case the development of the technology warrant it. 

J. Stakeholder Engagement 

We plan to ensure stake holder engagement in the following ways: First, we will provide periodic 
presentation (either via Skype/Google Hangout) to keep all interested parties appraised of our 
progress. Second, we will make the effort to schedule periodic visits to DHS S&T or other relevant 
organization with DHS that we will be working. In previous engagement with DHS S&T these visits 
took the form of “brown bag lunch” seminar presentations. Third, we will invite DHS stakeholders 
to our laboratory at the University of Minnesota to see first-hand. The primary stakeholders will all 
be with DHS S&T. 

 

 



92 
 

K. Programmatic Risks and Mitigation Plans 

The background required for researchers to start making contribution in this field (GNSS) is rather 
steep. We have potential research assistants with the requisite experience identified for this work 
but it is not clear at the moment if they will be at the University of Minnesota in the spring of 2016 
due to pending job offers. If that is the case, we will have to hire less experienced research 
assistant. It might take a while for such a graduate research assistant to come up to speed on the 
project. Therefore to mitigate the risk of project delays due to this, we may plan to hire a post-
doctoral scholar or research engineer to “kick start” the project and train the graduate student that 
will be working on the project. To this end, we have started contacting potential post-doctoral 
scholars and engineers to assess their interest and availability. 

L. Project Outcomes 

We anticipate that the primary outcome of our work will be technologies which will enable CBP to 
be more efficient at processing cargo shipments at POEs. In the process of developing new 
technologies and methods, we will simultaneously train the students to appreciate the challenges 
of the Homeland Security enterprise. As such, they should be well prepared to enter the DHS 
workforce prepared. 

M. Project Outputs 

We will submit white papers to DHS and our stake holders documenting all our findings. All 
simulation models and algorithms we develop will be available (open source) for DHS and stake 
holders. In conjunction we will publish conference papers and peer reviewed journal articles. 

Project Outputs – Year 1 (5/1/2016 – 6/30/2016) 

ID Description Delivery Date (MM/YY) 
D.1 Progress report on RECONS Notional CONOP & 

Requirement Development 
06/2016 

 
Project Outputs – Year 2 (7/1/2016 – 6/30/2017) 

ID Description Delivery Date (MM/Y) 
D.2 RECONS Requirement Report 09/2016 
D.3 RECONS Survey Report 11/2016 
D. Draft of a conference paper that will be submitted to the ION-

ITM 2017 Conference  
01/2017 

D.5 RECONS Conceptual Design Report 06/2017 
 
N. Project Tasks 
Specific Tasks-Year 1 (5/1/2016 – 6/30/2016) 

ID Description Completion Date (MM/YY) 
T.1 Meeting with DHS champions to discuss progress on 

developing notional CONOPS & Requirements 
06/2016 

Specific Tasks-Year 2 (7/1/2016 – 6/30/2017) 

ID Description Completion Date (MM/YY) 
T.2 Development of notional RECONS CONOP 08/2016 
T.3 Development of RECONS Requirements Document 09/2016 
T.4 Survey of existing RECONS technology 11/2016 
T.5 Brief DHS Champions of Survey Results 11/2016 
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T.6 Conceptual design of RECONS device 3/2017 
T.7 Brief DHS on conceptual design 3/2017 
T.8 Develop simulation model for RECONS device algorithms 5/2017 
T.9 Brief DHS on RECONS simulation model 5/2017 
T.10 Preliminary simulation studies and performance evaluation 

of RECONS algorithms 
6/2017 

 

O. Project Milestones 
Project Milestones-Year 1 (5/1/2016 – 6/30/2016) 

ID Description Completion Date (MM/YY) 
M.1 Completion of progress report on RECONS notional CONOP 

& requirement report 
06/2016 

Project Milestones-Year 2 (7/1/2016 – 6/30/2017) 

ID Description Completion Date (MM/YY) 
M.2 Completion of RECONS CONOP & requirement report 09/2016 
M.3 Completion of RECONS survey report 11/2016 
M.4 Completion of RECONS conceptual design. 03/2017 
M.5 Completion of RECONS simulation model 05/2017 
M.6 Completion of preliminary RECONS simulation studies 06/2017 

 
P. Student Involvement 

Undergraduate Students: N/A 

Graduate Students 

Total number: 1 

The student will be involved in all tasks of the project assisting the PI as a research assistant 
(RA). For the phase I effort, he will help research background information on existing RECONS-
like systems. He will also help the PI in developing notional RECONS CONOPS. This work will 
be part of the work he is completing as part of his M.S. thesis in aerospace engineering.
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Project G.1.2: Participatory Operational Assessment (POA): evaluating and 
predicting the operational effectiveness of Cargo Security Processes at Ports of 
Entry 

Project Lead 

 Maria Burns, University of Houston;  

 

A. Introduction 

The Risk Assessment and Participatory Operational Assessment (POA) methodologies to be 
applied in this project, seek to address the goals of the DHS to measure, assess, and predict the 
impact of security processes to facilitate legitimate trade and travel. Over the past few years the 
DHS and the CBP in particular, have adopted a number of technology assessment configurations, 
in an effort to evaluate different arrangements of inbound cargo processes. Results of assessment 
configurations revealed that each port of entry has distinctive inbound cargo security processes, 
based on resources (technologies, infrastructure, superstructure, budget, personnel). To mitigate 
the DHS mission and goals to improve the performance of various national Ports of Entry (PoEs), 
the findings of this research will allow for generalization of the study results. While the strategy 
and investment decisions may vary based on regional, commercial and financial particularities, 
as well as factors pertinent to port size, cargo volume, cargo types, etc., the DHS still requires a 
methodology that measures, compares and improves the time and processing of inbound 
containers in each Port of Entry (POE). Based upon these findings, the University of Houston 
develops a Risk Assessment and Participatory Operational Assessment (POA) framework to be 
applied by DHS in diverse Ports of Entry, and encompass multimodal transportation.  

B. Benefits to DHS 

DHS / CBP / ICE will benefit through a new protocol that improves cargo processing times, and 
identifies areas of delays and waste, as well as areas of best practices. The deliverables of this 
research are expected to enhance existing DHS practices and optimize their applications 
pertinent to infrastructure and superstructure investment and applications, cargo security risk 
assessment, d ananalysis of alternatives (AoA). The CBP through the Container Security Initiative 
(CSI) aims to increase the cargo scanning ratio of inbound cargoes at Ports of Entry with ultimate 
goal the scanning of 100% of inbound containers. This project will also support the Immigration 
and Customs Enforcement (ICE), in identifying transportation and infrastructure vulnerabilities.  

C. Project Description 

Background and Motivation: As stipulated by the 9/11 Commission Act, the CBP and ICE are 
monitoring security at Ports of Entry, including seaports and land border ports in the US and 
abroad4.  

                                                 
 

 

4 The Implementing Recommendations of the 9/11 Commission Act of 2007 (9/11 Commission Act). Pub. 
L. 110-53 (8/3/07). Available at https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1283. Last accessed in 
12/4/2015.  
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Each year, U.S. transport networks import and export at least two billion metric tons of cargo, 
including 15 million sealed containers. The electronic manifest information on cargo brought into 
the USA is reviewed by CBP, but due to the high freight volume and commercial pressure for 
optimum capacity and reduction of delays, a large proportion of this cargo remains physically 
unchecked, resulting in potential security risks related to illegitimate trade, transport, or terrorism. 

Challenges: One of the major challenges addressed by this research is the means to increase 
the rate of efficiency and reduce processing times of inbound containers at national Ports-Of-
Entry (POEs), without compromising the security  protocols, and without deviating from the 
standard operational processes. Developing a “Participatory Operational Assessment” technique 
will offer a standardized protocol for inbound cargo processing by eliminating areas of waste, and 
achieving better processing times, while complying with the security regulatory framework. This 
technique will help DHS reach its cargo processing goals, and will facilitate trade by enhancing 
security with optimum technologies and limited disruptions. Optimizing the inbound processing 
time by implementing an improved operational method is a significant challenge, with ample 
generalization possibilities to encompass sea and land border crossings and multimodal 
transportation. Since the DHS/CBP prioritizes on the inbound cargo security, the first period of 
this study will develop a method applicable to seaports, whereas the second period will cover a 
methodology for land border crossing via trucks. As stipulated by DHS S&T OUP, this research 
will focus on the cargo processing times during commercial operations. The research team will 
not seek access to CBP premises, and will not use CBP data. 

The deliverables of this research should be used by the DHS / CBP / ICE agents in different POE 
configurations, with different infrastructure and superstructure, and diverse cargo handling 
operations.  

Goals/Objectives: This study will develop a Participatory Operational Assessment (POA) model 
that evaluates and predicts the operational effectiveness of cargo technologies, as well as risk 
assessment models. Operational effectiveness is hereby defined as the best operational practices 
that allow a PoE to utilize its inputs in the best possible manner. This study will also improve 
processing times through elimination of transport delays, errors and waste occurring at PoEs.  

This research aims to improve the efficiency of cargo operations at Ports of Entry (PoEs), and 
consequently reduce the costs of the implementation and execution of operational configurations. 
Testbeds for this research will be located in the State of Texas, yet the deliverables will be easily 
applied to other PoEs. The main testbed for Year 1, is the Port of Houston (TX), a major global 
container port strategically located at the US Borders with Central America. The port serves as a 
hub for global, continental, and national cargo shipments. Each year it handles nearly 2 million 
twenty-foot-equivalent units (TEUs) of containerized cargo. 12,000 ships and over 800,000 trucks 
visit the port each year. 5 

 

The first year’s deliverables will apply to seaport containers, whereas the second year’s 
deliverables will apply to land border containers transported via trucks.  

                                                 
 

 

5 Port of Houston Authority. About the Port. Available at http://www.portofhouston.com/. Last accessed 
12/4/2015.  
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Objectives include, but not limited to the following:  

(i) Develop a robust risk assessment model capable of identifying high-risk 
containers, even in the absence or limitations of advance intelligence information;  

(ii) Determine the efficiency of inbound cargo operations; identify cause for delays, 
and improve cargo processing time;  

(iii) Formulate guidelines and techniques for a Participatory Operational Assessment 
(POA) protocol, to assist the DHS / CBP / ICE personnel in optimizing their 
operations.  

(iv) Establish a dissemination strategy for the transfer of the research deliverables, and 
future applications for diverse technologies, and diverse Ports of Entry. 

(v) Based on the research findings, consider future research directions, focusing on 
cargo security processes at POEs. For example (a) the development of training 
courses for POEs based on identified cargo security vulnerabilities and training 
gaps; and (b) alternative applications of this methodology in other DHS-related 
cargo security technologies and processes.  

Recommendations on systemic vulnerabilities, and remarks on operational and technology-
human factor interdependencies will assist the DHS in developing an improved cargo process. 
The POA protocol will help the DHS eliminate areas of waste (time, resources, processes) at sea 
or land border crossing. The areas of waste may be identified in different processes of the supply 
chain, and encompass the private sector, and/or the public sector.  

To fully benefit from the findings of this research, the investigators will first conduct the Risk 
Assessment and Participatory Operational Assessment, with two options for DHS: (a) to either 
align their operational strategy towards the most efficient processes, or (b) report the results to 
private industry stakeholders (port authorities and multimodal transportation companies) so they 
can improve their own performance.  

D. Methodology  

Process selection: The research is based on tests and evaluation of the containerized cargo 
processing times on a point-to-point basis. During the first period of research, the Port of Houston 
will be used as testbed for a sea Port of Entry. During the second period of research, the Laredo, 
Texas area will be used as test bed for a land border Port of Entry. The findings of this study 
combined with the recommendations and conclusions on best practices may allow for 
generalization of the study results to other Ports of Entry. As part of the recommendations and 
conclusions, stratified sampling applied to POEs for sea and land-border crossing will ensure the 
research is more representative of the processing time patterns per strata. Hence, the findings of 
this random process selection will have national and global applications among POEs. 

The following distinct process is envisioned to be assessed in this research, subject to DHS 
approval: 

Year 1: Seaport processing time from ship’s arrival at port, to berthing waiting time, to cargo 
handling, to containers’ selection and scanning by CBP, up to the final clearance and 
transportation. The research will addressing all operational/cargo handling stages, except for the 
CBP process (targeting and selection of container boxes, scanning process, and clearance). As 
stipulated by DHS S&T OUP, this research will not seek access to CBP premises, and will not 
use CBP data. 
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Year 2: Trucking processing time from the Mexican to the US Border, to containers’ selection and 
scanning by CBP, up to the final clearance and transportation.  

 

Research Approaches: Participatory Operational Assessment (POA) entails a process of 
engaging DHS and private industry stakeholders (POE authorities and multimodal transportation 
companies) with the purpose of constructively enhancing the deliverables of this study. 
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Participatory assessment entails to a public-private sector approach and critical evaluation of the 
challenges and solutions leading to improved border processing times. 

Three distinctive research approaches will be used to produce the Risk Assessment and 
Participatory Operational Assessment methodology:  

(A)  the empirical process testing approach:  
Stage 1: Measurement of baseline performance, i.e. measurement of cargo 
processing times before the new POA methodology is applied;  
Stage 2: Identifying systemic improvements, entailing time delays, errors or waste;  
Stage 3: Developing a standardized POA methodology;  
Stage 4: Measurement of the new POA processing times, based on site visits and 
visual inspections. In this stage, researchers have addressed areas for improved 
operational efficiency. Measurements of operational performance will focus on Key 
Performance Indicators and the monitoring of inputs (i.e. resources available) vs. 
output variables (i.e. processing times related to cargo volume of container boxes 
arrived at the POE, boxes targeted/selected by CBP for scanning, and finally boxes 
cleared).  
 

(B) the participatory assessment approach will engage DHS stakeholders by sharing the 
empirical and scientific findings of the research for an Agency-specific assessment, 
monitoring and evaluation of the project’s value. PA requires the development of a 
DHS Advisory Board that meets periodically to discuss the research findings, and to 
facilitate the use of POA tool at various POEs (or within distinct DHS agencies). The 
Delphi Method will be used as an interactive forecasting tool heavily based on the 
DHS Advisory Board’s feedback to evaluate the cargo operational efficiency6. 
The development of a DHS Advisory Board will ensure continuous engagement with 
stakeholders that will facilitate the transition of POA to be incorporated into distinct 
DHS agencies over diverse ports of entry in diverse geographical regions. Subject to 
DHS approval, a future development could entail the development of a private-public 
sector Advisory Board, where the DHS goals are also supported by the private sector, 
namely cargo owners, manufacturers and transportation stakeholders. The findings of 
this study will take into consideration sea and land transportation, and cost-effective 
trade-offs will also be stipulated. The recommendations and feedback received by the 
DHS and other transport security stakeholders at the end of each Milestone will be 
used to fine-tune the research as to specific POA requirements and emerging 
challenges that need to be addressed in the operational performance research. The 
POA metric tools and methodology to be developed will have national and global 
application. 

(C)  the STEM research approach, where researchers will employ a wide array of 
statistical and econometric tools used by different Participatory Assessment (PA) 
institutions, with the purpose of comparing, contrasting and evaluating the findings of 
these different methodologies.  

The research needs to address two significant issues: validity and potential for 
generalizability.  

                                                 
 

 

6 Dalkey, N.; Helmer, O. (1963). "An Experimental Application of the Delphi Method to the use of 
experts".Management Science 9 (3): 458–467. doi:10.1287/mnsc.9.3.458. 
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a) Validity will test if the variations in processing times indicate a measurable 
difference in input. A time study at regional PoE(s) will measure point-to-point 
processing times for inbound containers on ships and trucks. The findings will form 
aggregate measures. 

Venn diagrams and hierarchical cluster analyses will be developed to 
demonstrate the performance patterns of cargo processing times, through different 
stages of the supply chain within the PoE. A set of matrices will measure 
operational performance, cargo volume, cargo handling processes, space and 
time, while comparing security threat patterns with systemic vulnerabilities. 

 
b) Generalizability, entails the ability of research outcomes to be applied to other 

PoEs, and possibly multimodal transportation.  
The Design of Experiments approach will facilitate the development of strategic 
planning, performing, evaluating and construing performance tests. In particular, a 
generalizability (G) study will be performed to allow generalization from the 
particular selection of PoE processing times, to a wider range of operational 
patterns (universe of interest). The use of a conceptual G framework will help 
assess the areas of measurement error within the POA methodology.  

A randomization process is recommended, to allow generalization of study 
results based on the selection of PoEs and cargo processing capabilities. In 
particular, a Randomized Block Design will apply, to incorporate both control and 
randomization parameters: First we will divide specific “blocks” or “homogenous 
types” of Ports-of-Entry, and second, we will randomly assign them, based on 
operational patterns.  

Finally, the ANOVA technique (N-Way Analysis of Variance) will be used to test the 
effect of two independent variables (cargo volume, cargo origin) on one dependent 
variable (location).  

This will involve examining both the Main effect, i.e. the effect of one independent 
variable on the dependent variable; and the Interaction effect, i.e. the effect of both 
independent variables on the dependent variable. 

Furthermore, the findings from the ANOVA technique will lead to the study performing 
multiple comparisons of means to analyze mean processing times patterns of cargo 
processes at various POEs. The following multiple comparisons methods will be 
considered:  

o The Bonferroni method will be applied when pairwise comparisons are of interest, 
without requiring equal sample sizes. 

o The Scheffé method will compare all possible linear combinations of contrasts, yet 
when making pairwise comparisons, the confidence intervals will generally be 
wider compared to other comparison methods.  

In order to predict the operational efficiency (processing time) of a POE based on a 
specific set of characteristics, we must justify the processing time variance based on 
specific characteristics, such as cargo volume, personnel availability and technology 
availability. Namely:  

i) POE Cargo volume; in which case we divide cargo processing times by 
containers handled at POE per hour.  
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ii) POE personnel availability; in which case we divide cargo processing times 
by the number of POE employees per hour.  

iii) POE technology availability; in which case we divide cargo processing 
times by cargo handling gear per hour.  

iv) POE weather conditions; in which case we divide cargo processing times 
by weather-related time lost per hour.  
 

The findings of the N-Way Analysis of Variance will perform multiple comparisons to analyze 
the processing times patterns, and explain time delays per hour.  

E. Leverage 

To develop the POA methodology, the proposed study will review and evaluate the following 
material:  

1) Regulatory Framework; to establish an understanding of the compliance 
requirements, based on the commercial and security-related laws and regulations.  

2) DHS / CBP Point of Entry Protocols; to verify the operational and performance 
processes that need to be followed by Ports of Entry and industry professionals, 
concurrently with the legal requirements and technological processes.  

3) Literature review on Participatory Assessments; Our team will establish an improved 
operational assessment methodology, by evaluating the current state-of-the-art 
processes that are reflected in technical reports issued by the DHS and/or their 
partners and/or National Laboratories and/or Universities and/or the Industry.  

 
F. Performance Metrics 

ID Description Quantitative 
Performance Target 

Achieved by 
(MM/YY) 

P.1 Improve time at coastal border crossing for inbound 
containerized cargoes at seaports.  
Time is broken down in a) cycle time (including all 
inbound logistics processes);  and  
b) process time (estimating value-added activities, 
and eliminating non-value-added activities). 

>3% less time at 
coastal border 
crossing for inbound 
containerized cargoes 
at seaports. 

06/17 

P.2 Improve time at land border crossing for inbound 
containerized cargoes on trucks.  
Time is broken down in a) cycle time (including all 
inbound logistics processes);  and  
b) process time (estimating value-added activities, 
and eliminating non-value-added activities). 

>3% less time at land 
border crossing for 
inbound containerized 
cargoes on  trucks. 

06/17 

 
 
 

ID Baseline 
Performance on  
03/16 

How is baseline established? 
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P.1 Unknown 

 

Our team will develop its own baseline performance (by March 31, 
2016) that measures processing times for inbound containerized cargoes 
arriving by ships in a Texas Point of Entry.  

The time factor will be measured during point-to-point processing of 
cargoes, from the moment the ship arrives in off-port limits (OPL), 
until the cargo is released to its owners.  

The study will be based on Frederick Winslow Taylor’s time study 
techniques, Theory of Constraints (ToC), and Experimental Design 
tools. The findings will form aggregate measures. 

P.2 Unknown 

 

Our team will develop its own baseline performance (by September 30, 
2016) that measures processing times for inbound containerized cargoes 
arriving by trucks in a Texas Point of Entry.  

The time factor will be measured during point-to-point processing of 
cargoes, from the moment the truck arrives at land PoE until the cargo 
is released to its owners.  

The study will be based on Frederick Winslow Taylor’s time study 
techniques, Theory of Constraints (ToC), and Experimental Design 
tools. The findings will form aggregate measures. 

 
ID How will final performance be assessed? 

P.1 Based on the baseline metrics, we will conduct a time study that optimizes cargo handling 
processes  for inbound cargoes at seaports.  
By using a Texas Point-of-Entry  (Port of Houston) as testbed, we will compare current shipping 
processing times, with the new Participative Operational  Assessment (POA) methodologies. The 
cargo handling time between the existing baseline measurements and the proposed processing 
will be compared.  
The study will seek to eliminate non-value-added processes, and the findings will form aggregate 
measures. 
Time will be measured across the inbound logistics process (horizontal analysis), and within a 
single logistics task (vertical analysis). 

P.2 By using a Texas Point-of-Entry (Laredo, a Mexico-US Land Border) we will conduct a time 
study that optimizes cargo handling processes for inbound cargoes on trucks.  
The cargo handling time between the existing baseline measurements and the proposed 
processing will be compared.  
The study will seek to eliminate non-value-added processes, and the findings will form aggregate 
measures. 
Time will be measured across the inbound logistics process (horizontal analysis), and within a 
single logistics task (vertical analysis). 

Standards of Measurement, or baseline metrics that are required in the present research, include 
readings that were taken over the past year or so, to measure cargo processing times.  
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The aforementioned baseline metrics will be developed by the research team, and will encompass 
both sea transport and container boxes on trucks at POEs, as the processing times and 
operational protocols may vary.  

Once this information becomes available, the researchers will examine the baseline rates to 
evaluate vulnerabilities and areas for improvement. These findings will be used to develop the 
Participatory Operational Assessment.  

The researchers will seek to verify the performance improvement ratios, through the development 
of the following “objective evidence” metrics: 

a) Developing 2 videos for inbound containerized cargo at POEs: one for coastal cargoes 
(Year 1), and one for land-borders transport (Year 2). The videos will depict the cargo 
processing times, performance measurement and validate the POA methodology.  
These videos will support the capture of processing time metrics, and enable 
understanding of the different cargo processing variations. The videos also enable the 
documentation of performances over time, and allow comparison later to final benchmark 
in processing times.  

b) Respectively, two white papers, one for coastal POEs (Year 1), and one for Land Border 
POEs (Year 2), both pertinent to the findings of this research, will be submitted to the DHS. 
Subject to DHS approval, this work or segments of this work may be published in academic 
journals and/or presented in security conferences.  

c) Respectively, two videos, one for coastal (Year 1), and one for land border crossing via 
trucks (Year 2), both pertinent to the findings of this research, will be forwarded to the DHS 
Sponsors/Stakeholders and distributed to selected resource partners, at the DHS 
discretion. Selected professionals will use the videos to learn about the improved 
operational assessment tools.  

G. Transition Plans 

 While this work will not require sensitive DHS data, or permits to access DHS areas, it will 
engage DHS agencies, i.e., the CBP and the USCG. It will also engage the Port of 
Houston’s stakeholders in discussions to establish how the POA methodology can 
facilitate the cargo security objectives initially at the Port of Houston testbed, and 
potentially in other security applications.  

 Project will consider all modes of transportation.  

H. Stakeholder Engagement 

Researchers will coordinate their work with the following DHS stakeholders, to ascertain that the 
research deliverables align with particular DHS requirements, specifications and qualities.  

The PI has a collaborative relationship with the Port of Houston authority, the US Coast Guard, 
as well as the executives at the Barbours Cut and Bayport container terminals. Furthermore, we 
have the capacity to interact as necessary with intermodal transportation professionals, such as 
shippers, freight forwarders, and terminal operators.  

The project’s PI will establish weekly communication with stakeholders, through field visits / face 
to face, telecoms and/or emails. To ensure that the Participatory Operational Assessment 
engages the stakeholders in a substantial way, an Advisory Board will be established, consisting 
of expert DHS stakeholders. 

  

The primary stakeholders for this project include:  
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1) HSTC Information Sharing and Data Analytics, DHS/ICE (Immigration & Customs 
Enforcement)  

2) Cargo and Conveyance Security, DHS   
 

Furthermore, the Advisory Board consists of industry stakeholders such as the Port of Houston 
Authority, and intermodal transportation partners, in line with DHS recommendations.  
 
We offer an enhanced stratum of security methodology to help CBP’s initiatives, including the 
Customs-Trade Partnership Against Terrorism (C-TPAT) and Free and Secure Trade (FAST) 
CBP programs. Evaluating the efficiency and accuracy of the POE security technologies will help 
stakeholders make investment and operational decisions that will eliminate the threat of a terrorist 
attack, without impeding inbound and outbound cargo flows.  

I. Programmatic Risks  

The Port of Houston (TX), will be used as the main testbed for Year 1 of this research project, 
and Laredo (TX) will be used as the land border POE for Year 2. A sea and land POE comparison 
will be used to enhance the POA methodology, and ensure generalization of the study. Due to 
the high volume of cargoes processed at Texas POEs on a daily basis, time constraints may not 
allow the on-site employees to participate in the operational assessment for sufficient time. 
Furthermore, researchers must carry out the assessment methodology without causing delays or 
disruptions of the cargo delivery and transportation. To mitigate this potential challenge, visits to 
the POE will be scheduled at times and days convenient for the cargo operators and private 
stakeholders. In instances of unexpected heavy traffic, security risks and operational performance 
may still be assessed, in a non-disruptive, non-intrusive manner.  

This project addresses a significant DHS mission, as stipulated in the 2014 Quadrennial 
Homeland Security Review: to secure and enhance the borders at ports of entry.  

 

J. Project Outcomes  

Outcomes: 

 A risk assessment and POA methodology that offers a hands-on tool to DHS / CBP 
employees, processing and scanning inbound cargoes at sea border crossing. 

 Successful evaluation of technologies through the development of POA methodology will 
help the DHS /CBP stakeholders and HSE professionals :  
a) identify the optimum processing methods, and eliminate areas of waste or error;  
b) recommend improvement features needed to strengthen cargo security and eliminate 
systemic vulnerabilities.  

K. Project Outputs 

Project Outputs - Year 1  

ID Description Delivery Date (MM/YY) 
D.1 Risk Assessment & POA methodology report for Coastal port 

inbound containers.  
6/16 

D.2 Project reports and video footage of visits at selected points-of-
entry. (Testbed: Port of Houston) 
* baseline timing vs. improved timing including new processes, 
and implemented solutions.  

6/16 
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D.3 Annual report 6/16 

Project Outputs – Year 2   

ID Description Delivery Date (MM/YY) 
D.4 Risk Assessment & POA methodology report for Land Border 

Crossing * Inbound containers on Trucks at PoE, US-Mexican 
Border (Testbed: Laredo, TX).  

6/17 

D.5 Project reports and video footage of visits at selected points-
of-entry. * baseline timing vs. improved timing including new 
processes, and implemented solutions. 

6/17 

D.6 Annual report 6/17 
 

L. Project Tasks 
Specific Tasks-Year 1 

ID Description Completion Date (MM/YY) 
T.1 Meeting with project champion(s) 

DHS, CBP, Port champion 
01/16 

T.2 Development of a DHS Advisory Board that meets 
at least quarterly to discuss the research findings 
and to facilitate the use of the Risk Assessment and 
POA tool at various POEs. 

03/16 

T.3 Data collection.  
‐ Baseline performance will be established. .  
‐ Background research 

03/16 

T.4 Meeting with project champion(s) 
(DHS, CBP, Port champion) 

04/16 

T.5 Data analysis and evaluation of processes and time.  
Comparison with Baseline. 
Recommendations on process improvement. 

05/16 

T.6 Meeting with project champion. 
Presenting research findings and recommendations. 

06/16 

T.7 Annual Report.  06/16 

Specific Tasks-Year 2 

ID Description Completion Date (MM/YY) 
T.8 Meeting with project champion(s) 

DHS, CBP, Port champion 
07/16 

T.9 Data collection.  
‐ Baseline performance will be established. . Background 

research 

09/16 

T.10 Meeting with project champion(s) 
(DHS, CBP, Port champion) 

10/16 

T.11 Data analysis and evaluation of processes and time.  
Comparison with Baseline. 
Recommendations on process improvement. 

11/16 

T.12 Meeting with project champion. 
Presenting research findings and recommendations. 

02/17 

T.13 Develop material for conference presentations and journal 
publication, subject to DHS approval to release data. 

06/17 
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T.14 Produce annual Report, video and final presentation.  06/17 
T.15 Meeting with champion and stakeholders to present 

project.  
06/17 

 
M. Project Milestones 
Project Milestones-Year 1  

ID Description Completion Date (MM/YY) 
M.1 Coastal port, inbound containers:   

Baseline performance:  
Visiting the port of Houston and conducting time 
measurements. 

03/16 

M.2 Risk Assessment and POA Methodology completed.  06/16 
M.3 Y1 Report completed. Comparison between baseline and 

improved methodology. 
06/16 

Project Milestones-Year 2 

ID Description Completion Date (MM/YY) 
M.4 Land Border Crossing, inbound containers:   

Baseline performance:  
Visiting the US-Mexico border crossing PoE (Laredo) and 
conducting time measurements. 

09/16 

M.5 Risk Assessment and POA Methodology completed.  04/17 
M.6 Y2 Report completed. Comparison between baseline and 

improved methodology.  
06/17 

 

N. Student Involvement 
Undergraduate Students: N/A 

Graduate Students 

Total number: 1 

The student will assist the PI in tasks T.3, T.5, T.9, T.11 and T.13-14 in partial fulfilment of the 
requirements for the student’s graduate degree. 
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Project G.2.1: Leveraging U.S. Export Control Reform: New Challenges and 
Opportunities for U.S. Government Efforts to Counter WMD Proliferation through 
Enforcement of Export Controls 

Project Lead 

Robert Shaw, Middlebury Institute of International Studies at Monterey 

A. Introduction 

This project is a policy research study that will examine the impact of the ongoing Export Control 
Reform Initiative on US Government efforts to enforce export controls in support of countering the 
proliferation of weapons of mass destruction.  

With the Export Control Reform Initiative now in Phase 2 of 3 and realization of Phase 3 uncertain, 
the project will examine the reforms rolled out so far and evaluate their impact on DHS Homeland 
Security Investigations (HSI) and other USG stakeholders tasked with export enforcement. This 
analysis will be guided by three core questions, which were included under “Topic 2D: Export 
Control” in the original Funding Opportunity Announcement (FOA) that shaped this proposed 
project:  

 Question 1: How would proposed export control restrictions hamper or enhance the 
government’s capabilities to prevent and deter illicit exports of controlled goods and 
technologies? 

 Question 2: What tools, technologies, analytical approaches or operational enhancements 
can be developed to improve the government’s ability to accurately detect illegal or 
potentially illegal exports? 

 Question 3: Most importantly, how can DHS and other border and trade oversight 
agencies adapt operations and reallocate resources to optimize compliance with the new 
export requirements and leverage opportunities offered by Export Control Reform? 

By examining these questions, this study aims to fully illuminate:  

a) the role of counter-proliferation export enforcement in the current and future context of 
Export Control Reform; and, 

b) how DHS Homeland Security Investigations and other key stakeholders in the export 
enforcement space can most effectively utilize Export Control Reform – even if only 
partially implemented -- to realize counter-proliferation objectives while still facilitating 
legitimate trade and travel.  

 
Project outputs will include a comprehensive Project Final Report and an accompanying set of 
Recommendations for key stakeholders. 
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B. Benefits to DHS 

This project directly contributes to “Mission 2: Secure and Manage our Borders” in DHS’ Fiscal 
Years 2014-2018 Strategic Plan. Specifically, because this project is designed to inform efforts to 
the counter-proliferation of WMD through export enforcement, its outputs directly relate to the 
following goals within Mission 2: 

 Goal 2.2 - “Safeguard and Expedite Lawful Trade and Travel” 
 Goal 2.3 - “Disrupt and Dismantle Transnational Criminal Organizations” 

Additionally, implementation of this project will support the following strategic objective and 
initiatives outlined in the DHS Science and Technology Directorate Strategic Plan 2015-2019: 

 Strategic Objective: Delivery Force Multiplying Solutions 
 Initiatives: 

o Identify and Prioritize Operational Requirements and Capability Gaps 
o Partner with the Homeland Security Enterprise (HSE) 

C. Project Description 

Background & Motivation: This project is inspired by an Issue Brief authored by the Project Lead 
in 2011 and published by the Nuclear Threat Initiative (www.nti.org) that examined the President’s 
Export Control Reform Initiative from a WMD nonproliferation perspective. Titled “WMD 
Nonproliferation: The Hidden ‘Polar Star’ of U.S. Export Control Reform,” the Issue Brief 
concluded that: a) nonproliferation-focused export controls would rise in prominence as a result 
of the Reform effort; and b) the strategic focus of Export Control Reform (ECR) lacked clear 
definition and as such, might adversely impact ECR’s progress. The latter is particularly significant 
for the enforcement of export controls as well as private industry’s clear understanding of national 
security priorities. Since the publication of this article, Export Control Reform has progressed 
through two of three Phases, but whether the third Phase – realization of a single licensing 
agency, a single control list, a single IT system and a single enforcement entity – can be achieved 
remains very much uncertain, as new legislation will be required.  

However, completion of the first two Phases introduced significant changes in the administration 
and regulation of exports for national security reasons: 

o Phase I established the Export Enforcement Coordination Center, introduced a 
Consolidated Screening List enabling US exporters to simultaneously check restricted 
entity lists previously accessible only by visiting multiple USG agency websites, and 
harmonized some regulatory definitions.  

o Phase II introduced significant regulatory changes in both the International Traffic in Arms 
Regulations (ITAR), administered by the US Department of State, and the Export 
Administration Regulations (EAR), administered by the US Department of Commerce. The 
ITAR controls the export of items considered to be “military” in nature. The EAR controls 
the export of items considered to be “dual-use” in nature, having primarily a commercial 
or civilian application, but potentially useful for military applications (including development 
of weapons of mass destruction) if diverted and redirected to these uses. Both sets of 
regulations include “control lists” – lists of items that are export controlled and thus must 
be licensed for export when certain conditions apply. The control list within the ITAR is the 
US Munitions List (USML), and the control list within the EAR is the Commerce Control 
List (CCL). Phase II included a detailed interagency review of nearly all Categories on the 
USML and resulted in the migration of several items from the USML to the CCL – in other 
words these migrated items are now considered less “military” in nature or more “dual-
use” in nature.  
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What this has meant for US exporters is that export licensing requirements for these items 
have been somewhat reduced, but at the same time governed by a new and more complex 
set of requirements designed to ensure proper vetting of the customer and end-use, to 
ensure they are not acquiring the items for diversion, after delivery, to military or WMD-
related use. Practically speaking, for these items, an exporter no longer has to apply for a 
State Department-issued export license for each international shipment. However, the 
exporter must secure comprehensive end-use assurances from the international 
customer. The idea behind Export Control Reform to reduce overall licensing requirements 
for US exports, thus further facilitating and streamlining legal trade and opening new 
opportunities for export-led business growth. Notably, the streamlining was expected to 
reduce the range of items strictly export controlled and thus enable enforcement of export 
controls to be focused on those items most critical to US national security. At the same 
time, just because items have migrated from the USML to CCL does not mean they are 
no longer export-controlled. In fact, as noted above, end-use and end-user controls have 
increased for these items, with the expectation that these controls will be enforced.  

What this has meant for USG agencies tasked with enforcing export controls – notably 
DHS Homeland Security Investigation and the US Department of Commerce’s Office of 
Export Enforcement (OEE) – is that legal and regulatory reference points for investigating 
export control violations involving these items have shifted considerably with the items’ 
migration from the USML to the CCL. Prior to Export Control Reform, these items were on 
the USML and thus automatically required an export license to all destinations. Violations 
were therefore more apparent: if the exporter had not received an export license before 
arranging international shipment of the item, then the exporter committed a violation. Now, 
with these items have having migrated to the CCL -- which does not automatically trigger 
an export license requirement to all destinations but rather to select destinations under 
very specific criteria such as the performance characteristics of the item and the nature of 
the end-user and end-use -- enforcement of exports of these now CCL-listed items is 
arguably more complex, requiring an understanding of the nuances of the licensing 
requirements and various license ‘exceptions’ and their conditions. 

With Phase I and Phase II of Export Control Reform having only been fully implemented in the 
past two years (and with Reform itself being only 5 years old), these changes in the legal-
regulatory landscape are new, with implications unclear. At the same time, global trade and 
proliferation threats have grown increasingly complex. For these reasons, an in-depth study 
analyzing these changes and understanding how this new (yet not fully transformed) export 
control landscape is impacting counter-proliferation export enforcement is all the more imperative. 

Challenges: Fundamentally, this project is designed to address the challenge of balancing the 
need for legitimate trade and travel with the national security imperative of countering the 
proliferation of weapons of mass destruction. On a national strategic level, Export Control Reform 
was designed to better address this challenge. However, with the Reform effort now over five 
years ongoing but not fully realized (in terms of the original three Phases), a closer examination 
of this challenge will be both timely and key to managing these two imperatives (facilitating 
legitimate trade/travel and countering WMD proliferation) 

Goals/Objectives: The overall goal of this project is to: 

 Understand the current and future impact of Export Control Reform on USG efforts to 
enforce export controls in support of countering the proliferation of weapons of mass 
destruction; and then, 
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 Apply this understanding in a set of concrete recommendations for USG stakeholders – in 
particular the Project Champion, DHS Homeland Security Investigations (HSI) – to more 
effectively allocate and target export enforcement resources toward counter-proliferation 
objectives while facilitating legitimate trade and travel. 

The specific objectives of this projects are to: 

 Address and answer the three questions outlined in the introduction and that contribute 
directly to understanding the current and future impact of Export Control Reform on USG 
export enforcement efforts. 

D. Methodology 

This study will utilize a qualitative approach featuring four distinct case studies to guide the data 
collection, data evaluation and an interpretative analysis of Reform-driven changes in the US 
export control legal-regulatory framework and how enforcement-related investigations of 
violations of these export controls may differ in pre-Export Control Reform and post-Export Control 
Reform environments. Drawing upon the Project Team’s tacit knowledge of the US export control 
domain, based on almost two decades of experience in both industry and public policy, pre- and 
post-Reform, this analysis will identify implications of these changes for future investigations of 
violations by USG export enforcement agencies.  

This approach is reinforced the Project Team’s experience with similar analyses of national-level 
export control system development (including enforcement of export controls) in Asia, which also 
has value as data against which the findings of this study can be compared. Academically, this 
approach is informed by an emerging recognition of approaches in qualitative analysis 
emphasizing the “location of the researcher,” particularly when the researcher is immersed in the 
domain being studied.7 In this case, the Project Lead worked for over a decade as an export 
compliance manager for a high-technology manufacturer and exporter operating within the US 
export control system and its legal-regulatory environment. Subsequently, with the Middlebury 
Institute’s Center for Nonproliferation Studies (CNS), the Project Lead and his colleagues have 
regularly engaged government practitioners in the US export control system through organizing 
roundtable discussions with both industry and partner governments. 

The Project Team has concluded that this qualitative analytical approach is most appropriate for 
this study, which emphasizes legal-regulatory analysis and application of informed understanding 
of the regulations – and the industries and government agencies impacted – to identify policy-
relevant implications. Additionally, because the data set of export control violation cases, 
particularly occurring in the short timeframe that has followed conclusion of Phase II of Export 
Control Reform (roughly 2013-2014), is very limited (even if investigations not yet in the public 
domain are included), we are doubtful whether the size of the data set in the “Reform” era would 
be sufficient at this stage to warrant a more traditional quantitative study.  

Our study’s methodology will feature steps common to most qualitative approaches : 1) data 
collection from primary and secondary sources; 2) evaluation of this data to support the 

                                                 
 

 

7 Feig, Anthony D. “Methodology and location in the context of qualitative data and theoretical frameworks 
in geoscience education research, “ in Feig, A.D. and Stokes, A., eds. Qualitative Inquiry in Geoscience 
Education Research: Geological Society of America Special Paper 474, p. 1-10. 
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subsequent interpretive analysis, and 3) the interpretative analysis itself. Each of these steps 
will be conducted within four distinct case studies.  

The case studies will correspond to four select US Munitions List (USML) Categories that have 
seen extensive Reform-driven migration of items from the UMSL to the CCL. Central to the goals 
and objectives of this study, these categories are selected due to their relevance to delivery 
systems for WMD as well as advanced conventional military capabilities. These are also 
categories that have been impacted most significantly by Export Control Reform, as each of these 
areas features producers and supply chains that support both military and commercial industry 
sectors. 

1) USML Category IV: Rockets / Missiles 
2) USML Category VIII: Aircraft 
3) USML Category XI: Military Electronics 
4) USML Category XV: Spacecraft Systems 

 
Each case study will consist of data collection and evaluation of this data designed to understand 
the impact of regulatory changes introduced by Export Control Reform in terms of: 

 The types of items transferred from the particular USML Category – hardware 
commodities, software and technology – to the Commerce Control List (CCL); 

 The new – and generally more liberalized, but complex -- export licensing requirements 
associated with those items; and, 

 How those new export licensing requirements will impact enforcement of the now controls 
governing export of the items that have migrated from the particular USML Category to 
the CCL. 

The data collection will consist of data-mining from and discussions with both primary and 
secondary sources:  

 Primary sources will include: 

o The Federal Register Updates simultaneously released for the Dept. of State-
administered ITAR and the Department of Commerce-administered EAR that 
implemented revision of the USML Category and the corresponding CCL Category 
to reflect the migration of items from the export control jurisdiction of the DOS-
administered ITAR to the DOC-administered EAR. 

o Public comments in Federal Register Updates preceding release of the formal F.R. 
Updates that implemented the migration of items 

o Presentations from and discussions with active and retired USG officials with 
responsibilities for export control administration (licensing, industry outreach) and 
enforcement of US export controls; industry export compliance executives, 
managers and specialists; and experts with law firms and legal consultancies 
specializing in interpretation of US export control regulations (particularly the ITAR 
and EAR) 

 The data here will be collected primarily through Project Team members’ 
attendance at export control-related events in: a) Silicon Valley, namely the 
annual ‘Partnering-for-Compliance’ seminars and the monthly WIT-NC 
international trade professionals association evening seminars; and b) 
Washington DC, where the US Dept. of Commerce’s Bureau of Industry 
and Security Annual Update Conference on Export Control Policy and 
Regulation is held (commonly referred to as ‘BIS Update’). 
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 These events routinely feature as speakers and participants the 
practitioners described above: active and retired USG officials, and industry 
export compliance professionals, as well as specialized attorneys and 
consultants advising them.  

 Additionally, in conjunction with these events, and in separate dedicated 
trips to both Silicon Valley and Washington DC, informal discussions will 
be organized with the above practitioners to hear their professional 
opinions regarding the impact and technical specifics of Export Control 
Reform as it relates to the particular USML-to-CCL item migrations 
examined in our case studies. 

o Press releases issued by DHS HSI, the Department of Commerce’s Office of 
Export Enforcement (OEE), and the Department of Justice’s National Security 
Division announcing indictments or convictions related to export control violations 
involving items in the particular USML Categories (and corresponding post-
migration CCL Categories) examined in this study. 

o Unsealed indictments and affidavits associated with the above export violation 
cases available through PACER (Public Access to Court Electronic Records) 

 Secondary sources include: 

o Published commentaries by law firms and industry practitioners on Export Control 
Reform. These include periodic commentaries published online or distributed by 
direct email (the Project Lead is on several such direct email lists) by law firms and 
consultancies such as Berliner, Corcoran & Rowe, Baker & McKenzie, Sandler, 
Travis & Rosenburg, and Akin Gump; and articles by government and industry 
practitioners in publications such as The Export Practitioner and World Export 
Control Review. 

o Media reports of export control violation cases. 
o Analyses and commentaries on US export control developments published by 

policy think tanks such as the Arms Control Association and the Institute for 
Science and International Security. 

The evaluation of this data will consist of: 

1) organizing the collected data into “pre-Export Control Reform” and “post-Export Control 
Reform” categories; 

2) identifying the differences in “pre-Reform” and “post-Reform” export licensing 
requirements specific to each USML Category examined in the case studies and to the 
hardware commodities, software and technologies that migrated from that Category to the 
CCL; and.  

3) describing clearly these differences in a way that can inform the subsequent interpretive 
analysis.  

Each case study will then conclude with an interpretative analysis, based on the tacit knowledge 
of the Project Team as described earlier in this section and informed by the Project Team’s 
experience with similar analyses of national-level export control systems. 

The interpretive analysis will consider, for the case study’s subject USML Category, the “pre-
Reform” and “post-Reform” differences in export licensing requirements for the items 
(commodities, software and technologies). The Project Lead and Senior Researchers will be 
aided in this effort by two Senior Scientists on staff at CNS who can aid in understanding and 
interpreting the specific technical parameters associated with items on both the USML and, 
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especially, the CCL that have migrated from the USML to the CCL. The Project Team will then 
identify the specific implications for enforcement of those licensing requirements and the reformed 
export controls driving them, with the aim of answering – for each case study – Questions 1 and 
2 guiding this overall project: 

 Question 1: How would proposed export control restrictions hamper or enhance the 
government’s capabilities to prevent and deter illicit exports of controlled goods and 
technologies? 

 Question 2: What tools, technologies, analytical approaches or operational enhancements 
can be developed to improve the government’s ability to accurately detect illegal or 
potentially illegal exports? 

Following the completion of this analysis for all 4 case studies, the findings of all 4 case studies 
will be considered collectively – using the same interpretative analytical approach – and with an 
aim to answer this project’s guiding Question 3 for inclusion in our Project’s Final Report and 
accompanying Set of Recommendations: 

 Question 3: Most importantly, how can DHS and other border and trade oversight 
agencies adapt operations and reallocate resources to optimize compliance with the new 
export requirements and leverage opportunities offered by Export Control Reform? 
 

E. Leverage 

The 3 steps of our qualitative approach – data collection, evaluation of data, and interpretative 
analysis – are exploring areas that have not been researched previously in the depth envisioned 
by this study. Accordingly, we anticipate that each of these steps will be labor intensive, drawing 
upon the highly specialized skill sets of our in-house experts with the Middlebury Institute’s Center 
for Nonproliferation Studies (CNS). For this reason, our project’s Budget consists largely of 
personnel costs and was developed in an effort to realistically reflect the time of our CNS senior 
staff essential for data collection, evaluation and analysis.  

To collect and analyze data, the Middlebury Institute’s Center for Nonproliferation Studies (CNS) 
will rely upon in-house expertise as well as its extensive network of practitioners in the 
nonproliferation and export control fields. 

CNS’ in-house experts, in addition to having export control-relevant experience in industry, 
government and international organizations – as well as technical/scientific backgrounds in the 
case of our Scientists-in-Residence – have developed extensive networks with: a) USG 
practitioner communities, including active and retired officials/agents from multiple agencies; b) 
industry export compliance communities (including active and retired industry compliance officers 
as well as attorneys and consultants); and c) international organizations, including the multilateral 
export control regimes. 

The lead CNS experts supporting this project are with the Center’s Export Control and 
Nonproliferation Program, which coordinates the CNS’ export control-related research and 
educational activities. Developing and implementing innovative, forward-looking projects – 
particularly those examining export control reform and the future direction of export controls and 
the role of government and industry – represents the core mission of this program, which was 
formally established in January 2013. These experts include: 

 Program Director Robert Shaw, who has written on US Export Control Reform and whose 
research is informed by a decade’s worth of experience in the private sector as an export 
compliance manager; and  
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 Senior Research Associate Stephanie Lieggi who served as editor of the CNS publication 
Asian Export Control Observer (2004-2005) and the International Export Control Observer 
(2006-2007). 

Mr. Shaw is this Project Lead. 

Additionally, each academic year, CNS has a staff of Graduate Research Assistants (GRAs) who 
are all pursuing M.A. degrees from MIIS in Nonproliferation and Terrorism Studies. We anticipate 
that two of our GRA’s each academic year will be dedicated to this Project specifically. 

Finally, CNS’ expertise includes regulatory analysis of national export control systems and use of 
trade data analysis to examine production and export trends involving dual-use goods and 
technologies. This expertise is further augmented by CNS’ experts’ close relationships with 
experts of other institutions working in these areas, such as Northeastern University, King’s 
College London, State University of New York and University of Georgia-Athens. 

F. Performance Metrics 
ID Description Quantitative 

Performance Target 
Achieved by 
(MMDDYY) 

P.1 Score on the Interim Report Rubric  Above 80% 10/31/16 
P.2 Score on the Final Report Rubric  Above 80% 06/30/17  
P.3 Score on Set of Recommendations Rubric  Above 80% 06/30/17  

 
ID Baseline Performance on 11/15 How is baseline established? 
P.1 N/A  N/A 
P.2 N/A  N/A 
P.3 N/A  N/A 

 
ID How will final performance be assessed? 
P.1 Assessment by the Project Champion  
P.2 Assessment by the Project Champion  
P.3 Assessment by the Project Champion  

 
Measurable evaluation of this Project’s performance will focus on whether the Project 
Deliverables produce findings expected to benefit USG efforts to calibrate and maximize the 
effectiveness of export enforcement strategies and operations in a partially-implemented Export 
Control Reform landscape. 

As this study is policy-oriented and not purely technical in nature, the Project utilizes a qualitative 
approach (see “Methodology” section in this Work Plan) for its analysis. Accordingly, the 
Performance Metrics used with this Project are not traditional quantitative parameters, but they 
will incorporate rubric-based approach to evaluation. Specifically, each Metric will be scored 
utilizing a corresponding rubric, defined by a set of criteria. The Metric and its rubric are designed 
to confirm whether the core questions guiding this study are sufficiently addressed in the 
Deliverables in order for the findings and recommendations to bring real value to USG export 
enforcement agencies – particularly DHS’ Homeland Security Investigations.  

Each of the scoring rubrics is explained below, and each is designed to support assessment of 
the quality of the findings supplied by one of the project’s three core Deliverables. As explained 
in the Deliverables section of this work plan, the study’s core tangible Deliverables include. 1) 
Interim Report (=9 months after Project Start date); 2) Final Report at conclusion of Project (=17.5 
months after Project start date); and 3) the Set of Recommendations that will accompany the 
Final Report.  
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G. Rubrics  
P.1 – Interim Report Rubric 

Using the criteria below, this rubric is designed to assess whether the Interim Report delivers: i) 
a clear understanding of how export control licensing requirements have been impacted by Export 
Control Reform (ECR); and ii) a clear understanding of pre-ECR export control violation cases 
(involving the relevant USML and CCL categories) and how similar cases will likely be 
investigated/prosecuted under the new export licensing requirements. 

Criterion 1: Clear identification and description of distinct differences in pre-ECR and post-ECR export licensing 
are provided for each of 3 major ‘items’ selected – one hardware item, one software item, and one technology item 
– for analysis in the case studies of the US Munitions List (USML) categories (2 USML categories in the case of 
the Interim Report) that have had items migrated to the Commerce Control List (CCL). In evaluating this criterion, 
the following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
14. The differences explained include destination-based, 

technology-based, and end-use-based export licensing 
requirements. 

     

15. The differences are graphically illustrated by 
comparison charts, flow charts, and other tools that 
can be readily understood by both practitioners as 
well as policymakers who may not be as familiar with 
export control-based licensing. 

     

16. The explanation of the export licensing differences is 
grounded in clear regulatory and legal code-based 
references. 

    

 
Criterion 2: The specific ‘Items’ (hardware, software, and technology) selected within each USML category-based 
case study are suitable for the Project’s Goals and Objectives. In evaluating this Criterion, the following sub-
criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
17. The migrated items are relevant to the threat of WMD 

proliferation. Specifically: 
a. The item can directly and materially contribute 

to the advancement of a WMD development 
program. 

     

b. There is evidence that the item has been sought 
after by illicit WMD-related procurement 
networks. 

     

18. The migrated items are being actively exported (or re-
exported) under U.S. export control jurisdiction. 

     

19. The exporting (or re-exporting) under U.S. export control 
jurisdiction is likely to continue in the coming decade (e.g.
the industry sector producing is not expected to be 
‘offshored’ in the foreseeable future). 

    

 
Criterion 3: The credibility/dependability of data collected in each of the USML category-based case studies is 
confirmed through use of methods such as member checking, triangulation, thick description, and disconfirming 
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evidence (as described in Kuzal and Like (1991)).8 In evaluating this criterion, the following sub-criteria will be 
considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
20. Professional opinions have been collected from a variety 

of sources, but at minimum from governmental – active 
and retired, industry, 3rd party legal-regulatory experts 
(law firms, consultants), and academia (including policy-
oriented think tanks). 

     

21. Professional opinions and other key data elements 
have been drawn from both primary sources (above 
practitioners and experts) and secondary sources (law 
firm client briefs/memos, industry blogs, academic 
papers, industry journals, etc.). 

     

22. The planned number of case studies are fully completed, 
across the expected range of USML categories. 

    

 
Criterion 4: Clear understanding of the key elements of pre-ECR export violation cases relevant to 2 of the 4 US 
Munitions List (USML) categories examined in this Project – and clear explanation of how these key elements 
can be expected to differ as similar cases are investigated and prosecuted in the post-ECR export control 
environment. (Note: Per the Project’s Methodology, 2 export control violation case studies will be examined per 
each for the 4 USML Categories examined in this Project; his translates to 4 export control violation case studies 
analysed as a component of the Interim Report.) In evaluating this criterion, the following sub-criteria will be 
considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
23. The pre-ECR export control violationcase studies clearly 

identify and describe in depth the following key 
elements: 
 the specific USG agencies and field offices) 

involved in the investigation/prosecution (including 
any international partners);  

 the items involved in the violation and how the 
violation occurred;  

 evidence collected during the investigation (as 
indicated in indictments and other court papers in 
the public domain); and, 

 penalties assessed in the case. 

     

24. The pre-ECR export control violation cases are then 
sufficiently analyzed in a post-ECR context, with how 
each of the above key elements will differ clearly 
described and graphically illustrated by comparison 
charts, flow charts, and other tools that can be readily 
understood by both practitioners as well as 

     

                                                 
 

 

8 Kuzel, A.J. and Like, R.C. (1991). Standards of trustworthiness for qualitative studies in primary care. In 
P.G. Norton, M. Stewart, F. Tudiver, M.J. Bass, and E.V. Dunn (eds) Primary Care Research: Traditional 
and Innovative Approaches. Newbury Park, California: Sage, 138-158 (accessed at 
http://www.researchconnections.org/childcare/datamethods/downloads/QualitativeResAssessTool.pdf) 
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policymakers who may not be as familiar with how 
export control violations are investigated or 
prosecuted. 

25. The explanations of the violations and discussion of how 
they will differ in a post-ECR context include clear and 
precise (down to the subparagraph level) references to the 
relevant regulations and federal codes. 

    

 
Criterion 5: The selected export control violation case studies within each of the USML Categories examined 
under this project are directly relevant to the Project’s Goals and Objectives. In evaluating this Criterion, the 
following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
26. The export control violation cases examined are relevant 

to the threat of WMD proliferation. Specifically, they 
involve diversion of items to WMD programs or involve 
the types items sought after by illicit WMD-related 
procurement networks. 

     

27. The export control violation cases involve industries, 
exporters and items likely to be involved in or 
connected with exporting (or re-exporting) activity 
from US export control (or re-export control) 
jurisdictions in the foreseeable future. (e.g., the cases 
studied should not involve items/industries that are 
expected to become obsolete or fully offshored and 
thus no longer connected with exporting from US 
jurisdictions). 

     

 
Criterion 6: The credibility/dependability of data collected in each of the USML category-based export violation 
case studies is confirmed through use of methods such as member checking, triangulation, thick description, and 
disconfirming evidence (as described in Kuzal and Like (1991)).9 In evaluating this Criterion, the following sub-
criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
28. Professional opinions have been collected from a variety 

of sources, but at minimum from governmental – active 
and retired, industry, 3rd party legal-regulatory experts 
(law firms, consultants), and academia (including policy-
oriented think tanks). 

     

29. Professional opinions and other key data elements 
have been drawn from both primary sources (above 
practitioners and experts as well as court records, 
indictments and official USG publications regarding 

     

                                                 
 

 

9 Kuzel, A.J. and Like, R.C. (1991). Standards of trustworthiness for qualitative studies in primary care. In 
P.G. Norton, M. Stewart, F. Tudiver, M.J. Bass, and E.V. Dunn (eds) Primary Care Research: Traditional 
and Innovative Approaches. Newbury Park, California: Sage, 138-158 (accessed at 
http://www.researchconnections.org/childcare/datamethods/downloads/QualitativeResAssessTool.pdf) 
 



117 
 

the case such as DOJ press releases) and secondary 
sources (media reports, law firm client briefs/memos 
discussing the violations, industry blogs, academic 
papers, industry journals). 

30. The planned number of export control violation case 
studies are fully completed, across the expected range of 
USML categories. In the case of the Interim Report, this 
would be 4 case studies (2 for each of the 2 USML 
categories examined in this Project’s Year One). 

    

 
Rubric P.2 -- Final Report Rubric 
 
Using the criteria below -- and similar to the Interim Report, in that the Final Report will include a 
set of new, additional case studies -- this rubric is designed to assess whether the Final Report 
delivers: i) a clear understanding of how export control licensing requirements have been 
impacted by Export Control Reform (ECR); and ii) a clear understanding of pre-ECR export control 
violation cases (involving the relevant USML and CCL categories) and how similar cases will likely 
be investigated/prosecuted under the new export licensing requirements. Additionally, this rubric 
includes criteria designed to evaluate whether the Final Report fully addresses and assesses key 
components of the Project’s guiding Questions, to provide insights on how Export Control Reform 
(ECR) can be leveraged to enhance USG efforts to counter WMD proliferation through 
enforcement of export controls, while facilitating legitimate trade and travel.  
 

Criterion 1: Clear identification and description of distinct differences in in pre-ECR and post-ECR export 
licensing are provided for each of 3 major ‘items’ selected – one hardware item, one software item, and one 
technology item – for analysis in the case studies of the US Munitions List (USML) categories. For the Final 
report, this will total 4 case studies consisting of: a) 2 from the Interim Report and based on two distinct USML 
categories, but updated to reflect any new data/developments; plus b) 2 new case studies drawn from an additional 
two USML categories that have had items migrated to the Commerce Control List (CCL)). In evaluating this 
criterion, the following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
1. The differences explained include destination-based, 

technology-based, and end-use-based export licensing 
requirements. 

     

2. The differences are graphically illustrated by 
comparison charts, flow charts, and other tools that 
can be readily understood by both practitioners as 
well as policymakers who may not be as familiar with 
export control-based licensing. 

     

3. The explanation of the export licensing differences is 
grounded in clear regulatory and legal code-based 
references. 

    

 
Criterion 2: The specific ‘Items’ (hardware, software, and technology) selected within each USML category-based 
case study are suitable for the Project’s Goals and Objectives. In evaluating this Criterion, the following sub-
criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
4. The migrated items are relevant to the threat of WMD 

proliferation. Specifically: 
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a. The item can directly and materially 
contribute to the advancement of a WMD 
development program. 

b. There is evidence that the item has been 
sought after by illicit WMD-related 
procurement networks. 

     

5. The migrated items are being actively exported (or re-
exported) under U.S. export control jurisdiction. 

     

6. The exporting (or re-exporting) under U.S. export control 
jurisdiction is likely to continue in the coming decade (e.g.
the industry sector producing is not expected to be 
‘offshored’ in the foreseeable future). 

    

 
Criterion 3: The credibility/dependability of data collected in each of the USML category-based case studies is 
confirmed through use of methods such as member checking, triangulation, thick description, and disconfirming 
evidence (as described in Kuzal and Like (1991)).10 In evaluating this criterion, the following sub-criteria will be 
considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
7. Professional opinions have been collected from a variety 

of sources, but at minimum from governmental – active 
and retired, industry, 3rd party legal-regulatory experts 
(law firms, consultants), and academia (including policy-
oriented think tanks). 

     

8. Professional opinions and other key data elements 
have been drawn from both primary sources (above 
practitioners and experts) and secondary sources (law 
firm client briefs/memos, industry blogs, academic 
papers, industry journals, etc.). 

     

9. The planned number of case studies are fully completed, 
across the expected range of USML categories. 

    

 
Criterion 4: Clear understanding of the key elements of pre-ECR export violation cases relevant to the 4 US 
Munitions List (USML) categories examined in this Project – and clear explanation of how these key elements 
can be expected to differ as similar cases are investigated and prosecuted in the post-ECR export control 
environment. Per the Project’s Methodology, 2 export control violation case studies will be completed for each 
for the 4 USML Categories examined in this Project. This translates to 4 export control violation case studies 
analyzed as a component of the Interim Report and then updated for incorporation into the Final Report, which 
will also include 4 additional case studies. In sum, the Final Report is expected to include a total of 8 export control 
violation case studies. In evaluating this criterion, the following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 

                                                 
 

 

10 Kuzel, A.J. and Like, R.C. (1991). Standards of trustworthiness for qualitative studies in primary care. In 
P.G. Norton, M. Stewart, F. Tudiver, M.J. Bass, and E.V. Dunn (eds) Primary Care Research: Traditional 
and Innovative Approaches. Newbury Park, California: Sage, 138-158 (accessed at 
http://www.researchconnections.org/childcare/datamethods/downloads/QualitativeResAssessTool.pdf) 
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10. The pre-ECR export control violationcase studies clearly 
identify and describe in depth the following key 
elements: 
 the specific USG agencies and field offices) 

involved in the investigation/prosecution (including 
any international partners);  

 the items involved in the violation and how the 
violation occurred;  

 evidence collected during the investigation (as 
indicated in indictments and other court papers in 
the public domain); and, 

 penalties assessed in the case. 

     

11. The pre-ECR export control violation cases are then 
sufficiently analyzed in a post-ECR context, with 
how each of the above key elements will differ 
clearly described and graphically illustrated by 
comparison charts, flow charts, and other tools that 
can be readily understood by both practitioners as 
well as policymakers who may not be as familiar 
with how export control violations are investigated or 
prosecuted. 

     

12. The explanations of the violations and discussion of how 
they will differ in a post-ECR context include clear and 
precise (down to the subparagraph level) references to the 
relevant regulations and federal codes. 

    

 
Criterion 5: The selected export control violation case studies within each of the USML Categories examined 
under this project are directly relevant to the Project’s Goals and Objectives. In evaluating this Criterion, the 
following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
13. The export control violation cases examined are relevant 

to the threat of WMD proliferation. Specifically, they 
involve diversion of items to WMD programs or involve 
the types items sought after by illicit WMD-related 
procurement networks. 

     

14. The export control violation cases involve industries, 
exporters and items likely to be involved in or 
connected with exporting (or re-exporting) activity 
from US export control (or re-export control) 
jurisdictions in the foreseeable future. (e.g., the cases 
studied should not involve items/industries that are 
expected to become obsolete or fully offshored and 
thus no longer connected with exporting from US 
jurisdictions). 

     

 
Criterion 6: The credibility/dependability of data collected in each of the USML category-based export violation 
case studies is confirmed through use of methods such as member checking, triangulation, thick description, and 
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disconfirming evidence (as described in Kuzal and Like (1991)).11 In evaluating this Criterion, the following sub-
criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
15. Professional opinions have been collected from a variety 

of sources, but at minimum from governmental – active 
and retired, industry, 3rd party legal-regulatory experts 
(law firms, consultants), and academia (including policy-
oriented think tanks). 

     

16. Professional opinions and other key data elements 
have been drawn from both primary sources (above 
practitioners and experts as well as court records, 
indictments and official USG publications regarding 
the case such as DOJ press releases) and secondary 
sources (media reports, law firm client briefs/memos 
discussing the violations, industry blogs, academic 
papers, industry journals). 

     

17. The planned number of export control violation case 
studies are fully completed, across the expected range of 
USML categories. In the case of the Final Report, this 
would be 8 case studies (2 for each of  
the 4 USML categories examined across the 17.5 month 
project period). 

    

 
Criterion 7: The interpretation of the findings of the Project’s case studies (export licensing-focused item-based 
and export control violation-based) thoroughly considers: 1) all key data elements and findings of the export 
licensing-focused and export control violation case studies; and, 2) external factors not otherwise covered in the 
scope of the case studies. In evaluating this Criterion, the following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
18. Across all the Project’s case studies, relevant legal-

regulatory changes, levels of current and anticipating 
exporting, and aspects of export licensing unique to 
hardware, software, and technology respectively are 
fully considered and noted in the overall interpretation of 
the case studies’ findings as a whole. 

     

19. Across all the Project’s case studies, relevant external 
factors are examined, including: technology trends 
related to the specific items involved in the cases, 
mergers and acquisitions impacting the industry 
sectors and exporters associated with the items and/or 
export violation cases, illicit WMD-related 
procurement trends and WMD proliferation trends 

     

                                                 
 

 

11 Kuzel, A.J. and Like, R.C. (1991). Standards of trustworthiness for qualitative studies in primary care. In 
P.G. Norton, M. Stewart, F. Tudiver, M.J. Bass, and E.V. Dunn (eds) Primary Care Research: Traditional 
and Innovative Approaches. Newbury Park, California: Sage, 138-158 (accessed at 
http://www.researchconnections.org/childcare/datamethods/downloads/QualitativeResAssessTool.pdf) 
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overall, and possible future multilateral regime-based 
changes in export controls (e.g. – changes in the 
Missile Technology Control Regime’s or Wassenaar 
Arrangement’s guidelines and control lists). 
Additionally, these external factors are fully 
considered and noted in the overall interpretation of 
the case studies’ findings as a whole. 

 
Criterion 8: The interpretation of the findings of the Project’s case studies (export licensing-focused item-based 
and export control violation-based) is further supported by: 1) primary source professional opinions on the 
findings, both reinforcing and disconfirming, to provide a rich set of views informing the Project’s final analysis; 
and 2) the Project Team’s own expertise. In evaluating this Criterion, the following sub-criteria will be considered:

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
20. With attention to the findings of the Project’s case 

studies’ overall, primary source-based professional 
opinions have been considered and noted, including 
competing/contrasting views. 

     

21. These opinions are both supplemented – and 
evaluated – by the Project Team’s own expertise. 
(e.g., the findings and professional opinions 
regarding them are not simply presented as a whole, 
but with implications clearly identified and 
explained) 

     

 
Rubric P.3 -- Set of Recommendations Rubric 
 
Using the criteria below, this rubric is designed to assess whether the Set of Recommendations 
– which will accompany the Final Report and be based on its findings – provides real value, in the 
form of concrete, actionable suggestions, to USG efforts to prepare, calibrate and optimize export 
enforcement efforts in the context of a reforming US export control system. 
 

Criterion 1: Based on the Final Report’s overall findings, the corresponding Set of Recommendations discusses, 
analyzes, and offers concrete conclusions on how to improve the government’s ability to: i) accurately detect and 
prevent illegal or potentially illegal exports; ii) optimize compliance with the new export requirements; and iii) 
leverage opportunities offered by Export Control Reform to improve counter-proliferation efforts. In evaluating 
this Criterion, the following sub-criteria will be considered: 

 
Strongly 
disagree 

1 
2 3 4 

Strongly 
Agree 

5 
1. The overall implications of ECR-driven new export 

licensing requirements have been clearly delineated 
between those: a) that improve the USG’s ability to 
detect and prevent illegal or potentially illegal experts 
and b) those that may inhibit this ability. Additionally, 
the Set of Recommendations offer concrete suggestions 
– clearly referencing and supported by the Project’s 
findings – that maximize the positive benefit “a” while 
minimizing the impact of “b”. 

     

2. The Set of Recommendations offer concrete 
suggestions – supported by the Project’s findings – 
for the USG on i), ii) and iii) above (see description 
for Criterion 1) by identifying specific tools, 
technologies, analytical approaches, operational 

     



122 
 

enhancements/ adaptations, and strategies for 
reallocating resources. 

 
H. Transition Plans 

The transition plan will focus on the Set of Recommendations that will accompany the Final 
Report. 

CNS will arrange a briefing with the DHS Champion of this Project, Homeland Security 
Investigations (HSI) specifically focused on the recommendations. It may be in conjunction with 
but still distinct from the Final Report briefing. The aim of this recommendations-specific briefing 
will be to discuss: i) the degree that the recommendations can be implemented over both the near 
and ii) long-term and how end-users – at both senior and operational levels -- might be engaged 
in implementing and/or further developing the recommendations. 

I. Stakeholder Engagement 

The USG stakeholder Champion for this project is DHS’ Homeland Security Investigations (HSI) 
and specifically its Counter-Proliferation Investigations operations. 

An additional key USG stakeholder is the interagency Export Enforcement Coordination Center 
(E2C2), which coordinates export investigations involving several federal law enforcement 
agencies, each with some jurisdictional responsibility over a particular aspect of enforcement of 
US export controls. The agencies that coordinate with E2C2 also comprise individual 
stakeholders, such as: 

 US Department of Commerce’s Office of Export Enforcement (OEE) 
 US Department of State’s Directorate of Defense Trade Controls (DDTC) 
 US Department of Defense’s Defense Criminal Investigation Service (DCIS) 
 Federal Bureau of Investigation (FBI) 
 US Department of Treasury Office of Foreign Assets Control OFAC) 

Engagement with the stakeholders will occur across 3 vectors as this project progresses: 

 There will be an initial engagement as part of the research within each of the 4 case 
studies that this study will include. This engagement will consist of discussions arranged 
with the practitioners, in person or by phone, to solicit their professional opinions regarding 
export control and enforcement developments. 

 A second vector of stakeholder engagement will occur via the Project Team’s participation 
in industry-focused export compliance events in Silicon Valley and Washington (such as 
Partnering for Compliance and the BIS Annual Update Conference on Export Controls 
and Policy). These events feature USG representatives from export licensing and export 
enforcement domains – and often from multiple agencies. These events offer an excellent 
opportunity to discuss policy-relevant trends and developments. 

 A third vector of stakeholder engagement will be in the form of briefings for USG officials 
– both at interim and final stages of the project – to summarize and discuss our analysis’ 
finding. This will also include a distinct briefing for DHS HSI to discuss the set of 
recommendations that will accompany our final report. 
 

This multi-vector level of engagement will invest the USG practitioner in both the development 
and final results of this Project, building relationships that can support transition and application 
of the Project’s Findings toward operational and strategic improvements in export enforcement. 

The key stakeholder and champion for this project is Department of Homeland Security’s 
Immigration and Custom Enforcement’s Homeland Security Investigations (HSI). We expect that 
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the findings and recommendations will directly inform HSI’s efforts to more effectively allocate 
and target export enforcement resources toward counter-proliferation objectives while facilitating 
legitimate trade and travel. 

The same benefit applies to the other DHS and USG stakeholders for this project, in particular 
the inter-agency Export Enforcement Coordination Center (E2C2) and its various participating 
USG agencies: 

o Additional key stakeholders include the Department of Commerce’s Office of Export 
Enforcement, which focuses on export control violations involving items on the Commerce 
Control List (CCL) and/or subject to end-use controls, and the Department of Justice’s 
National Security Division.  

o Finally, from the standpoint of facilitating legitimate trade and travel and recognizing the 
public purpose of this study, producers and exporters of defense articles and controlled 
dual-use items also stand to benefit from this project. 

 
J. Programmatic Risks  

The Project Lead has identified two Programmatic Risks that could impact progress toward 
completing the project’s Milestones and overall Goals. These Risks include: 

 Risk 1: Availability of Sufficient Export Enforcement-related Data in Public Domain 
o Description: Availability of sufficient data in public domain – In particular, the 

concern here is whether sufficient the Project Team can access collect enough 
data in the public domain on USG export enforcement and licensing operations 
and policy. Data in these domains may include “law enforcement sensitive” data 
as well as data collected in the export licensing process and proprietary to specific 
companies. 

o Mitigation Plan: Since its founding, CNS has accumulated extensive experience 
with research conducted using exclusively public domain / open source resources, 
The Project Team itself has conducted multiple studies of export control violation 
cases as well as comparative analyses of national export control legal-regulatory 
cases, and the sources for all of these studies were firmly in the public domain. 
Additionally, CNS brings to this study its extensive network of practitioner 
contracts in government and industry (and active and retired) who can share 
professional opinions and comment substantively on export control-related 
developments. CNS has also conferred with Middlebury College’s lead office on 
risk management, alerting Middlebury to the potential need for a Data Protection 
Plan. Based on this internal consultation, CNS will be ready to draft and implement 
a Data Protection Plan with guidance from the Center Lead and/or any resources 
recommended by the Center. However, the goal will be to operate within the public 
domain as much as possible, while producing concrete and value-added outputs. 
Based on CNS’ experience with similar projects, we have confidence this goal can 
be realized. 

 Risk 2: Resource Constraints Re: Core Export Control-focused Analysis 
o Description: Expertise in the export control field is not widespread, even among 

institutions with a nonproliferation focus. Within CNS, this expertise is at the senior 
level which requires managing multiple projects with potential conflicting 
demands.  

o Mitigation Plan: CNS brings to this project 2 senior research associates with over 
a decade’s worth of experience in export controls and in multiple arenas: 
government, NGO, and industry. Additionally, a third researcher has been 
developing expertise and can contribute directly to the project as needed. CNS 
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also has engaged in multiple formal and informal collaborations and information-
sharing meetings with similar institutions, including King’s College London 
(formal), the State University of New York-Albany (formal), and Northeastern 
University (informal – shared willingness to work together on future projects). In 
the event of serious bottlenecks, the option to reach out to these institutions and 
engage their subject matter experts on specific project sub-tasks is one that CNS 
would be willing to pursue and in close consultation with DHS. However, CNS 
expects to be able to successfully implement and deliver this project with our own 
resources. The budget reflects this in terms of anticipated time of senior staff in 
particular, and at this level, CNS holds weekly budget committee meetings that 
support performance-based governance of our active grants and timely delivery 
of corresponding deliverables.  

 
K. Expected Trainees/Year (if applicable) 
Not applicable in the sense used here, although CNS does anticipate hiring two GRA’s per year 
to assist with data collection. 

L. Dissemination Plan  
Findings of this study will be disseminated to key USG stakeholders at both at the interim stage 
(after 9 months) and final stage (conclusion of project as represented by the Project Final Report). 
The dissemination plan will include the following specific actions: 

 Distribution of both the Interim Report (after 9 months) and Project Final Report (after 
17.5 months) to key USG stakeholders – and in particular DHS Homeland Security 
Investigations (HSI) -- active in developing export control policy and implementing new 
requirements under Export Control Reform. 

o A particular focus will be senior export enforcement officials and agents from those 
agencies participating in the Export Enforcement Coordination Center (E2C2); 

 Arrangement of a series of in-person briefings and Q&A sessions with key USG 
stakeholders. 

o To facilitate this, CNS will organize an event at our Washington DC offices to 
present the findings and recommendations in our Project Final Report to the above 
USG stakeholders 

o Additionally, a briefing specifically focused on the accompanying Set of 
Recommendations will be arranged for the Project Champion, DHS Homeland 
Security Investigations (HSI). See “Transition Plan” for further details. 

 Preparation of a suitable version of the Project Final Report for publication – via CNS’ 
website and/or other recognized research publication venues – with an aim to inform 
broader policy communities – both governmental and non-governmental – interested in or 
actively examining the US export control system. 

M. Project Outcomes  

The project outcomes are expected to closely follow the 3 Questions guiding this project’s 
analysis, leading toward the overall Project Goal 

Specifically and in alignment with the Questions, these outcomes include: 

 Clear visibility and in-depth understanding of the challenges and opportunities for USG 
export enforcement efforts introduced by partial Export Control Reform implementation 
(Phases I and II) 
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 An analytical methodology that can be applied to Categories of the US Munitions List that 
have seen migration of items to the dual-use Commerce Control List to further develop 
the above visibility and understanding. 

 Understanding, via examination of actual cases, of how export enforcement efforts are 
currently being applied in the export and industry sectors described above. 

 Through analysis of the “pre-Reform” and “post-Reform” export licensing landscape, 
understanding of what tools and approaches can export enforcement agencies use to 
maximum advantage within the new export control landscape as it stands today 
(completion of Phase II of ECR, with prospects for concluding Phase III uncertain).  

 This understanding, in turn, directly supports achieving the final project output which is 
also the core project goal: improving DHS’ Homeland Security Investigations’ efforts to 
more effectively allocate and target export enforcement resources toward counter-
proliferation objectives while facilitating legitimate trade and travel. 

 
N. Project Outputs  
Project Outputs – Year 1  

ID Description Delivery Date (MMDDYY) 
D.1 Period I Activity Report (will also serve as an annual 

report; for detailed description see Work Plan) 
06/15/16 

Deliverable 1 (D.1): Period I Activity Report -- This report will summarize the data collected to 
date on Case Study Analysis 1 and Case Study Analysis 2. Additionally, it will serve as a 
foundation for development of a plan for collection of additional data (and filling data gaps) – with 
Stakeholder input – for completion of two Case Studies and development of the Interim Report in 
Period II.  

Project Outputs – Year 2 

ID Description Delivery Date (MMDDYY) 
D.2 Interim Report (will serve as an annual report; for detailed 

description see Work Plan) 
10/15/16 

D.3 Final Report (will also serve as an Annual Report; 
truncated, “for publication” version will also be submitted 
for publication in recognized export control journal such as 
Strategic Trade Review) 

06/15/17 

D.4 Set of Recommendations (for detailed description see Work 
Plan) 

06/15/17 

 

Deliverable 2 (D.2): Interim Report -- This report will describe the findings of Case Study Analysis 
1 and Case Study Analysis 2 and present them as a partial answer to project Questions 1 and 2; 
the report will also synthesize these findings to support the preliminary addressing of project 
Question 3.  

Deliverable 3 (D.3): Final Report -- This report will describe the findings of Case Study Analysis 
3 and Case Study Analysis 4; consider these findings comprehensively with those of Case Study 
Analysis 1 and 2 to provide complete answers to project Questions 1 and 2; based on these 
answers and the comprehensive analysis guiding it, the concluding section of the report will also 
seek to inform Question 3, leading to a Set of Recommendations (Deliverable 3) as its answer. 
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 The Project Team also intends to prepare a truncated “for publication” version of the Final 
Report, with the goal of publication in a recognized, export control-focused journal such 
as the Strategic Trade Review.  
 

Deliverable 4 (D.4): Set of Recommendations -- Building upon the comprehensive findings of 
this Project, as presented it the final report, this Set of Recommendations will address and answer 
Question 3 by describe concrete measures that DHS and other USG stakeholders (e.g. – border 
and trade oversight agencies) can take to adapt operations and reallocate resources to optimize 
compliance with the new export requirements and leverage opportunities offered by Export 
Control Reform. 

O. Project Tasks 
Specific Tasks-Year 1 

ID Description Completion Date (MMDDYY) 
T.1 Meeting with Project Champion 01/31/16 
T.2 Initial Data Collection for Case Study Analysis 1 06/01/16 
T.3 Initial Data Collection for Case Study Analysis 2 06/01/16 
T.4 Preparation and Distribution of Period I Activity Report 06/15/16 
T.5 Meeting with Project Champion 06/30/16 

Task 1 (T.1): Meeting with Project Champion – This will be the first of quarterly meetings in 
scheduled in Period I with the Project Champion – DHS’ Homeland Security Investigations and 
its leadership at the Export Enforcement Coordination Center. 

 The objective of this task is to consult with the Project Champion at the onset of the project, 
discuss the work plan with a focus on anticipated data collection, and seek foundational 
data related to the present state of enforcement of US export controls. 

 The approach used will be an in-person meeting, to take place at either the Export 
Enforcement Coordination Center offices in Tyson’s Corner, VA or CNS’ own Washington 
DC offices. 

Task 2 (T.2): Initial Data Collection for Case Study Analysis 1 -- This will be the initial collection 
of open source data to support an examination of the impact of Export Control Reform specific to 
items that have migrated from the US Munitions List (USML) Category IV (Rockets and Missiles) 
to the dual-use Commerce Control List (CCL) 

 The objective of this task will be to collect a comprehensive set of open source data  
through data-mining, to serve as a foundation for the practitioner discussions that will 
complete the data collection in Period II for Case Study Analysis 1. 

 The approach used will be qualitative with a focus on data mining of published primary 
source material (e.g. – the revised Federal regulations themselves) as well as secondary 
source material in the form of press releases and media reports (including those 
discussing export violation cases), industry publications, academic journals, and 
commentary by law firms – all related to the regulatory changes and current approaches 
used in USG enforcement of export controls associated with USML Category IV (and the 
relevant post-migration areas of the CCL). 

Task 3 (T.3): Initial Data Collection for Case Study Analysis 2 -- This will be the initial collection 
of open source data to support an examination of the impact of Export Control Reform specific to 
items that have migrated from the US Munitions List (USML) Category VIII (Aircraft) to the dual-
use Commerce Control List (CCL) 

 The objective of this task will be to collect a comprehensive set of open source data  
through data-mining, to serve as a foundation for the practitioner discussions that will 
complete the data collection in Period II for Case Study Analysis 2. 
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 The approach used will be qualitative with a focus on data mining of published primary 
source material (e.g. – the revised Federal regulations themselves) as well as secondary 
source material in the form of press releases and media reports (including those 
discussing export violation cases), industry publications, academic journals, and 
commentary by law firms – all related to the regulatory changes and current approaches 
used in USG enforcement of export controls associated with USML Category VIII (and the 
relevant post-migration areas of the CCL). 

 

Task 4 (T.4): Preparation and Distribution of Period I Activity Report – This report will summarize 
the data collected to date in support of Case Study Analysis 1 and Case Study Analysis 2.  The 
report will include some preliminary interpretive analysis and discussion of gaps in data. 

 The objective of this task will be to summarize the initial open/published source-based 
data collection and the associated preliminary interpretive analysis in order to inform the 
data collection strategy for completion of Case Studies 1 and 2 in Period II.  There will be 
a focus on  and also identify gaps in data most likely to require discussions with 
practitioners to confirm professional options and understanding of the details of specific 
enforcement efforts 

 The approach used will be qualitative, with a focus on the data collection phase but 
inclusive of some preliminary interpretative analysis. 

Task 5 (T.5): Meeting with Project Champion – This will be the second of quarterly meetings 
scheduled in Period I with the Project Champion – DHS’ Homeland Security Investigations and 
its leadership at the Export Enforcement Coordination Center. It will offer an opportunity to discuss 
both data collection so far, strategize with the stakeholder on how best to fill gaps in data (with a 
focus on practitioner discussions), as well as ensure that the development of Case Studies is on 
track to producing a result interesting and beneficial for the key Stakeholder (DHS’ HSI and 
E2C2). 

 The objective of this task is to brief the Project Champion on the progress of the project, 
share the data collected so far, and in particular, seek input on arranging practitioner 
discussions anticipated to be necessary for filling gaps in data. 

 The approach used will be an in-person meeting, to take place at either the Export 
Enforcement Coordination Center offices in Tyson’s Corner, VA or CNS’ own Washington 
DC offices. 
. 

Specific Tasks-Year 2 

ID Description Completion Date 
(MMDDYY) 

T.6 Meeting with Project Champion 09/30/16 
T.7 Completion of Case Study Analysis 1 10/07/16 
T.8 Completion of Case Study Analysis 2 10/07/16 
T.9 Preparation and Distribution of Interim Report 10/15/16 
T.10 Meeting with Project Champion 10/31/16 
T.11 Evaluation of Interim Report (to be conducted by Project 

Champion) 
10/31/16 

T.12 Initial Data Collection for Case Study Analysis 3 03/31/17 
T.13 Initial Data Collection for Case Study Analysis 4 03/31/17 
T.14 Meeting with Project Champion 03/31/17 
T.15 Completion of Case Study Analysis 3 06/01/17 
T.16 Completion of Case Study Analysis 4 06/01/17 
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T.17 Updating of Case Studies 1 and 2 06/01/17 
T.18 Preparation of Final Report and Set of Recommendations 06/15/17 
T.19 Dissemination / Transition of Project’s Findings 06/30/17 
T.20 Meeting with Project Champion (briefing on findings of 

overall project) 
06/30/17 

T.21 Evaluation of Final Report and Set of Recommendations 06/30/17 

 

Task 6 (T.6): Meeting via Teleconference with Project Champion – This will be the first of quarterly 
discussions scheduled in Period II with the Project Champion – DHS’ Homeland Security 
Investigations and its leadership at the Export Enforcement Coordination Center. 

 The objective of this task is to brief the Project Champion on the progress of the project, 
report preliminary findings, and seek input on those findings as well as the overall project. 

 The approach used will be a Teleconference with the Project Champion. 

Task 7 (T.7): Completion of Case Study Analysis 1 – This case study will be an examination of 
the impact of Export Control Reform specific to items that have migrated from the US Munitions 
List (USML) Category IV (Rockets and Missiles) to the dual-use Commerce Control List (CCL) 

 The objective of this task will be to address and answer this study’s Question 1 and 
Question 2 specific to the industry sectors associated with this USML Category and the 
corresponding CCL areas that have “received” the migrated items. 

 The approach used will be qualitative, with a focus on interpretative analysis of data 
collected and evaluated to understand the implications of the regulatory changes and 
current approaches used in USG enforcement of export controls associated with USML 
Category IV (and the relevant post-migration areas of the CCL). 

Task 8 (T.8): Completion of Case Study Analysis 2 -- This case study will be an examination of 
the impact of Export Control Reform specific to items that have migrated from the US Munitions 
List (USML) Category VIII (Aircraft) to the dual-use Commerce Control List (CCL).  

 The objective of this task will be to address and answer this study’s Question 1 and 
Question 2 specific to the industry sectors associated with this USML Category and the 
corresponding CCL areas that have “received” the migrated items.  

 The approach used will be qualitative, with a focus on interpretive analysis of data 
collected and evaluated to understand the implications of the regulatory changes and 
current approaches used in USG enforcement of export controls associated with USML 
Category VIII (and the relevant post-migration areas of the CCL). 

Task 9 (T.9): Preparation and Distribution of Interim Report – This report will summarize the 
analysis and findings of both Case Studies 1 and 2, with a particular focus on addressing and 
partially answering project Questions 1 and 2. Some preliminary discussion of what the findings 
will mean for project Question 3 will also be covered. Encompassed within this task will be 
distribution of the Interim Report to the Project Champion, DHS HSI. In coordination with DHS 
HSI, the Interim Report may be distributed to additional USG Stakeholders for input. 

 The objective of this task will be to summarize the analysis of Case Studies 1 and 2, with 
a focus on partially answering project Questions 1 and 2 for the benefit of the Project 
Champion, DHS Homeland Security Investigations (HSI) and the USG stakeholder Export 
Enforcement Coordination Center (E2C2) and its participating USG agencies. 

 The approach used will be qualitative, with a focus on interpretative analysis but applied 
in this case to comparative analysis of the findings of Case Studies 1 and 2, and synthesis 
of this with observations and background data collected over the course of the project’s 
first 12 months to produce interim findings in a written report. 
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Task 10 (T.10): Meeting via Teleconference with Project Champion – This will be the second of 
quarterly discussions scheduled in Period II with the Project Champion – DHS’ Homeland Security 
Investigations and its leadership at the Export Enforcement Coordination Center. It will be held in 
conjunction with the dissemination of Interim Report and will offer an opportunity to discuss both 
the Interim Report and the project overall. 

 The objective of this task is to brief the Project Champion on the progress of the project, 
address any questions or inquiries related to our Interim Report, seek input on those 
findings, and discuss plans for the project’s Year Two (Period II). 

 The approach used will be a teleconference with the Project Champion. 

Task 11 (T.11): Evaluation of Interim Report (to be conducted by Project Champion) – Per the 
Performance Metrics and it’s Rubrics, the quality of each Deliverable and its effectiveness toward 
meeting the project’s overall objectives will be evaluated by the Project Champion.  

 The objective of this task is to confirm the quality and effectiveness of the Interim Report 
toward: a) meeting the project’s objectives -- specifically, how well it addresses and 
answers the project’s guiding Questions One and Two,; and b) benefitting the work of the 
project’s Stakeholders, namely DHS’ Homeland Security Investigations (HSI} Additionally, 
the Project Team will use these results to guide our research and project implementation 
in Year Two. 

 The approach used will be the Rubric-based approach to evaluating the quality of the 
project’s deliverables, as described in this work plan’s section on Performance Metrics. 
Specifically, scoring Rubric P.1 will be provided to the Project Champion in conjunction 
with our Interim Report, and the Project Champion will assign a score to each element on 
the Rubric. This will provide the Project Team score-based input on specific elements of 
the Interim Report and a measure of how well this Deliverable supported the project’s 
overall objectives and its key stakeholder. 

 
Task 12 (T.12): Initial Data Collection for Case Study Analysis 3 -- This will be the initial collection 
of open source data to support an examination of the impact of Export Control Reform specific to 
items that have migrated from the US Munitions List (USML) Category XI (Military Electronics) to 
the dual-use Commerce Control List (CCL) 

 The objective of this task will be to collect a comprehensive set of open source data  
through data-mining, to serve as a foundation for the practitioner discussions that will 
complete the data collection in Period II for Case Study Analysis 3. 

 The approach used will be qualitative with a focus on data mining of published primary 
source material (e.g. – the revised Federal regulations themselves) as well as secondary 
source material in the form of press releases and media reports (including those 
discussing export violation cases), industry publications, academic journals, and 
commentary by law firms – all related to the regulatory changes and current approaches 
used in USG enforcement of export controls associated with USML Category XI (and the 
relevant post-migration areas of the CCL). 
 

Task 13 (T.13): Initial Data Collection for Case Study Analysis 4 -- This will be the initial collection 
of open source data to support an examination of the impact of Export Control Reform specific to 
items that have migrated from the US Munitions List (USML) Category XV (Spacecraft Systems) 
to the dual-use Commerce Control List (CCL) 

 The objective of this task will be to collect a comprehensive set of open source data  
through data-mining, to serve as a foundation for the practitioner discussions that will 
complete the data collection in Period II for Case Study Analysis 4. 
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 The approach used will be qualitative with a focus on data mining of published primary 
source material (e.g. – the revised Federal regulations themselves) as well as secondary 
source material in the form of press releases and media reports (including those 
discussing export violation cases), industry publications, academic journals, and 
commentary by law firms – all related to the regulatory changes and current approaches 
used in USG enforcement of export controls associated with USML Category XV (and the 
relevant post-migration areas of the CCL). 

 

Task 14 (T.14): Meeting via Teleconference with Project Champion – This will be the third of 
quarterly discussions  scheduled in Period II with the Project Champion – DHS’ Homeland 
Security Investigations and its leadership at the Export Enforcement Coordination Center. It will 
offer an opportunity to discuss both data collection so far, strategize with the stakeholder on how 
best to fill gaps in data (with a focus on practitioner discussions), as well as ensure that the 
development of Case Studies is on track to producing a result interesting and beneficial for the 
key Stakeholder (DHS’ HSI and E2C2). 

 The objective of this task is to brief the Project Champion on the progress of the project, 
share the data collected so far, and in particular, seek input on arranging practitioner 
discussions anticipated to be necessary for filling gaps in data. 

 The approach used will be a teleconference with the Project Champion. 
 

Task 15 (T.15): Completion of Case Study Analysis 3 – This case study will be an examination of 
the impact of Export Control Reform specific to items that have migrated from the US Munitions 
List (USML) Category XI (Military Electronics) to the dual-use Commerce Control List (CCL).  

 The objective of this task will be to address and answer this study’s Question 1 and 
Question 2 specific to the industry sectors associated with this USML Category and the 
corresponding CCL areas that have “received” the migrated items.  

 The approach used will be qualitative, with a focus on interpretive analysis of the data 
collected and evaluated to understand the implications of the regulatory changes and 
current approaches used in USG enforcement of export controls associated with USML 
Category XI (and the relevant post-migration areas of the CCL). 

 
Task 16 (T.16): Completion of Case Study Analysis 4 -- This will be an examination of the impact 
of Export Control Reform specific to items that have migrated from the US Munitions List (USML) 
Category XV (Spacecraft Systems) to the dual-use Commerce Control List (CCL).  

 The objective of this task will be to address and answer this study’s Question 1 and 
Question 2 specific to the industry sectors associated with this USML Category and the 
corresponding CCL areas that have “received” the migrated items.  

 The approach used will be qualitative, with a focus on interpretive analysis of data 
collected and evaluated to understand the implications of the regulatory changes and 
current approaches used in USG enforcement of export controls associated with USML 
Category XV (and the relevant post-migration areas of the CCL). 

 

Task 17 (T.17): Updating of Case Studies 1 and 2 – As Case Studies 3 and 4 are completed, the 
Project Team will also update Case Studies 1 and 2 to account for any new developments that 
have occurred since the submission of the Interim Report. 

 The objective of this task will be to support the comparative analysis across all 4 case 
studies that will guide development of the Project’s Final Report and accompanying Set 
of Recommendations. Specifically, this will ensure that the comparative analysis takes into 
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account any new developments involving the items, regulations, exporters, and violations 
related to the USML Categories examined as part of Case Studies 1 and 2. 

 The approach used will be qualitative, with a focus on interpretive analysis of any 
additional data collected and evaluated to understand the implications of the regulatory 
changes and current approaches used in USG enforcement of export controls associated 
with USML Categories IV and VIII (and the relevant post-migration areas of the CCL). 

 
Task 18 (T.18): Preparation of Project Final Report and Set of Recommendations – This task will 
feature the synthesis of findings across all 4 case studies to comprehensively address – and fully 
answer – project Questions 1 and 2, preparation of a Final Report summarizing findings of the 
project informing the answer to Question 3, and preparation of a Set of Recommendations that 
will answer Question 3. 

 The objective of this task will be to present comprehensively, for the benefit of the end-
users – key USG export administration and enforcement agencies, and in particular DHS’ 
Homeland Security Investigations (HSI) -- the study’s findings and recommendations and 
fully answer Questions 1, 2 and 3. 

 The approach used will be qualitative, with a focus on interpretive analysis but applied in 
this case to comparative analysis of the findings of the 4 case studies and synthesis of 
this with observations and background data collected over the course of the project to 
produce concrete findings and recommendations in a written report. 

Task 19 (T.19) -- Dissemination / Transition of Project’s Findings– The Project’s Final Report and 
the Set of Recommendations will be disseminated to key USG stakeholders, supported by 
arrangement of briefings and issuance of publications as described in this work plans’ 
Dissemination Plan and Transition Plan. Core briefings will include an event at CNS’ Washington 
DC office, as we all as Recommendations-focused briefing in Washington DC / Northern Virginia 
for the Project Champion, DHS Homeland Security Investigations (HSI). 

 The objective of this task will be to ensure that the project’s findings are disseminated to 
those USG stakeholders who will find it to be of value, and to share the corresponding Set 
of Recommendations with the Project Champion, DHS Homeland Security Investigations, 
in a way that effectively transitions the product of the work to those who can apply its 
outputs toward the overall Project Goal. 

 The approach used will include: a) publication of the findings on CNS’ website and/or 
recognized publications, such as the peer-reviewed Strategic Trade Review and the 
Nonproliferation Review; and b) in-person briefings on the report’s findings and 
recommendations for the key USG stakeholders as well as the Project Champion (DHS’ 
Homeland Security Investigations). For successful dissemination and transition of the 
Project Findings to the key Stakeholders – and thereby maximize potential for realizing in 
full the desired Project Outcomes – these briefings will be arranged and conducted in-
person. 
 

Task 20 (T.20) – Meeting with the Project Champion -- This will be the fourth of quarterly 
discussions scheduled in Period II with the Project Champion – DHS’ Homeland Security 
Investigations and its leadership at the Export Enforcement Coordination Center, and will serve 
as a supplement of the briefings described in Task 19 and the concluding meeting of the Project. 

 The objective of this task is to supplement the briefings associated with the Final Report 
and Set of Recommendations and focus on the implementation of the Project itself, key 
takeaways, and potential follow-on work to aid in the transition of the Project’s results to 
key USG stakeholders or research that might be useful based on the project’s findings.  
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 The approach used will be an in-person meeting with the Project Champion to be arranged 
in Washington DC as a supplement to the briefings described in Task 19.   Accordingly, 
this meeting will be arranged and conducted in-person to ensure successful dissemination 
and transition of the Project Findings to the Project Champion – and thereby maximize 
potential for realizing in full the desired Project Outcomes 
 

Task 21 (T.21): Evaluation of Final Report and Set of Recommendations (to be conducted by 
Project Champion) -- Per the Performance Metrics and it’s Rubrics, the quality of each Deliverable 
– in this case the Final Report and Set of Recommendations - and its effectiveness toward 
meeting the project’s overall objectives will be evaluated by the Project Champion.  

 The objective of this task is to confirm the quality and effectiveness of the Final Report 
and Set of Recommendations toward: a) meeting the project’s objectives - specifically, 
how well they addresses and answers the project’s guiding Questions One, Two and 
especially, Three; and b) benefitting the work of the project’s Stakeholders, namely DHS’ 
Homeland Security Investigations (HSI.}  

 The approach used be the Rubric-based approach to evaluating the quality of the project’s 
deliverables, as described in this work plan’s section on Performance Metrics. Specifically, 
scoring Rubrics P.2 and P.3 will be provided to the Project Champion in conjunction with 
our Interim Report, and the Project Champion will assign a score to each element on the 
Rubric. This will provide the Project Team score-based input on specific elements of the 
Final Report and Set of Recommendations and a specific measure of how well these 
Deliverables supported the project’s overall objectives and its key stakeholder. 

 

P. Project Milestones 
Project Milestones-Year 1 

ID Description Completion Date (MMDDYY) 
M.1 Project Question 1 and Project Question 2 will be 

partially addressed related to case study analyses of 
USML Categories IV and VIII. 

06/30/16 

Milestone 1 (M.1): Project Question 1 and Project Question 2 will be partially addressed through 
initial data collection in support of case study analysis of USML Category IV-to-CCL Migration of 
Items and USML Category VIII-to-CCL Migration of Items; additionally, the plan for reaching 
Project Milestone M.2. in Year 2 will be clear. 

Project Milestones-Year 2 

ID Description Completion Date (MMDDYY) 
M.2 Project Question 1 and Project Question 2 will be 

answered related to case study analyses of USML 
Categories IV and VIII 

10/31/17 

M.3 Project Question 1 and Product Question 2 will be 
answered related to case study analysis of USML 
Categories XI and XV  

06/01//17 

M.4 Project Question 3 will be answered through analysis of 
findings overall, preparation of Final Report 
summarizing these findings, and identification of a 
corresponding Set of Recommendations based on these 
findings 

06/15/17 
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M.5 Completion of dissemination of project findings and 
transition briefings 

06/30/17 

 

Milestone 2 (M.2): Project Question 1 and Project Question 2 will be answered related to case 
study analysis of USML Category IV-to-CCL Migration of Items and USML Category VIII-to-CCL 
Migration of Items; the findings of these two 2 case studies will be described in the Interim Report 

Milestone 3 (M.3): Project Question 1 and Project Questions 2 will be answered related to case 
study analysis of USML Category XI-to-CCL Migration of Items and USML Category XV-to-CCL 
Migration of Items; the findings of these 2 case studies will be summarized in the project’s Final 
Report (see Milestone 3). 

Milestone 4 (M.4): Project Question 3 will be answered through analysis of findings overall, 
preparation of Final Report summarizing these findings, and identification of a corresponding Set 
of Recommendations based on these findings. 

Milestone 5 (M.5): Completion of Dissemination of Project Findings and Transition Briefings 

Q. Student Involvement 

Undergraduate Students 

Total number:  1 (Summer Intern – 2016) 

This student – an intern from the University of Georgia at Athens participating in our CNS Summer 
Internship Program -- will be supporting our project for a portion of this Summer 2016. She will be 
involved in the following project tasks:     

T.7 - Completion of Case Study Analysis 1 
T.8 - Completion of Case Study Analysis 2 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of navigating and 

interpreting US export control regulations --  in the specialized fields of export control and 
WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public and 
private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Interim Report (and 
possibly Final Report as well) 
 

Graduate Students 

Total number:  11 (see note below)  

Note regarding total number of Graduate Students:     

 The total number above is based on the following academic semester-by-semester 
breakdown.  1 Graduate Research Assistant (GRA) assisting in Spring 2016;  2 GRA’s 
assisting in Summer 2016;  2 GRA’s assisting in Fall 2016;  2 GRA’s assisting in J-Term 
(January) 2017;  2 GRA’s assisting in Spring 2017; and 2 GRA’s assisting in early Summer 
2017.  

 There is a possibility that some GRA’s assisting in one semester, will continue to assist in 
the following semester.  Accordingly, the actual number of individual Graduate Students 
assisting the project may range from 4 to 11 depending on how many GRA’s continue to 
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assist in the same project from semester-to-semester.  However, for the purposes of this 
workplan, we are describing each “student” on a semester-by-semester role basis (e.g. – 
role of “Fall 2016 semester student [GRA]”, with each semester representing a distinct set 
of roles – some of which may be filled by the same students from semester-to-semester). 
 

Spring 2016 semester – 1 student 

This student supported our project during the Spring 2016 academic semester.  As a GRA, he 
was involved in the following project tasks 

T.2 – Initial Data Collection for Case Study Analysis 1 
T.3 – Initial Data Collection for Case Study Analysis 2 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of navigating and 

interpreting US export control regulations --  in the specialized fields of export control and 
WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public and 
private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Interim Report (and 
possibly Final Report as well) 

 financial support that can help defray cost-of-living expenses while finishing M.A. degree 
in Nonproliferation and Terrorism Studies 

 

 

Summer 2016 semester – 2 students 

1) The first Summer 2016 student will support our project during the Summer 2016 academic 
semester.  As a GRA, he or she will be involved in the following project tasks 
T.7 – Completion of Case Study Analysis 1 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Interim Report 
(and possibly Final Report as well)  
  

2) The second Summer 2016 student will support our project during the Summer 2016 
academic semester.  As a GRA, he or she will be involved in the following project tasks 
T.8 – Completion of Case Study Analysis 2 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 
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 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Interim Report 
(and possibly Final Report as well) 

 

Fall 2016 semester – 2 students 

3) The first Fall 2016 student will support our project during the Fall 2016 academic semester.  
As a GRA, he or she will be involved in the following project tasks 
T.7 – Completion of Case Study Analysis 1 
T.9 -- Preparation and Distribution of Interim Report 
T.12 – Initial Data Collection for Case Study Analysis 3 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 exposure to the process of preparation (inclusive of writing, editing, proofing and 
data-checking) of a policy-relevant report for input from USG stakeholders 

 potential opportunity to be listed as a contributor to the Project’s Interim Report 
(and possibly Final Report as well)   

 financial support that can help defray cost-of-living expenses while finishing M.A. 
degree in Nonproliferation and Terrorism Studies 
 

4) The second Fall 2016 student will support our project during the Fall 2016 academic 
semester.  As a GRA, he or she will be involved in the following project tasks 
T.8 – Completion of Case Study Analysis 2 
T.9 – Preparation and Distribution of Interim Report 
T.13 – Initial Data Collection for Case Study Analysis 4 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 exposure to the process of preparation (inclusive of writing, editing, proofing and 
data-checking) of a policy-relevant report for input from USG stakeholders 

 potential opportunity to be listed as a contributor to the Project’s Interim Report 
(and possibly Final Report as well) 

 financial support that can help defray cost-of-living expenses while finishing M.A. 
degree in Nonproliferation and Terrorism Studies 

 
 
J-Term 2017 semester 
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5) The first J-Term 2017 student will support our project during the J-Term academic 
semester, which is the full month of January.  As a GRA, he or she will be involved in the 
following project tasks 
T.12 – Initial Data Collection for Case Study Analysis 3 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Final Report 
 

6) The second J-Term 2017 student will support our project during the J-Term academic 
semester, which is the full month of January.  As a GRA, he or she will be involved in the 
following project tasks 
T.13 – Initial Data Collection for Case Study Analysis 4 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Final Report 
Spring 2017 semester 

7) The first Spring 2017 student will support our project during the Spring 2017 academic 
semester.  As a GRA, he or she will be involved in the following project tasks 
T.12 – Initial Data Collection for Case Study Analysis 3 
T.15 – Completion of Case Study Analysis 3 
T.17 – Updating of Case Studies 1 and 2 

The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Final Report 
 financial support that can help defray cost-of-living expenses while finishing M.A. 

degree in Nonproliferation and Terrorism Studies  
 

8) The second Spring 2017 student will support our project during the Spring 2017 academic 
semester.  As a GRA, he or she will be involved in the following project tasks 
T.13 – Initial Data Collection for Case Study Analysis 4 
T.16 – Completion of Case Study Analysis 4 
T.17 – Updating of Case Studies 1 and 2 
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The student will benefit from the work as follows:   
 exposure to research methods – especially data-mining skills, inclusive of 

navigating and interpreting US export control regulations --  in the specialized fields 
of export control and WMD nonproliferation 

 opportunities to discuss export controls and build professional networks with public 
and private sector practitioners active in the US export control system 

 potential opportunity to be listed as a contributor to the Project’s Final Report 
 financial support that can help defray cost-of-living expenses while finishing M.A. 

degree in Nonproliferation and Terrorism Studies 
 

Summer 2017 semester 

9) The first Summer 2017 student will support our project during late May and the month of 
June, until the Project’s end date, June 30, 2017.  As a GRA, he or she will be involved in 
the following project tasks 
T.18 – Preparation of Project Final Report and Set of Recommendations 

The student will benefit from the work as follows:   
 exposure to the process of preparation (inclusive of writing, editing, proofing, and 

data-checking) of a major policy-relevant report and recommendations for key 
USG stakeholders 

 potential opportunity to be listed as a contributor to the Project’s Final Report   
 

10) The second Summer 2017 student will support our project during late May and the month 
of June, until the Project’s end date, June 30, 2017.  As a GRA, he or she will be involved 
in the following project tasks 
T.18 – Preparation of Project Final Report and Set of Recommendations 

The student will benefit from the work as follows:   
 exposure to the process of preparation (inclusive of writing, editing, proofing, and 

data-checking) of a major policy-relevant report and recommendations for key 
USG stakeholders 

 potential opportunity to be listed as a contributor to the Project’s Final Report 
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Project E.1.1: Security Technologies Kitchen (STK) 
 

Project Lead(s) 

 Prof. Shishir K. Shah, Univ. of Houston, Principal Investigator (PI) 

 Prof. Ioannis A. Kakadiaris, Univ. of Houston, Co-PI 

A. Introduction 

The Security Technologies Kitchen (STK) is an educational initiative that directly aligns with the 
DHS's mission of producing a new generation of HS experts by informing current STEM students 
of the critical mission of the DHS and engaging them in real-world problems that have a direct 
and obvious impact on our nation's security. Specifically, this project will provide resources and 
educate students in security technologies relevant to biometrics, situational awareness, and 
technologies for first responders. 

B. Benefits to: 

 DHS: This project contributes to improvements in HS by motivating a new cohort of 
students to engage in HS activities and potentially pursue careers in a HS-related field. 
Students from STEM fields who are within two years of their graduation will be recruited. 
Specifically, this initiative will support the strategic direction of engineering a pipeline for 
the next generation of Homeland Security professionals.  

 Stakeholders/HSE: We will directly interact with CBP OTD. CBP has a growing need for 
next generation of homeland security professionals who can address current and 
emerging challenges related to security technologies and their applications as they relate 
to strategic initiatives of land border security, maritime border security, POE security, and 
first responder technologies. Improved awareness of the challenges facing CBP and other 
HSE coupled with training and exposure to technologies that can be used to facilitate 
solutions will help encourage STEM students to consider career options that can serve 
the mission of CBP and other HSE including ICE, NPPD, and USCG. 

C. Project 

 Background & Motivation: DHS has a growing need for a next generation of homeland 
security professionals who can address current and emerging challenges related to 
security technologies and their applications as they relate to DHS’s strategic initiatives. 
Specifically, CBP has a need to develop a pipeline of STEM educated professionals who 
are aware of, and knowledgeable in, the challenges and technologies relevant to land 
border security, maritime border security, POE security, and first responder technologies. 
Improved awareness of the challenges facing CBP and other HSE, coupled with training 
and exposure to technologies that can be used to facilitate solutions, will help encourage 
STEM students to consider career options that can serve the mission of CBP and other 
HSE. This project will serve as an educational initiative that directly aligns to meet this 
need. Specifically, this project will provide resources and educate students in security 
technologies relevant to biometrics, facilitating legalized trade, cargo screening, 
situational awareness, and technologies for first responders.  

 Challenges: Producing a new generation of HS experts who have an enhanced 
understanding of the critical mission of DHS and the HSE, are educated and trained in 
STEM fields, and have received hands-on training through project-driven problem solving 
that uses security technologies that are relevant in solving real-world problems that have 
a direct and obvious impact on our nation's security. 



139 
 

 Goal/Objectives: The overall objectives of STK are:  

o to educate students about the critical mission of DHS and the HSE ways and to 
increase an understanding on how their STEM knowledge and skills can be used 
in the context of HS;  

o to provide space and support for those students to develop and test ideas related 
to technologies and solutions relevant to HS challenges; and 

o to provide hands-on training in the in addressing real-world problems motivated by 
current and emerging challenges relevant to border security, and legal trade and 
immigration. 

D. Performance Metrics 

Evaluation of the project will include both formative and summative activities. Formative 
evaluation will be conducted each year of the grant period. The purpose of the formative 
evaluation will be to receive feedback from project participants in order to modify and improve the 
program.  

Surveys and interviews will be conducted with both students and faculty to obtain feedback in the 
following areas:  

(1) Student level of knowledge pertaining to HS issues;  
(2) Student attitudes towards HS;  
(3) Feedback on adequacy of STK facility and project-based course implementation; and  
(4) Faculty assessment of projects.  

Students completing the course and project will be surveyed about their post-graduation 
intentions. It is hypothesized that these students will be more likely to pursue HS-related fields 
after graduation than students who did not participate in the course.  

The summative survey will measure the following:  

(a) # of students who intend to obtain employment in an HS-related area;  
(b) # of students who intend to pursue graduate research or career in an HS-related area. 

The formative and summative assessments will be developed based on a Likert scale and the 
responses analyzed will be included in interim and annual reports.  

ID Description Quantitative Performance 
Target 

Achieved by 
(MMYY) 

P.1 # of students that intend to obtain 
employment in an HS-related area 

>20% of students who will 
complete STK projects 

06/17 

P.2 # of students that intend to pursue 
graduate research in an HS-related area 

>20% of students who will 
complete STK projects 

06/17 

 
ID Baseline Performance on 11/15 How is baseline established? 
P.1 Unknown We will conduct a survey of students interested in 

participating in STK. The survey will include 
questions related to their awareness of DHS mission 
and challenges along with questions about their intent 
to obtain employment in HS-related areas. The survey 
will be based on a Likert scale and the responses 
analyzed to form aggregate measures. 

P.2 Unknown We will conduct a survey of students interested in 
participating in STK. The survey will include 
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questions related to their awareness of DHS mission 
and challenges along with questions about their intent 
to pursue further studies in HS-related areas. The 
survey will be based on a Likert scale and the 
responses analyzed to form aggregate measures. 

 
ID How will final performance be assessed? 
P.1 We will conduct a survey of students who complete STK projects. The survey will include 

questions about their intent to obtain employment in HS-related areas. The survey will be based 
on a Likert scale and the responses analyzed to form aggregate measures. 

P.2 We will conduct a survey of students who complete STK projects. The survey will include 
questions about their intent to pursue further studies or seek employment in HS-related areas. The 
survey will be based on a Likert scale and the responses analyzed to form aggregate measures. 

 

E. Methodology  

We will leverage the capstone and/or senior project requirement of STEM curricula to form 
meaningful connections between university faculty who can mentor research and development of 
technology projects that relate to HS and students from diverse STEM fields. This will facilitate 
the development of a pipeline of diverse individuals to be recruited and trained. Students who are 
within two years of their graduation will be recruited. We will target US citizens for this effort. 
Students will be educated and trained in multiple areas including DHS mission, challenges, career 
options, project-based training, and development of technology solutions using incremental and 
agile development cycles and team-oriented execution. Faculty mentors will be identified from 
diverse STEM disciplines and will develop project ideas that would be relevant to HS mission and 
challenges. Recruited students will be able to choose from a pool of projects to work on and will 
develop an initial project plan that will include relevant literature review, a summary of existing 
methodologies and solutions for the identified problem, and a proposed solution to the problem. 
In guidance from the faculty mentors, students will be implement/develop the proposed solution 
and its findings will be summarized at the end of the course. 

We plan to work closely with the Office of Training and Development (OTD). We will consult with 
OTD in developing appropriate projects that will relate to problems/challenges that are relevant 
for CBP. We also plan to work with OTD in identifying other stakeholders who could inform and 
serve as guides and mentors of student projects. OTD will also provide guidance and feedback 
based on our assessment reports and student project reports. We anticipate at least 2 trips each 
year to Washington DC to meet with OTD and other CBP stakeholders to inform them about 
project progress and seek input in student project topics. 

F. Resources and Test-beds 

STK will provide the necessary equipment to quickly prototype project solutions, including 
meeting/conference space, data acquisition and analysis tools. We will also purchase small 
equipment and sensors needed for the execution of student projects. In addition, informational 
and educational material relevant for meeting the project objectives will also be developed. 

 
G. Recruiting Plans 

We will advise and engage faculty across STEM disciplines; leverage existing student recruitment 
focused NSF programs and NSA programs of relevance to HS; partner with community, industry, 
and HSE representatives to provide students with understanding of relevant real-world challenges 
and use of relevant technologies, technical support, and professional mentorship. 
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H. Expected Trainees/Year 

We will aim to recruit 10 students to work on projects to be developed within STK. 

I. Dissemination Plan  

We will engage with CBP OTD and other partners to develop an effective marketing and 
communication plan that can help inform other HSE about the developed educational and training 
methodology. We will also disseminate educational results from the student projects and 
evaluation reports to the HS community through papers submitted to appropriate conferences 
and journals. 

J. Transition Plans 

We will partner with community, industry, and HS-related enterprises on a continued basis. We 
will engage them as mentors and guides for students to increase awareness of HS-related issues 
and challenges, along with exposure to HS-related careers. Partners will be invited for project 
demos and presentations, and to provide formative feedback. Finally, we will seek placement for 
trainees/students in internship or permanent positions related to HS fields through our partners.  

We will also disseminate educational results from this project and evaluation reports with the HS 
community through papers submitted to appropriate conferences and journals. We will aim to 
facilitate adoption of STK practices for other centers. 

K. Stakeholder Engagement 

MCBP OTD will be our primary contact. In addition, we will engage with TSA, ICE and other HSE 
to create a cohort of partners to gain an understanding of HS-related real-world challenges. These 
will be used to generate student projects that will utilize fundamental technologies. Engaged 
stakeholders and the broader HS community will be invited for project demos and presentations, 
and to provide formative feedback. 

L. Programmatic Risks and Mitigation Plans 

The critical programmatic risks involve successful recruitment of students. We will seek to recruit 
US citizens for this program. This risk will be mitigated through our multi-pronged recruitment 
efforts. 

M. Project Outcomes 

 Successful placement of trainees/students in internship or permanent positions related to 
HS fields. 

 Increased interest in pursuing HS-related careers. 
 
N. Project Outputs 
Project Outputs – Year 1 

ID Description Delivery Date (MM/YY) 
 N/A Project starts in Y2  

 
Project Outputs – Year 2 

ID Description Delivery Date (MM/YY) 
D.1 SCourse description and mechanism that connects university 

faculty with undergraduate STEM coursework and offers 
hands-on training and mentoring for project topics relevant to 
HS. 

06/17 
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D.2 Project reports describing team projects and implemented 
solutions. 

06/17 

D.3 Annual report 06/17 
 
O. Project Tasks 
Specific Tasks-Year 1 

ID Description Completion Date (MM/YY) 
 N/A Project starts in Y2  

Specific Tasks-Year 2 

ID Description Completion Date (MM/YY) 
T.1 Meeting with project champion 07/16 
T.2 Develop material to educate students about the mission of 

DHS and HSE 
09/16 

T.3 Identify faculty mentors, develop educational material and 
resources for STK projects, and define project topics 

10/16 

T.4 Meeting with project champion 10/16 
T.5 Recruit students 12/16 
T.6 Perform surveys and evaluations 01/17 
T.7 Meeting with project champion 02/17 
T.8 Conduct training, assess project progress, and facilitate 

project execution 
05/17 

T.9 Perform surveys and evaluations 05/17 
T.10 Perform analysis and write annual report 06/17 
T.11 Meeting with project champion 06/17 

 
P. Project Milestones 
Project Milestones-Year 1  

ID Description Completion Date (MM/YY) 
 N/A Project Starts in Y2  

Project Milestones-Year 2 

ID Description Completion Date (MM/YY) 
M.1 Students recruited and assigned a project. 12/16 
M.2 Projects completed and student training assessed. 05/17 

 

Q. Student Involvement 
Undergraduate Students: N/A 

 

Graduate Students 

Total number: 1 

The student will assist the PI in developing educational material for students engaging in project-
based learning (Task T.2), help in student recruiting (Task T.5), conducting student surveys 
(Tasks T.6, T.9) and in providing assistance to student teams as needed (Task T.8). 
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The student will benefit by gaining experience in curriculum development, project management, 
and experience working with disparate sensors and their integration. These aspects will 
enhance the student’s skills as part of their Ph.D. degree and will better prepare them for their 
career. 

Sample Project: User Adaptive Kiosk 

There are various applications that may require interactive kiosks for data collection and 
information exchange.  With advances in technology, it is desirable to create a user-friendly 
experience for people while they interact with kiosks.  Such scenarios can be envisioned for 
ports of entry or ports of exit where is traveler presents themselves for verification.  This project 
considers the possibility of a kiosk system where the user's age is estimated and the system 
presents an age appropriate interface (avatar, content, speech, etc.). For example, if a child is 
recognized as a user, the system would use an avatar with the appearance of a child.  Further, 
the content could be presented using age appropriate verbiage (e.g., easier sentences could be 
used for children then for adults) and the speech can be delivered using a younger voice.  This 
project will require the student teams to leverage existing face detection and tracking, voice 
analysis, and fingerprint analysis technology and test the feasibility of age estimation, gender 
recognition, and affect recognition using multiple sensors including video, audio, 3D data, and 
fingerprint.  The student teams will build mock kiosks that will house multiple sensors including a 
2D camera (e.g., Axis P1427-LE) with audio transceiver, a 3D sensor (e.g., Kinect or Asus 
Xtion), and a fingerprint sensor (e.g., LG Ultrasonic sensor) that will be capable of acquiring and 
transmitting data between the mock kiosk and the computers over the network infrastructure 
(PoE network switch) in the development laboratory.  Student teams will develop algorithms 
using each of the sensors and compare sensitivity and specificity.  It is expected that up to 4 
student teams will work on this project, where each team will evaluate different approach to age 
estimation, gender estimation, and affect recognition. 

 

The sensors that will be used to support this envisioned project include RGBD sensors such as 
the Kinect or the Asus Xtion (4x$200), fingerprint sensors such as the LG Ultrasonic fingerprint 
scanner (4x150), and the day/night mode visual camera with IR illuminator such as the Axis 
P1427-LE (4x$700). To support integration of the sensors, we will use a a PoE network switch 
($3200). Camera will be supported within the mock kiosk using mounting tripods (8x$100), 
routers and cables (~$1200). 
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Project W.1.1: Homeland Security Symposium Series 

Project Leads 

 Victor M. Manjarrez, Jr., The University of Texas at El Paso 

A. Introduction 

The Homeland Security Symposium Series addresses educational and supplemental training 
needs identified by DHS and other homeland security enterprise stakeholders. The University of 
Texas at El Paso (UTEP) will develop a symposium series on topical issues related to border 
security and legitimate trade and travel. The nature of the project allows that other topical themes 
may emerge during the performance period, as stakeholder dictate. The symposium series will 
utilize subject matter experts contracted by UTEP, including the possibility of other COEs, DHS 
officials, UTEP and partner university faculty. Symposia will range from half-day to full day 
presentations where appropriate. The aim of this program is to assist in maturing and 
strengthening the homeland security enterprise. The symposium series will be at no cost to 
attendees and no funds will be used for the travel of attendees to any symposium event. This will 
be clear on the symposium flyer.  

B. Benefits to DHS 

The curriculum will be driven by and consistent with DHS workforce development, training, and 
education “unity of effort” initiatives that are consistent and directly support the objective of 
maturing and strengthening the homeland security enterprise as outlined in the 2012 DHS 
Strategic Plan and 2014 Quadrennial Homeland Security Review (QHSR). In particular, the goal 
of enhancing the DHS workforce would be supported by this program. 

C. Project Description 

Background & Motivation: The Department of Homeland Security has identified ‘maturing’ and 
‘strengthening’ the homeland security enterprise as outlined in its Strategic Plan and in the 2014 
Quadrennial Homeland Security Review (QHSR) as a key component to its workforce 
development. Not only does the Homeland Security Symposium Series (HSSS) leverage existing 
but under-utilized DHS courses, the PI understands that CBTIR research projects have potential 
training and educational relevance. The HSSS is a good platform to further distribute the results 
of the applicable CBTIR research projects, if the CBTIR Director deems it appropriate.  

Workforce Challenges: Workforce development is often challenged by budgetary constraints that 
not only impact the department but a large array of state and local homeland security practitioners. 
The DHS National Training and Education Division has historically done a poor job within the 
homeland security enterprise in promoting current course offerings to state and local entities and 
requiring a minimum number of personnel in attendance that surpasses what federal, state, and 
local can afford to provide alone. Although the DHS course offerings will be leveraged for this 
program, it will not be the only avenue for course material as discussed in other portions of this 
plan.  

Goals/Objectives: The goals for this program include: (1) disseminating research findings, data, 
and results from CBTIR research through face-to-face and online modalities, as deemed 
applicable by the CBTIR Director; (2) providing training and education to meet the needs of DHS 
component agencies, local law enforcement, and other homeland security stakeholders.  
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D. Methodology  

The symposium series topics and content are driven by the needs of stakeholders within the 
homeland security enterprise. Although UTEP is aware of the thematic areas of interest, UTEP 
will continue to solicit stakeholder input and has surveyed existing certified DHS-approved 
courses whose content is already developed but under-utilized as part of the symposium series. 
Existing courses meeting a need identified by the CBTIR constituency will be offered through the 
symposium series as well the results of applicable research findings conducted by DHS COE 
network to include UTEP. The exit surveys for symposia will play a vital role in the development 
of future symposia events by seeking the participant’s interest in both expanding the content of 
the symposia they attended or providing the opportunity to suggest other topical interests. In 
addition, applicable CBTIR or other DHS COE research projects have potential relevance in the 
HSSS and the PI will coordinate with the CBTIR Director to maximize those opportunities to further 
distribute the research findings. Future topics may include based on continuous stakeholder 
engagement and exit surveys results, but are not limited to, the following thematic areas of 
interest:  

1. Theme 1: Border security 

a. Vetting and Screening of Foreign Nationals 
b. System Impacts from Political Asylum Cases 
c. Criminal Use of Social Media 
d. Use of Technology by Transnational Criminal Organizations 
e. Improving Outcomes for Investigative Interviews through Training in Rapport Building 

Skills 
f. Migration Patterns (e.g., unaccompanied alien children, birth rates in sending 

countries, etc.). 
g. Greater Presence within Foreign Countries (pushing the borders out) 
h. Transnational Criminal Networks/Relationships (operating environments, decision 

making processes, etc.) 
i. Gang Activity as related to transnational crime 
j. Health Issues associated with Shifting Populations 
k. Emerging Trends of Money Laundering Facilitation in Mexico 

2. Theme 2: Trade and Travel 

a. Port-of-entry Wait Times 
b. Supply Chain Management and Pre-Clearance  
c. Challenges of Facilitating Trade While Protecting Intellectual Property Rights 
d. Increasing the Exchange of Information/Data with Foreign Counterparts, i.e. Trade 

Data 
e. Game Theory in regards to trade 

The topics outlined above represent an initial draft and are subject to modification based on further 
discussions with appropriate homeland security enterprise stakeholders.  

E. Leverage 

Resources utilized to create the symposia series will include courses from the FEMA National 
Preparedness Directorate National Training & Education Division Course catalog National White 
Collar Crime Center, DHS Centers of Excellence system, University of Texas at El Paso, and 
other appropriate entities. In addition, the resulting symposia events will result in the “Research 
in Brief” materials that will further distribute the information contained in the symposia.  
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F. Performance Metrics 

As part of the development of each specific symposium a scoring rubric will be developed and 
tailored for the explicit symposia content and instructors. The scoring rubric will be used to 
communicate expectations and evaluate quality for each discernable section of a symposium. An 
analysis of the scoring rubric will be the basis for evaluation, reflection, and integration into a 
formative assessment that will be captured in each symposia after-action-review (AAR) report.  
 

ID Description Quantitative Performance 
Target 

Achieved by (MMYY) 

P.1 Satisfaction with symposia 
content, quality, and relevance as 
reported by participant exit 
surveys 

Above 70% Each symposia event 

P.2 Conduct a single pre-test and 
post-test for each symposium to 
measure learning as a result of the 
event experience.  

Increase learning by 20% 
with an average participant 
post-test score of 70% or 
better. 

Before and after each 
symposia event 

 
ID How	will	final	performance	be	assessed? 
P.1 Survey	of	all	participants 
P.2 Survey	of	all	participants 

G. Transition Plans 

The symposium series topics and content are driven by the needs of stakeholders within the 
homeland security enterprise. Although UTEP is aware of the thematic areas of interest, UTEP 
will continue to solicit stakeholder input and has surveyed existing certified DHS-approved 
courses whose content is already developed but under-utilized as part of the symposium series. 
Existing courses meeting a need identified by the CBTIR constituency will be offered through the 
symposium series as well the results of applicable research findings conducted by DHS COE 
network to include UTEP. Please see the section titled “Recruiting Plans” for a description on 
how the Homeland Security Symposia Series will be advertised to the agencies and how the 
agencies will determine agency participants. 

Exit Survey/After Action Report Methodology: Conducting exit surveys will allow UTEP to review 
both positive and negative feedback about the homeland security symposium series content, 
instructors, facilities and equipment, etc. This information allows UTEP to evaluate itself and 
implement changes to improve the overall quality of the homeland security symposium series.  

UTEP will develop applicable exit surveys to solicit relevant information as follows: 

Participants: The survey will seek information from participants in areas such as achievement of 
participant’s expectations, the symposium increased the participant’s knowledge in the subject 
matter, the content was relevant and useful to the participant’s current employment, effectiveness 
of instruction, etc.  

The PI will compile exit survey statistics based on the results of its most recent homeland security 
symposium series event to determine the if the rates are congruent with the program’s goals and 
objectives. The PI will summarize the feedback received from the exit surveys and present those 
findings in the monthly Homeland Security Symposium Series Advisory Board (please 
stakeholder engagement for further information on the Board) to review the feedback received 
from the surveys. Based on the summarized feedback, recommendations for improvement are 
discussed and agreed upon, if applicable. Improvements are implemented and results are 
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monitored and documented through the exit surveys and after action reports. Subsequent boards 
meetings are utilized to determine if whether the new procedures should continue or further 
changes are needed. Solicitation of feedback, assessment of feedback, implementation and 
monitoring of improvements is an ongoing cycle. In addition, the PI will conduct the same type of 
cycle on an annual basis with DHS CBP OTD and DHS S & T OUP. 

Recordings/Material: Recordings, After Action Reports, and Symposia in the Know materials will 
be delivered to the DHS S & T OUP CBTIR Program Manager within 60 days of the conclusion 
of the symposium event in electronic and ‘hard copy’ formats in addition to being placed on either 
the CBTIR or Center for Law and Human Behavior websites for further dissemination.  

H. Stakeholder Engagement 

DHS Stakeholder Contact: 
 CBP Office of Training and Development (OTD) 
The PI will travel to Washington D.C. to meet with CBP OTD personnel once during the 
performance period in order provide an update of the program as well as receive any suggestions 
to improve the project. The PI will schedule a quarterly call with CBP OTD personnel. 

The PI will coordinate closely with local stakeholders to assess desired attributes of the proposed 
symposium series, student learning outcomes, and course coverage areas. The PI for this project 
typically engages homeland security enterprise stakeholders on a weekly basis (telephonically 
and face to face), but for the purpose of this project the PI will develop a local Homeland Security 
Symposia Series Advisory Board (HSSSAB). The HSSSAB will meet monthly and will consist of 
the following agencies for the purpose of capturing the topics of interest for federal, state, and 
local homeland security enterprise first responders.  

 ICE HSI and ERO  
 CBP (US Border Patrol and Office of Field Operations) 
 Transportation Security Administration 
 El Paso Sheriff’s Office 
 El Paso Police Department 

 

I. Programmatic Risks  

Course availability in regards to offerings and time periods appear to be the biggest programmatic 
risks. Secondary in nature is the non-participation of homeland security enterprise practitioners in 
symposia events due to exigent circumstances.  

The PI will present his findings, approaches, results, as well as, any potential obstacles to 
success. The PI also will report to the CBTIR Director the progress he has made on the project 
as well as critical metrics including the number of stakeholder-endorsed seminars that are 
developed and the results and input received from stakeholder focus groups. Regarding focus 
groups, the PI will provide status updates on his engagements with stakeholders and continue to 
solicit input to further refine the seminar content to ensure it meets their training and or educational 
needs. If problems require a mitigation plan, the PI will provide one for the director’s assessment. 

J. Project Outcomes 

The intent of the project outcomes is to advance or impact the homeland security enterprise 
workforce capabilities by enhancing the knowledge, skills and abilities of practitioners.  

 Deliver 6 symposia per 12 months 
 Deliver at least 1 fullday symposium per 12 months 
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 80% satisfaction with symposia content, quality, and relevance as reported by participants 
in exit surveys  

 Attract a diverse audience of federal, state, and local homeland security enterprise 
stakeholders as reported in symposia after-action reports 

 Symposia series events will be accessible and available to a larger audience than in actual 
physical attendance by placing recorded event information on the Center for Borders, 
Trade and Immigration Research (CBTIR) website, YouTube, or other social media 
platforms as identified by the PI 

 Widely distribute the “Research in Brief” briefing papers through the CBTIR website and/or 
other mediums deemed appropriate by the PI  

 
K. Project Outputs 
Project Outputs – Year 1 

ID Description Delivery Date 
(MM/YY) 

D.1 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

05/15 

D.2 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

06/15 

D.3 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

07/15 

D.4 Annual Performance Report 08/16 
 
Project Outputs – Year 2 

ID Description Delivery Date 
(MM/YY) 

D.4 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

10/16 

D.5 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

12/16 

D.6 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

02/17 

D.7 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

04/17 

D.8 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

06/17 

D.9 Results of the Pre/Post Symposia Tests, Exit Satisfaction Surveys, 
Symposia in the Know, Symposia After Action Report, Symposia 
Recordings 

08/17 

D.10 Annual Performance Report 08/17 
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L. Project Tasks 
Specific Tasks-Year 1 

ID Description Completion Date 
(MM/YY) 

T.1 Meeting with project champion  02/16 
T.2 Select topics to be included in the year 1 symposia series 02/16 
T.3 Seek course providers/materials to meet interests identified 03/16 
T.4 Announce and schedule the symposium events 03/16 
T.4 Symposium 1 03/16 
T.5 Symposium 2 04/16 
T.6 Meeting with project champion 05/16 
T.7 Symposium 3 06/16 

 
Specific Tasks-Year 2 

ID Description Completion Date 
(MM/YY) 

T.8 Meeting with project champion 07/16 
T.9 Select topics to be included in the symposia series 07/16 
T.10 Seek course providers/materials to meet interests identified 08/16 
T.11 Announce and schedule the symposium events 08/16 
T.12 Symposium 1 08/16 
T.13 Symposium 2 10/16 
T.14 Meeting with project champion 10/16 
T.15 Symposium 3 12/16 
T.16 Meeting with project champion 01/17 
T.17 Symposium 4 02/17 
T.18 Symposium 5 04/17 
T.19 Meeting with project champion 04/17 
T.20 Symposium 6 06/17 

 
M. Project Milestones 
Project Milestones-Year 1 

ID Description Completion Date (MM/YY) 
M.1 Deliver three (3) symposium events 06/16 
M.2 Conduct and distribute to the CBTIR Director a symposium 

After Action Report for each symposium 
Symposium #1 - 05/16 
Symposium #2 – 06/16 
Symposium #3 – 07/16 

 
Project Milestones-Year 2 

ID Description Completion Date (MM/YY) 
M.3 Deliver six (6) symposium events 06/17 
M.4 Conduct and distribute to the CBTIR Director a symposium 

After Action Report for each symposium  
Symposium #1 - 10/16 
Symposium #2 – 12/16 
Symposium #3 – 02/17 
Symposium #4 – 04/17 
Symposium #5 – 06/17 
Symposium #6 – 08/17 
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N. Student Involvement 

Undergraduate Students 

Total number: 2 

Both undergraduate students will both work on the following tasks: T4-5, T7, T11-13, T15, T17-
18, and T20. 

Both students are being exposed to research and the Department of Homeland Security for the 
very first time. Not only with they gain exposure to the department they will develop workforce 
skills that will benefit them in the future (meeting timelines, preparing reports, scheduling, 
interacting with homeland security practitioners, etc. ) 

Graduate Students 

Total number: 1 

The student will be involved in tasks (Milestones 2 and 4). The student will benefit from this 
work as they will be exposed the various components of the homeland security enterprise and in 
particular the Department of Homeland Security. The student will gain an understanding that the 
Department of Homeland Security is career option that does not necessarily require law 
enforcement skills. The student will interact with high levels of practitioners exposing them to 
terrific role models. In addition, they will further develop critical thinking and problem solving 
skills. 
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APPENDIX I. List of acronyms 
 

AAEI American Association of Exporters and Importers 
ACE Automated Commercial Environment 
AEER Apex Air Entry/Exit Re-engineering 
AFM Annotated Face Model 
AoA Analysis of alternatives
BAA Broad Agency Announcement 
BACM Business Alliance for Customs Modernization 
BIS Bureau of Industry and Security
BMD Borders and Maritime Security Division 
BTAS IEEE Conference on Biometrics: Theory, Applications and Systems 
CBP Customs and Border Protection 
CBSA Canadian Border Services Agency 
CBTIR Center for Borders, Trade, and Immigration Research 
CCL Commerce Control List
CES Central Examination Station 
CFIUS Committee on Foreign Investment in the United States 
CFR Council on Foreign Relations 
CITeR Center for Identification Technology Research 
CLAHE Contrast-limited adaptive histogram equalization 
C-LBSSR LBSSR followed by CLAHE 
CMC Cumulative match curve 
CNS Center for Nonproliferation Studies
COAC Commercial Operations Advisory Committee 
COE Center of Excellence 
ConOps Concept of Operations 
COTS Commercial off-the-shelf 
CSI Container Security Initiative
CSR Cambridge Silicon Radio
C-TBSSR TBSSR followed by CLAHE 
C-TPAT Customs-Trade Partnership against Terrorism
CVIU Computer Vision and Image Understanding (Journal)
DCIS U.S. Department of Defense’s Defense Criminal Investigation Service 
DDTC U.S. Department of State’s Directorate of Defense Trade Controls 
DHS Department of Homeland Security 
DOJ Department of Justice 
DSLR Digital single lens reflex 
DSRC Dedicated short range communications
DSS Decision support system 
E2C2 Export Enforcement Coordination Center
EAB External Advisory Board 
EAR Export Administration Regulations
ECR Export Control Reform
ERP Energy Research Park 
ESRI Environmental Systems Research Institute 
FAST Free and Secure Trade
FBI Federal Bureau of Investigation 
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FEMA Federal Emergency Management Agency 
FHWA Federal Highway Administration 
FOA Funding Opportunity Announcement 
FR Face Recognition 
GIS Geographic Information System 
GNSS Global Navigation Satellite System 
GPS Global-positioning system 
GRA Graduate Research Assistant
GUI Graphical user interface 
HSE Homeland Security Enterprise 
HSI Homeland Security Investigations
HSTC Human Smuggling and Trafficking Center
HSUP Homeland Security University Programs 
I/UCRC NSF Industry/University Cooperative Research Centers Program 
IARPA Intelligence Advanced Research Projects Activity
ICE Immigration and Customs Enforcement 
IEEE Institute of Electrical and Electronics Engineers 
IMAVIS Image and Vision Computing (Journal)
ION Institute of Navigation
ION-GNSS+ Institute of Navigation GNSS technical meeting and showcase 
ION-ITM ION International Technical Meeting
IPD Inter-pupillary distance 
IT Information technology
ITAR International Traffic in Arms Regulations
LBSSr Log-based single-scale retinex 
MSI Minority Serving Institution 
MSR Monthly Status Report 
NFC Near field communication 
NGO Non-governmental organization 
NSF National Science Foundation 
NTI Nuclear Threat Initiative
OBIM Office of Biometric Identity Management
OEE Office of Export Enforcement 
OEE Office of Export Enforcement
OFAC U.S. Department of Treasury Office of Foreign Assets Control 
OFO Office of Field Operations 
OPL Off-port limits 
OUP Office of University Programs 
PACER Public Access to Court Electronic Records
PI Principal Investigator 
PII Personally identifying information 
PLANS IEEE/ION Position Location and Navigation Symposium 
PM Program Manager 
POA Participatory Operational Assessment 
POE Port of entry 
QHSR Quadrennial Homeland Security Review
RECONS Reusable electronic conveyance devices 
RFID Radio-frequency identification 
RFP Request for Proposals 
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RSD Resilient Systems Division 
RTT Research and Technology Transition 
S&T Science and Technology Directorate 
SCFace Surveillance Cameras Face 
SDK Software development kit 
SOP Standard Operating Procedure 
STEM Science, Technology, Engineering, and Mathematics 
STK Securities Technology Kitchen 
SUS System Usability Scale 
SWOT Strength, weakness, opportunity, and threats 
TAMU Texas A&M University 
TBSSR Tangent-based single-scale retinex 
TEU Twenty-foot equivalent unit
ToC Theory of Constraints
TSA Transportation Security Administration 
TSN Trade Support Network 
TT Tan and Triggs normalization 
TTI The Texas A&M Transportation Institute 
TxDOT Texas Department of Transportation 
U.S. United States  
UH University of Houston 
UNCC University of North Carolina at Charlotte 
USCG Unites States Coast Guard
USG United States Government
USML U.S. Munitions List
UTEP University of Texas – El Paso
WMD Weapon of Mass Destruction 
WVU West Virginia University 
NSA National Security Agency 
HSSS Homeland Security Symposium Series 
AAR After-action-review 
OTD Office of Training and Development 
NPPD National Protection and Programs Directorate 
NSID National Security Investigations Division 
HSSSAB Homeland Security Symposium Series Advisory Board 
ERO ICE Enforcement and Removal Operations 

 

 


